










v 
 

Publications 

Publications from this thesis to date: 

1. Al-Shamaileh, M., Anthony, P., & Charters, S. (2022, 2022//). Evaluating Trust and Reputation 
Models for IoT Environment. Agents and Multi-Agent Systems: Technologies and Applications 
2022, Singapore. 

 

 

 

  



vi 
 

Table of Contents 

Abstract .................................................................................................................................. ii 

Acknowledgements................................................................................................................. iv 

Publications .............................................................................................................................v 

Table of Contents .................................................................................................................... vi 

List of Tables ......................................................................................................................... viii 

List of Figures .......................................................................................................................... ix 

List of Abbreviations ............................................................................................................... xi 

 Introduction ...................................................................................................... 1 

 Background Information .................................................................................... 5 

2.5 Mathematical and Statistical Background ............................................................................. 23 

2.5.1 Principal Component Analysis .................................................................................. 23 
2.5.2 Technique for Order Preference by Similarity to Ideal Solution (TOPSIS) ................ 25 
2.5.3 Percent of the difference and superiority (╟╓╢) ..................................................... 26 
2.5.4 The Linear Regression and Slope .............................................................................. 27 

 Literature Review .............................................................................................31 

3.1 Trust and Reputation Models ................................................................................................ 31 

3.1.1 Trust and reputation in IoT ....................................................................................... 31 
3.1.2 Trust and reputation in Multi Agent Systems ........................................................... 35 

3.2 Agent-based trust and reputation in IoT ............................................................................... 38 

3.3 Model Comparison ................................................................................................................ 39 

3.4 Research Questions and Objectives ...................................................................................... 53 

 IoT-CADM Design ..............................................................................................55 

4.1 IoT-CADM Model Environment ............................................................................................. 56 

4.2 IoT-CADM trust evaluation and selection model (IoT-TESM). ............................................... 60 

4.3 The Auto-Scale Weights (ASW). ............................................................................................. 64 

4.4 Establishing a new services and service providers. ............................................................... 65 

4.5 Detecting Dishonest Agents .................................................................................................. 67 

4.5.1 Encryption and decryption methods ........................................................................ 67 
4.5.2 Detecting the Dishonest Agents using the PCA ........................................................ 68 

4.6 IoT-CADM Environment ......................................................................................................... 71 

4.7 IoT-CADM Components ......................................................................................................... 74 

4.7.1 Service Registry List (╢╡╛) ........................................................................................ 74 
4.7.2 Market Value Registry List (╜╥╛) ............................................................................ 74 
4.7.3 Agent-based Service Provider (╪╢╟) ........................................................................ 75 
4.7.4 Agent-based Service Consumer (╪╢╒) ..................................................................... 76 



vii 
 

 Experiment Setup and Results Discussion ..........................................................78 

5.1 Experiment Setup .................................................................................................................. 79 

5.1.1 Simulation environment settings .............................................................................. 79 
5.1.2 Case Selection and Performance measures.............................................................. 84 
5.1.3 Competing models and the ranking method TOPSIS ................................................ 85 

5.2 Results Discussion .................................................................................................................. 87 

5.2.1 Honest-Environment (0% misbehaving agents) ....................................................... 88 
5.2.2 Dishonest Environment (25%, 50%, and 75% misbehaving agents) ......................... 96 
5.2.3 Dishonest Environment (100% misbehaving agents) ............................................. 104 

 Conclusion  .................................................................................................... 111 

6.1 Conclusion ........................................................................................................................... 111 

6.2 Contributions ....................................................................................................................... 113 

6.3 Recommendations and future work .................................................................................... 114 

6.4 Summary .............................................................................................................................. 116 

References ........................................................................................................................... 117 

Appendix A JADE (JAVA Agent DEvelopment Framework) ..................................................... 123 

Appendix B Simulation and Environment setting .................................................................. 125 

Appendix C Final Dataset...................................................................................................... 132 



viii 
 

List of Tables 

Table 2.1 : example of ὃὖὠ comparison ................................................................................... 27 

Table 3.1 : factors for comparison............................................................................................. 40 

Table 3.2 : Trust-related attack types with their description (Azzedin and Ghaleb 2019; 

Maddar, et al. 2018; Yu, et al. 2017) ......................................................................................... 41 

Table 3.3 :A general summary of the literature in the three major perspectives. ................... 44 

Table 4.1 :The SIPOC for the smart factory: ὛάὊΠςπ .............................................................. 58 

Table 4.2 : Evaluation properties (Multi-context QoS).............................................................. 60 

Table 4.3 : Evaluation properties (Market Evaluation). ............................................................ 64 

Table 5.1: Main environment settings ...................................................................................... 81 

Table 5.2: The main test scenario plan for the models IoT-CADM, ReGreT, SIoT, an R-D-C ..... 83 

Table 5.3  ΥTOPSIS performance ranking in honest-Environment .............................................. 95 

Table 5.4: TOPSIS performance ranking in dishonest environment (25-75%). ....................... 103 

Table 5.5: TOPSIS performance ranking in dishonest environment (100%). .......................... 108 

Table 5.6: Final TOPSIS performance ranking for all testing environments. ........................... 110 

 

 

  



ix 
 

 

List of Figures 

Figure 1.1: The swarm concept applied to IoT enabled smart city (Caminha et al., 2018) ......... 1 

Figure 1.2: Research area ............................................................................................................ 3 

Figure 1.3 The research processes. ............................................................................................. 3 

Figure 2.1 : System structures of factory in Industry 3.0 and Industry 4.0 (F: Factory, M: 

Machine, C: Component) (Mabkhot et al., 2018). ...................................................................... 5 

Figure 2.2 : MOM and MES system (Mubong, 2020). ................................................................. 6 

Figure 2.3 : Main components of the supply chain (Hayes, 2019) .............................................. 7 

Figure 2.4 : A complex and dynamic supply and demand network ............................................ 8 

Figure 2.5 : PPE is key to protect health-workers from COVID-19 (Lacina, 2020 ). ..................... 8 

Figure 2.6: Number of devices connected to the Internet from 2012 to 2020 (Rawat et al., 

2016) .......................................................................................................................................... 10 

Figure 2.7 : IoT architecture of (Bhayani et al., 2016) ............................................................... 10 

Figure 2.8 : General single-agent framework (Glavic, 2006) ..................................................... 14 

Figure 2.9 : Reactive (reflex) and deliberative agents (Glavic, 2006) ........................................ 15 

Figure 2.10 : Linear regression. ................................................................................................. 27 

Figure 3.1 : Architecture of the IoT-TM. .................................................................................... 32 

Figure 3.2 : The ReGreT system (Sabater, 2004) ....................................................................... 38 

Figure 3.3 : Percentage of articles addressing each layer (White et al., 2017) ......................... 42 

Figure 4.1: Testing environment - Supply Chain. ...................................................................... 58 

Figure 4.2 : Evaluation parameters ........................................................................................... 67 

Figure 4.3 : Encryption and Decryption in IoT-CADM using the Public-Key. ............................. 68 

Figure 4.4 : The Quality Triangle................................................................................................ 69 

Figure 4.5: Three axes behaviours ............................................................................................. 69 

Figure 4.6: Calculating the PC1 and PC2 .................................................................................... 70 

Figure 4.7 : PC1 and PC2 boundaries ......................................................................................... 70 

Figure 4.8 : IoT-CADM Environment .......................................................................................... 72 

Figure 4.9: IoT-CADM transactions ............................................................................................ 73 

Figure 4.10 : aSP agent architecture ......................................................................................... 75 

Figure 4.11 : aSC agent architecture ......................................................................................... 77 

Figure 5.1: Agent distribution in five scenarios ......................................................................... 82 

Figure 5.2: Number of Active Agents ........................................................................................ 89 



x 
 

Figure 5.3 : Number of completed transaction per time period. .............................................. 89 

Figure 5.4 : Cash Utility .............................................................................................................. 90 

Figure 5.5 ΥTotal Communication-MSGs through the network ................................................. 91 

Figure 5.6 ΥAvg. Communication-MSGs per Transaction .......................................................... 92 

Figure 5.7: Avg. Evaluation and selection time. ........................................................................ 92 

Figure 5.8 : SPs per transactions selection by Ὓὅὥ. .................................................................. 93 

Figure 5.9 ΥTrust scores of nodes in different distributions . .................................................... 94 

Figure 5.10 ΥNumber Active Agents for the SSRs 1.5, 2.5 ,3.5, and 4.5. ................................... 96 

Figure 5.11Υ Number of positive transactions for the SSRs 1.5, 2.5 ,3.5, and 4.5 ..................... 97 

Figure 5.12 : Avg. Trend for the Positive transactions after 3000 ............................................. 98 

Figure 5.13: Avg. SPs/Selection for the SSRs 1.5, 2.5 ,3.5, and 4.5. .......................................... 98 

Figure 5.14: Avg. Evaluation and selection time for positive transactions. .............................. 99 

Figure 5.15: Cash Utility for the SSRs 1.5, 2.5 ,3.5, and 4.5....................................................... 99 

Figure 5.16: Cash utility- total gain .......................................................................................... 100 

Figure 5.17: Cash-Utility-Trends for the SSRs 1.5, 2.5 ,3.5, and 4.5. ....................................... 100 

Figure 5.18: Evaluated-Trust score for positive transactions (for SSRs 1.5, 2.5, 3.5, and 4.5).

 ................................................................................................................................................. 101 

Figure 5.19: the network usage for SSRs 1.5, 2.5, 3.5, and 4.5. .............................................. 102 

Figure 5.20: The average network usage per transaction for SSRs 1.5, 2.5, 3.5, and 4.5. ...... 102 

Figure 5.21 : Evaluated-Trust score for SSRs 5.1, 5.2, 5.3, 5.4, and 5.5. ................................. 104 

Figure 5.22: Number of completed transactions for the SSRs 5.1, 5.2, 5.3, 5.4, and 5.5. ...... 105 

Figure 5.23 : Avg. evaluation and selection time. ................................................................... 106 

Figure 5.24: Cash utility ........................................................................................................... 107 

Figure 5.25 : Total Communication-MSGs through the network ............................................ 107 

 
 
 
 
 
 
 

  



xi 
 

 

List of Abbreviations 

Abbreviation       Meaning 

 
AI ΧΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦ Artificial Intelligence  

aSC ΧΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦ Agent-based Service Consumer  

aSCx ΧΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦ Referee for aSC 

aSCy ΧΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦ Trusted friend of aSC 

aSCz ΧΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦ Neighbour of aSC  

aSP ΧΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦ Agent-based Service Provider  

ASW ΧΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦ Auto-Scale Weights  

CN ΧΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦ Cluster Nodes  

COBRA ΧΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦ Context-aware Bernoulli Neural Network-based  

Reputation Assessment  

COVID-19 ΧΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦ 2019 novel Coronavirus 

CPS ΧΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦ Cyber-physical systems  

CQM ΧΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦ Crowd Query Manager  

CRM ΧΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦ Comprehensive Reputation Model 

DAI ΧΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦ Distributed artificial intelligence  

DPS ΧΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦ Distributed problem solving  

DtSPi ΧΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦ Direct experiences  

ERP ΧΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦ Enterprise resource planning  

ESP ΧΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦ Existing supplier  

FDI  ΧΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦ Fault Detection and Isolation  

GPS ΧΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦ Global positioning system 

IDB ΧΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦ Information Database  

IndtSPi ΧΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦ Indirect experiences  

IoA ΧΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦ Internet of Agents  

IoT ΧΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦ Internet of Things  

IoTAb-TMS ΧΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦ Agent-based trust and reputation in IoT 

IoT-CADM  ΧΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦ Comprehensive Agent-based Decision-making Model for IoT 

IoT-TESM ΧΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦ IoT-CADM trust evaluation and selection model 

IoT-TM  ΧΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦ IoT-Trust Management 

IoT-TMS ΧΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦ IoT Trust and Reputation Model 



xii 
 

IQM ΧΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦ Individual Query Manager  

JADE ΧΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦ JAVA Agent DEvelopment Framework 

LANs ΧΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦ Local Area network 

LDL ΧΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦ Local Database List 

M2M ΧΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦ Machine-to-Machine 

MAS ΧΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦ Multi-agent systems  

MASA ΧΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦ Multi-agent Subjectivity Alignment  

MAS-TMS ΧΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦ MAS trust and reputation  

MES ΧΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦ Manufacturing Execution System  

MN ΧΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦ Master Nodes  

MOM ΧΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦ Manufacturing Operation Management  

MQM ΧΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦ Main Query Manager  

MrKVal ΧΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦ Market Value  

mSimi ΧΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦ Minimum degree of the similarity 

MVL ΧΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦ Market Value Registry List 

NA ΧΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦ Not Available 

NSP ΧΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦ New service provider  

OA ΧΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦ On-Of Attackers  

ODB ΧΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦ Outcomes Database  

P2P ΧΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦ Peer-to-Peer 

PCA ΧΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦ Principal Component Analysis 

PDAs ΧΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦ Personal digital assistant 

PDS ΧΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦ Percent of the difference and superiority 

PLC ΧΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦ Programmable Logical Controller  

PLM ΧΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦ Product Lifecycle Management  

PPE ΧΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦ Personal Protective Equipment  

PRS ΧΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦ Public Reputation Systems  

QoP ΧΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦ Quality of the provider 

QoS ΧΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦ Quality of service  

R-D-C ΧΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦ Reputation-Distribute-Conflict Model  

RFID ΧΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦ Radio frequency identification 

RNS ΧΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦ Register New Service 

RTP ΧΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦ Request to Provide 

SATv ΧΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦ Service Satisfaction 

SCh ΧΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦ Supply Chain  

SCM ΧΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦ Supply Chain Management  



xiii 
 

SCOST ΧΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦ Service Cost 

SDAv ΧΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦ Service Description Accuracy 

SDB ΧΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦ Sociograms Database  

SDN ΧΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦ Soft Defend Network  

SGUR ΧΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦ Service Guarantee 

SIoT ΧΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦ Social Internet of Things Model 

SLTPe ΧΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦ Service Lead Time 

SLUi ΧΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦ Service Lookup  

SN ΧΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦ Super Node  

SOvRq ΧΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦ Over Request 

spCshF ΧΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦ Cash Flow 

spNBrn ΧΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦ Number of Branch 

spNCst ΧΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦ Number of Customer 

spStkV ΧΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦ Stock Value 

spYNIn ΧΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦ Annual Net income 

SRC ΧΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦ Supply Risk Concerns  

SRL ΧΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦ Service Registry List  

SRVi ΧΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦ Service i 

sSC ΧΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦ Simple Service Consumer  

SSIM ΧΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦ Service Similarity value 

STime ΧΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦ Service Time 

TAEC  ΧΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦ Trustworthy Agent Execution Chip 

TMSs ΧΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦ Trust Management Systems  

TOPSIS ΧΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦ Technique for Order Preference by Similarity to Ideal  

TV/TF ΧΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦ Trust Value/Trust Factor  

WHO ΧΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦ World Health Organization  

Wi-Fi ΧΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦ Wireless networking technology 
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Introduction 

The Internet of Things (IoT) describes devices with sensors, processing ability, communications 

capability and software. IoT is an emerging paradigm which resulted from advances in different 

technologies including low-cost computing, cloud computing, big data, wireless sensor networks, ad 

hoc networks, cellular mobile networks, and the Internet. It has become one of the most important 

technologies of the 21st century providing effective real-time solutions for simple and complex 

systems (Maddar et al., 2018). The broad definition covers a large number of connected devices 

embedded with sensors including simple devices (such as radio frequency identification (RFID) tags, 

PDAs, sensors, and actuators), smart devices like smart mobiles, refrigerators, watches, fire alarms, 

medical devices, and security systems; as well as virtual objects such as data and virtual desktops in 

the cloud (Figure 1.1). IoT is attractive in a wide variety of smart applications, sub-categories of IoT 

have therefore been established to encompass different market sectors and use cases that endeavour 

to aid humans to make better decisions, saving money and time (Caminha et al., 2018; Guo et al., 

2017). The Industrial Internet of Things (IIoT) is one such category. IIoT applies to devices designed for 

and deployed in industrial contexts. Building on the IIoT is the concept of Smart Factories and Industry 

4.0 which use IIoT and other computing technologies to increase automation. 

 

Figure 1.1: The swarm concept applied to IoT enabled smart city (Caminha et al., 2018) 

The increased use of IIoT and automatic and autonomous behaviour requires mechanisms to establish 

and determine the trustworthiness of data from other sources and to detect misbehaving actors in 

the system, whether due to misconfiguration, failure or malice. The need to assess trustworthiness 

when collaborating with other parties is becoming more urgent especially in dynamic open 

environments (Alshehri et al., 2018; Sun et al., 2018; Yu et al., 2017). To achieve this, Trust 

Management systems (TMSs) have been developed.  

Image removed for Copyright compliance. 
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Existing trust management systems largely use physical characteristics (such as memory rate, radio 

signal strength, number of packets received/forward, repetition rate, delay factor, and energy) to 

measure and evaluate trustworthiness (Maddar et al., 2018; Yu et al., 2017)). Using physical 

characteristics is not enough to measure the trustworthiness, especially when these devices become 

more intelligent and the IoT environments become more decentralized, dynamic, and open for each 

other. The trust management systems which rely on non-physical parameters have also been 

developed but often have issues such as: how these systems can gather the required Information 

about entities, store Information, scoring and ranking the entities, and entity selection. Also, how 

these systems (that allow devices to contact and cooperate with other entities) can deal with other 

IoT challenges such as integrity, heterogeneity, scalability, network and infrastructure, openness, 

security, and data storage and how these systems can deal with the entities that are misbehaving or 

providing bad services.  

TMSs play an important role in internet and social computing systems. They are used to evaluate the 

degree of confidence and the level of trust that should be placed on other parties before starting 

cooperation and interaction (Copigneaux, 2015; Kowshalya & Valarmathi, 2017; Maddar et al., 2018; 

Saied et al., 2013; Yu et al., 2017). This allow the IoT devices not only to be able to contact a predefined 

service provider, but it can also decide how, when and who to connect without compromising its goals. 

In this respect, it should cover the open issue of How To Select The Best Service Provider In A Smart 

Dynamic IoT Environment (such as IIoT) Based On The Trustworthiness And The Reputation Of The 

Service Provider? 

To support the main research question, we further identified three sub-research questions :  

1. What are the criteria and procedures that can be used for gathering Information about entity, 

entity scoring and ranking, and entity selection?  

2. How these systems (that allow devices to contact and cooperate with other entities) can deal 

with other IoT challenges such as integrity, heterogeneity, scalability, network and 

Infrastructure, and data storage.  

3. How can these systems deal with the entities that are misbehaving or providing bad services?  

To address these questions, we propose an IoT agent-based decentralized trust and reputation model 

IoT-CADM (Comprehensive Agent-based Decision-making Model for IoT) to select the most trusted, 

and reliable service providers for a particular service based on multi-context awareness and quality of 

services. IoT-CADM as a novel trust and reputation model, is developed for the smart multi-agents IoT 

environment to gather information from entities and score them using a new trust and reputation 

scoring mechanism to ensure that the service consumers are serviced by the best service providers in 
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ǘƘŜ Lƻ¢ ŜƴǾƛǊƻƴƳŜƴǘ ǿƘƛŎƘ ƛƴ ǘǳǊƴ ƳŀȄƛƳƛȊŜǎ ǘƘŜ ǎŜǊǾƛŎŜ ŎƻƴǎǳƳŜǊǎΩ ǎŀǘƛǎŦŀŎǘƛƻƴΣ ǿƘƛŎƘ ƭŜŀŘ ǘƘŜ Lƻ¢ 

entities to operate and make-decisions on behalf of its owner in a trustworthy manner (Figure 1.2).  

                         

Figure 1.2: Research area 

This research uses quantitative research and a case study approach (Figure 1.3). An IIoT case study 

based on a smart factory has been developed to evaluate the performance of the proposed model 

and other well-known models (ReGreT, SIoT, and R-D-C) based on the SIPOC-Supply-Chain1 approach, 

which is implemented using a multi-agent framework, JADE.  

 

 

 

 

 

 

 

 

 

Figure 1.3 The research processes. 

The proposed scenario was designed to reflect the nature of the future needs of Agent-based Smart 

Factories. Models are evaluated using the multi-criteria decision analysis method TOPSIS based on 

different parameters that have been chosen carefully for fair comparison. 

 
1    SIPOC stands for suppliers, inputs, process, outputs, and customers. 
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The result of the TOPSIS confirmed that the proposed IoT-CADM outperformed the other three models 

due to its ability to tune its parameter weights appropriately making it possible to be employed in 

varying environments and scenarios including the honest and ŘƛǎƘƻƴŜǎǘ ŀƎŜƴǘǎΩ ŜƴǾƛronments. The 

main contribution of this research is the development of a novel trust and reputation model that can 

be implemented in IoT environment and is more superior than existing trust and based reputation 

models . 

This thesis describes in detail some of fundamental background knowledge including the Smart 

Factories (SF), Internet of Things (IoT), Multi Agent Systems (MASs), and Trust and Reputation that are 

required in Chapter 2 . Then, it explores the research question and some other related questions, 

which are developed through the literature review in Chapter 3 , with Chapter 4 exploring the 

development of the IoT-CADM model proposed, Chapter 5 reports the results of evaluating the model 

against other Trust and Reputation models and Chapter 6 concludes the thesis, and presents further 

work. 
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Background Information 

The purpose of this chapter is to give an overview of some fundamental background knowledge, which 

is essential to understand the overall research. We discuss smart factories as an application of IoT 

environment in addition to some related knowledge such as Manufacturing Operation Management 

(MOM), Manufacturing Execution System (MES), Supply Chain Management (SCM), and Supply Risk 

Concerns (SRC). In the second and third sections we discussed the basics about Internet of Things and 

Multi Agent Systems. In the fourth section the Trust and Reputation is reviewed in detail. the last 

section provides and defines all the fundamental mathematical operations and methods that were 

used in this research.  

2.1 Smart Factories 

Industrial Automation appeared as a term in the third industrial revolution with the use of the 

Programmable Logical Controller (PLC), which enabled the synergy between information technology 

and electronics (Mabkhot et al., 2018). As a response to the rapid development of technology and 

communications, the fourth revolution (which is known as Industry 4.0) began (Figure 2.1). Since the 

announcement of Industry 4.0, various studies and research have been undertaken to study its basic 

pillars which are: smart factories, Internet of Things (IoT), cloud computing, big data management, 

and Cyber-physical systems (CPS) (Ivanov et al., 2016; Mabkhot et al., 2018; Nagorny et al., 2012). The 

smart factory is considered the heart of Industry 4.0, as it integrates technologies to improve 

performance, controllability, quality, and transparency of manufacturing processes (Mabkhot et al., 

2018).  

 

 

 

                               Industry 3.0 (hierarchical).                       Industry 4.0 (highly networked) 

Figure 2.1 : System structures of factory in Industry 3.0 and Industry 4.0 (F: Factory, M: Machine, C: 

Component) (Mabkhot et al., 2018). 

Image removed for Copyright compliance. 
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Smart factories are considered dynamic structures that combine intelligent machines and factory 

automation with data communications. Machines and products interact with each other without 

ƘǳƳŀƴ ŎƻƴǘǊƻƭ ǘƻ ǎƻƭǾŜ ǘƘŜ ƳŀƴǳŦŀŎǘǳǊƛƴƎ ƛƴŘǳǎǘǊƛŜǎΩ ŎƻƳǇƭŜȄ ǇǊƻōƭŜƳǎ ǘƘŀǘ Ŏŀƴƴƻǘ ōŜ ǎƻƭǾŜŘ ōȅ ŀ 

conventional single technology (Ivanov et al., 2016; Lee et al., 2018; Mabkhot et al., 2018). 

In their research, (Mabkhot et al., 2018) defined the main principles and requirements to build a new 

smart factory or upgrade existing traditional factories to be smart as: (1) Modular which refers to the 

design of system components, (2) Interoperable which refers to the ability to share technical 

information within system components, and the ability to share business information between 

manufacturing enterprises and customers, (3) Decentralised, system elements (modules, material 

handling, products, etc.) will make decisions autonomously on their own, unsubordinated to a control 

unit without violating the overall organizational goal. (4) Virtual, creating an artificial virtual factory 

environment similar to the actual environment to be able to monitor and simulate physical processes. 

(5) Service oriented, refers to the idea of shifting the manufacturing industries to provide and sell 

products and services instead of selling only products. (6) Real-time, the smart factory should be able 

to respond to system changes in real time, such as changes in customer requirements or the status of 

the internal production system.  

 

Figure 2.2 : MOM and MES system (Mubong, 2020).  

Furthermore, the smart factories manage all the operations and production activities by the 

Manufacturing Execution System (MES) which aims to ensure effective execution of the 

manufacturing operations and improve production output by monitoring and controlling the 

manufacturing systems and data flows on the factory floor from the upper planning systems like the 

enterprise resource planning (ERP) and Product Lifecycle Management (PLM). 

 

Image removed for Copyright compliance. 
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Recently, MES has been developed and extended to the Manufacturing Operation Management 

(MOM) to cope with the maintenance, logistics and quality areas, which are closely related to 

production activities (Figure 2.2). One of the most important operations that is managed by the MOM 

in the smart factory is the Supply Chain (SCh) (Choi & Kim, 2002; Niels & Rainer, 2018). 

A supply chain can be defined as a connected network of individuals, organizations, resources, 

activities, and technologies involved in the manufacture and sale of a product or service. Supply chain 

is managed by Supply Chain Management (SCM) which endeavours to manage the flow of goods and 

services and includes all processes that transform raw materials into final products in the smart 

factory. SCM attempts to minimize shortages and keep costs down as well as improve quality, 

productivity, and efficiency of operations (Hayes, 2019; Niels & Rainer, 2018).  

 

Figure 2.3 : Main components of the supply chain (Hayes, 2019) 

As shown in Figure 2.3, the supply chain generally consists of three main components: supplier(s), the 

producer, and the customer. Suppliers provide the manufacturer the raw materials, services, energy 

and anything that is required by the manufacturer to produce the final product or service for the end 

consumer During manufacturing, the manufacturers produce products made from different types of 

raw materials and services that are provided by multiple suppliers (Figure 2.4). For many reasons, the 

manufacturer may need to find alternative suppliers for essential raw materials due to reasons such 

as suppliers cheating, raising the price, availability, and disruption; in addition to unsatisfactory service 

quality, and increase in demand. (Niels & Rainer, 2018). 

Image removed for Copyright compliance. 
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Figure 2.4 : A complex and dynamic supply and demand network 

This is known as Supply Risk Concerns (SRC), in which the major concern of the manufacturer is to find 

an alternative supplier for irregular supplier(s) to ensure that the production lifecycle keeps running 

at the highest level possible; and to avoid any negative impacts on revenues, costs, product quality, 

and the company's bottom line, which can cost the companies millions or sometimes billions of dollars 

in Financial Loss (or gain in case of enhancing the level of the raw material) (Malik et al., 2018). In 

addition to financial issues, protecting human lives is another essential concern that needs to be taken 

into account. One of the most recent examples of how the SRC is very critical is COVID-192. According 

to the World Health Organization (WHO), 500 million Personal Protective Equipment (PPE) items 

including medical masks and gloves, as well as other equipment such as respirators and oxygen 

concentrators for clinical care are needed every month for health-workers (Figure 2.5).  

Figure 2.5 : PPE is key to protect health-workers from COVID-19 (Lacina, 2020 ). 

Based on the supply chain of the COVID-19 situation, three major issues are faced by the 

manufacturing system. Firstly, the current PPE manufacturers need to find short-term supply contracts 

 
2 COVID-19 is a disease caused by a new strain of coronavirus. 'CO' stands for corona, 'VI' for virus, and 'D' for disease. 

Formerly, this disease was referred to as '2019 novel coronavirus'. https://www.unicef.org/wca/what-is-coronavirus 

Image removed for Copyright compliance. 
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(alternative suppliers) to cover the high demand of the raw material. Iƴ ǘƘƛǎ ŎŀǎŜΣ ƛǘΩǎ ƛƳǇƻǊǘŀƴǘ ǘƻ 

select alternative suppliers who are trustworthy to ensure the alternative supplier will provide the 

highest quality of the replacement raw materials. 

Secondly, new companies will start producing PPE, but these manufacturing companies will struggle 

to sell their products because these companies are unknown and risky for consumers; as a result of 

low reputation, if nobody has heard about these companies, they're not likely to become a customer. 

Finally, some of the existing companies will start producing the PPEs as a new production line to 

increase their profits, exploiting their reputation to offer the new product. In this setting, there is a 

need to develop a solution to select the most trustworthy supplier in the supply chain to avoid any 

negative impact and to reduce the risk mentioned earlier. This dimension is worth studying, as most 

current research has been dedicated to initiating smart factories, investigating their features, 

designing their key enablers, and understanding how to implement them on the ground. 

The future ambition is to increase context-awareness to assist people and machines in the perfect 

execution of their tasks by using the available knowledge of system components and the history of 

system performance, in addition to the ongoing state of the system (Mabkhot et al., 2018; Nagorny et 

al., 2012). Furthermore, once smart factories become open to other smart environments that are 

controlled by IoT technology, other challenges such as managing a large amount of data, increased 

complexity, standardization, communication, as well as security and authentication, need to be 

handled (Herrmann, 2018). 

Based on this scenario, we can see why it is important to study comprehensively the impact of SRC in 

a smart and dynamic environment like the smart factory, where the machines need to be able to make 

a decision on behalf of its owner to avoid a financial loss, increase the profit,  and please the consumer 

by providing a high-quality product. Moreover, the study needs to cover all the other challenges that 

are mentioned earlier. 

2.2 Internet of Things (IoT) 

In the fourth industrial revolution, technologies such as robotics, machine learning, nanotechnology, 

gene control, 3D-printing, biotechnology, big data as well as artificial intelligence emerged. The fourth 

industrial revolution focused on how machines could evolve and interact with each other powered by 

the Internet of Things (IoT) (Mabkhot et al., 2018; Yang et al., 2018) . 
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Figure 2.6: Number of devices connected to the Internet from 2012 to 2020 (Rawat et al., 2016) 

IoT can be defined as a global infrastructure for information society. IoT gained much attention due 

to the overwhelming advantages that it has brought to our daily lives, and it has attracted a wide 

variety of applications including e-health, smart-home, smart-factory, smart-city, smart-community to 

run on it (Figure 2.6). All of these applications endeavour to aid humans to make better decisions, save 

money and time (Al-oqily et al., 2013; Caminha et al., 2018; Guo et al., 2017). 

2.2.1 IoT Architecture 

IoT can be viewed as a peer-to-peer owner-centric community, with an enormous number of 

heterogeneous devices (or things) that are requesting or providing services. These devices interact 

through huge interoperable networks in a distributed manner (Guo et al., 2017; Maddar et al., 2018; 

Yu et al., 2017). 

 

Figure 2.7 : IoT architecture of (Bhayani et al., 2016) 

The architecture of IoT was designed as a highly reliable structure to handle a large mass of data in 

any instance. As shown in Figure 2.7, the architecture of an IoT system is made up of four-layers that 

consists of a Sense and Identification layer, Network Construction layer, Management layer and the 

Image removed for Copyright compliance. 
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Integration Application layer. All the devices in the devices layer have the ability to sense and uniquely 

identify sensed data. Sensors (such as RFID, GPS, and smart devices) collect raw data from the 

environment or object under measurement and turn it into useful data and send this data to the 

network construction layer. At the same time, actuators (usually operates in the reverse direction of 

a sensor) in the devices layer can also intervene to change the physical conditions and react based on 

the received information from the construction layer. The basic responsibility of the network layer is 

routing the information. The Internet gateway receives the aggregated data from the devices layer 

and routes it over Wi-Fi, wired LANs, or the Internet, to the next layer for further processing. 

Management layer is designed to process all the information provided by the lower layer before 

sending this data to the data centre and the application layer. So, all the final decisions regarding the 

information processing (such as data mining, information security, data centre, search engine and 

smart decision) are performed in this layer. Finally, the application layer is responsible for interpreting 

the data processed by the Management layer. Further, it can execute more in-depth analysis, as well 

as combine the collected data from other sources for deeper insights. Smart logistics, smart grid, green 

building, smart transport, and smart environment monitor are popular examples of smart applications 

(Bhayani et al., 2016; El Hakim, 2018; Stankovic, 2014). 

2.2.2  IoT Advantages, Disadvantages and Challenges. 

Currently, IoT is the most discussed topic and has potential to impact human lives in the near future. 

Even though, IoT has attracted a wide variety of applications in various domains there are many 

challenges and issues associated to the use of IoT (Caminha et al., 2018; Guo et al., 2017).  

This section presents a summary of studies that have attempted to investigate the challenges and 

issues of using IoT as discussed in (Bhayani et al., 2016; Eder & Nachtmann, 2013; Soumyalatha, 2016; 

Stankovic, 2014). 

2.2.2.1 IoT Advantages 

The main objective of all IoT applications is to aid humans to make better decisions, tracking, save 

time and money.  

1. Data: the relation between decision and amount of information is a proportionality relation. 

So, more information results in better decision (Bhayani et al., 2016; Soumyalatha, 2016). 

2. Tracking: using a new technology helps to keep track of both the quality and the viability of 

things. For example, in the smart house, knowing the expiration date of products before one 

consumes them improves safety and quality of life.  
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3. Time: using new technology helps to reduce the amount of time that is usually needed for 

collecting, processing and analysing the information in the traditional way. 

4. Money: The development of new devices allows companies to gather actionable data-based 

insights in real time, which can help them save money and generate revenue. 

 

2.2.2.2 IoT Disadvantages  

1. Compatibility: At present, there is no universal standard of compatibility and facility for 

tagging and monitoring devices or equipment like USB, Bluetooth or IPv4. 

2. Complexity: With complex systems, there are more chances of failure. Suppose two different 

applications are monitoring the same object. Once these applications detect anything about 

that object, the reaction of these applications could be duplicated or inconsistent. For 

example, both husband and wife may receive messages that the milk is finished, and both may 

end up buying milk.  

3. Safety: It is necessary to provide safety to avoid the possibility of hacking the software or 

hardware. For instance, hacking medical devices can break the functioning process which 

sometimes leads to the patient's death. 

4. Privacy/Security: Privacy and security are big issues in IoT. So, it is necessary to deal with 

these issues by encrypting the data. Otherwise, the personal information including the credit 

card, financial status, photos, and videos will be misused. 

 

2.2.2.3 IoT Challenges 

1. Heterogeneity: IoT expands every day, the service developers are looking to add value on top 

of existing IoT systems which leads to systems heterogeneity. Systems heterogeneity includes 

a wide variety of network connectivity options, protocols, and communication methods, 

which are unknown to a service developer. In addition, heterogeneity makes it harder to 

standardize the interaction and communication in IoT. 

2. Scalability : Scalability refers to the capability of IoT to handle the expansion and the growth 

of the systems, networks, or processes. 

3. Network and Infrastructure: IoT refers to the billions of physical devices that are now 

connected to the internet around the world. Hence, it is necessary to think about how to 

connect to these devices, how to control the data flow, and how to manage the scale of these 

diverse sets of devices. 

4. Storage: IoT devices collect either a small amount of data or a huge volume of data. This data 

needs to be stored for further processing and analysis, so storage has to be allocated. 
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5. Integrity: is a big challenge for every system which has to deal with hardware, software or 

data. The general concept of integrity is preventing the unauthorized modification to software 

and hardware, unauthorized modification is not made to data by authorized and unauthorized 

personnel and/or processes and that data is internally and externally consistent. So, most of 

systems need to consider trust and reputation to solve the integrity issue. 

6. Identity: The notion of identity in the IoT is likely to be built from multi-factors. Each of these 

multi-factors can be considered as an attribute or identifier (such as IMEI or IPv4) of a given 

IoT object. These objects can have a core identity and several further identities, and it is also 

possible that things hide their true identity to do some misbehaving activities. 

7. Openness: Traditionally, the majority of sensor-based systems are closed systems such as 

cars, airplanes and ships. In IoT, these systems cooperate in a wide scale by exchanging data 

automatically between them. This cooperation requires these systems to be open to achieve 

to the benefits, but also it causes difficulty with security, privacy and stability. 

8. Security: is a fundamental problem in IoT. Security refers to the processes and tools designed 

to protect sensitive information from invasion and misbehaving objects. Due to the limitation 

of IoT devices capability (such as a processor, RAM, and memory), the current security 

methods are not able to work on IoT, or it will cause a high consumption of IoT resources. 

9. Privacy: is considered as a very important issue, especially in the heterogeneous 

environments like IoT. As soon as the IoT devices (sensors) start transmitting, there is a high 

risk of losing private data. For example, someone may be watching an individual in his house 

ǳǎƛƴƎ Ƙƛǎ ŎŀƳŜǊŀǎΣ ƻǊ ǎƻƳŜƻƴŜ Ƴŀȅ ǊŜŀŘ ƻƴŜΩǎ {a{ ŦǊƻƳ ŀ ƘŀŎƪŜŘ ǇƘƻƴŜΦ 

 

2.3 Multi Agent Systems 

Artificial Intelligence (AI) has been defined as a field of computer science that is concerned with 

computer systems that exhibit human intelligence by emulating human behaviour. AI is involved in 

many different activities, and one of them is Distributed Artificial intelligence (DAI) (Roosta, 2000). DAI 

as a subfield of AI has received tremendous attention from researchers due to its ability to solve 

complex real-world problems. This ability has been used to solve the complex tasks in three different 

areas; Parallel AI, Distributed problem solving (DPS) and Multi-agent systems (MAS) (Dorri et al., 2018; 

Parasumanna Gokulan & Srinivasan, 2010).  

Parallel AI involves improving and developing parallel algorithms, languages, and architectures for 

increasing the efficiency of AI algorithms to increase the speed of operation and to work on parallel 

threads in order to arrive at a global solution for a particular problem (Dorri et al., 2018). Parallel 
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processing is the use of more than one processing element to compute the solution to a problem, to 

reduce the time to solve the problem on a single processor (Dorri et al., 2018; Shakley, 1987).  

Distributed problem solving is similar to parallel AI and considers how a problem can be solved by 

sharing the resources and knowledge between cooperative nodes, known as computing entities. The 

design of computing entity is embedded with a predetermined communication method and quantity 

of shared information (Dorri et al., 2018). 

Multi-Agent Systems (MAS), which are the main focus of this section, consist of autonomous entities 

known as agents (similar to computing entities in DPS), that solve the tasks collaboratively. MAS can 

be defined as a network of individual agents that share knowledge and communicate with each other 

in order to solve a problem that is beyond the scope of a single agent (Parasumanna Gokulan & 

Srinivasan, 2010). In this section, a brief overview of an agent and its properties, MAS and their salient 

features, MAS applications, and MAS challenges are discussed. 

2.3.1 What is an Agent? 

MAS can be defined as a network of autonomous entities known as agents. According to Parasumanna 

Gokulan and Srinivasan (2010), there is no consensus definition of the word "agent" for three reasons. 

όмύΣ ǘƘŜ ǳƴƛǾŜǊǎŀƭƛǘȅ ƻŦ ǘƘŜ ǿƻǊŘ άŀƎŜƴǘέΣ ǿƘŜǊŜ ǘƘŜ ŀƎŜƴǘ Ŏŀƴƴƻǘ ōŜ ƻǿƴŜŘ ōȅ ŀ ǎƛƴƎƭŜ ŎƻƳƳǳƴƛǘȅΦ 

(2), the agents can be present in many physical forms which vary from simple robots to computer 

networks. (3) the application domain of the agent is vastly varied, and it is impossible to generalize. 

Therefore, they usually use terms like Software-Agents, Task-Based Agents and Knowledge Agents to 

define application domain based on where the agents were employed. 

 

Figure 2.8 : General single-agent framework (Glavic, 2006) 

Glavic (2006) ŘŜŦƛƴŜŘ ǘƘŜ ŀƎŜƴǘ ŀǎ άAn agent is anything (physical or virtual) that can be viewed as 

perceiving its environment through sensors and acting upon that environment through effectorsέΦ ¢ƘŜ 

ǘŜǊƳ άŀƎŜƴǘέ ƛƴ Ƴǳƭǘƛ-agent system concerns the meaning of autonomy which means self-activity for 

Image removed for Copyright compliance. 
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its objectives achievement, where the agents can interact, collaborate, coordinate and negotiate in 

their environment (Glavic, 2006; Parasumanna Gokulan & Srinivasan, 2010).  

 

A general single-agent framework is illustrated in Figure 2.8 , where the agent performs its behaviour 

and actions (reactively or deliberatively) after receiving sensory inputs to achieve its goals based on 

domain knowledge. If an agent only responds to the changes in the environment and reactively 

converts its sensory inputs to actions, this agent is known as reactive (Figure 2.9a). On the other hand, 

if an agent predicts the effects of its actions and applies reasoning techniques to analyse the outcome 

of its action, that agent behaves deliberatively and is termed as deliberative agent (Figure 2.9b) 

(Glavic, 2006; Parasumanna Gokulan & Srinivasan, 2010). 

 

 

                a) Reactive.         b) Deliberative. 

Figure 2.9 : Reactive (reflex) and deliberative agents (Glavic, 2006) 

 

Agents have important advantages and properties that are used to discriminate them from simple 

controllers such as situatedness, autonomy, inferential capability, responsiveness, proactiveness, and 

social behaviour (Dorri et al., 2018; Khosravifar, 2012; Parasumanna Gokulan & Srinivasan, 2010).  

1. Autonomy: The ability of an agent to operate independently without any direct intervention 

from humans or others.  

2. Responsiveness: (known as reactivity) is critical for real-time applications, the ability of the 

agent to perceive the condition of the environment and respond to it in a timely fashion to 

take account of any changes in the environment. It allows the agent to react to changes in the 

environment. 

3. Proactiveness: The ability of the agent to attempt actively and opportunistically undertake 

action to achieve its goals rather than just being responsive to a specific change in the 

environment. 

Image removed for Copyright compliance. 
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4. Social Behaviour: Even though agents operate independently, agents still need to interact 

with the external sources, help other agents and share their knowledge in a socially acceptable 

manner in MAS.  

5. Intelligent: Intelligent agents can interact with the environment in a smart manner, and have 

the ability to decide how, when and who to interact with each other.  

 

2.3.2 Multi Agent System 

A Multi Agent System (MAS) is a network of individual agents (or intelligent agents) that cooperate by 

interacting and sharing their knowledge and experience to solve a problem that is beyond the scope 

of a single agent. MAS has been widely adopted in many different applications including computer 

science, civil engineering, and electrical engineering. Wide adoption of MAS occurred because of the 

salient features that make it an effective solution to solve complex tasks these feature include, 

efficiency, low cost, flexibility, reliability, and mobility.  

In MAS, complex tasks are divided into multiple smaller tasks, and every agent completes one or more 

of these small tasks that often results in a low-cost solution. MAS can readily reassign the task to 

another agent in the event of agent failure providing flexibility and robustness. MAS also provide high 

reliability because of the distributed nature of the problem solving (Dorri et al., 2018; Jensen, 2010; 

[ǵőƴy & FMFI, 2007; Parasumanna Gokulan & Srinivasan, 2010). In the same context, scalability is 

another advantage of MAS. Scalability refers to the ability to add new agents, and that ability should 

be easier than adding new capabilities to a monolithic system (Glavic, 2006; Jensen, 2010). The 

mobility of a dynamic agents in MAS refers to the ability to move and change the location freely during 

the operation time. In this scenario, the agent can use the resources of other agents, monitor them, 

or senses the environment from agents in different positions to perform actions (Dorri et al., 2018). 

2.3.3 MAS Environments 

In MAS environments, agent (as the Figure 2.8 shows) is potentially able to change the environment 

as result of performing response actions after perceiving the feedback from its environment. 

According to Dorri et al. (2018) and Jensen (2010), agent environments can be organized based on 

their properties. such as: 

1. Static or Dynamic: In static environments, there is no change in the environment status until 

an agent performing another action. In contrast, the dynamic environment changes can 

happen even without interactions from the agent. 
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2. Discrete or Continuous: The key-factor to decide if the environment discrete or continuous is 

the number of possible actions and types of precepts. If that number is fixed, the environment 

is described as discrete, otherwise the environment is described as continuous. Continuous 

environment is more realistic, and it is highly complex.  

3. Accessible or inaccessible: In an accessible environment, the agent knows everything about 

its environment. While the agent is in an inaccessible environment, it has an incomplete 

picture of its environment. In the real world, most environments are considered inaccessible. 

4. Deterministic or non-deterministic: When the agent performs its actions in a deterministic 

environment, it is guaranteed that actions correctly will be accomplished. Otherwise, the 

agent performs his action regardless if the overall actions correctly will be accomplished or 

not. For example, if an agent performs its actions to turn the light on, the expected result in 

the light being turned on. However, it does not take into account if there is no electric power 

or there is a light bulb malfunction. 

5. Open or Close: In the open environment, agents can join and leave at any given time. On the 

other side, the agent performs a limited constant behaver and actions. 

6. Centralized or Decentralized: In centralized architectures, there is a central agent 

(coordinator) that coordinates and manages all other agents. At the same time, each agent 

has to contact the coordinator agent in order to communicate with a different agent. In the 

decentralized architectures, there is no coordinator agent, and each agent is responsible to 

find the way to communicate with a different agent. 

7.  Infrastructure and resources availability: In this case, it is necessary to know if the resources 

of the environment are renewable or not, or reusable or not. 

2.3.4 MAS challenges 

Although multi-agent systems have features that are more beneficial than single agent systems, they 

also present some critical challenges (Dorri et al., 2018). The following section reviews some of these 

challenges. 

1. Synchronization: This means that the agents in the environment can operate at the same 

time. However, increased heterogeneity among agents in the environment leads to more 

complication in the synchronization. 

2. Connectivity: In MAS, the agent should always be connected to the other agents and leaders. 

Connectivity is a big challenge especially in the cases of mobility and noisy environments. The 

mobility of agents leads to frequent disconnections. In noisy environments, connections 

between agents could be interrupted as result of interference in the environment. 
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3. Learning: Agents in MAS can decide the appropriate actions to reach its goal autonomously 

based on its domain knowledge. In a dynamic environment, the agent needs to discover the 

changes in its environment and adapt to unforeseen situations. In this case, the agent has to 

apply machine learning algorithms which increases the complexity and consume the resources 

of agents (where the agent senses its environment frequently and update information used 

by the learning machine). 

4. Fault detection: It is one of the fundamental issues in MAS. It is necessary to isolate the faulty 

agents that may infect other agents. Most of the current Fault Detection and Isolation (FDI) 

methods are mainly centralized. Also, FDI methods mainly focus on homogeneous agents 

while in most applications agents are heterogeneous. 

5. Task allocation: refers to the allocation of tasks to agents considering the associated cost, 

time, and (communication and processing) overhead. Agent talent and agent position are two 

fundamental metrics for allocating tasks to agents, where the agent talent is the total number 

of resources of each agent. This metric is important to consider the current load at an agent 

prior to allocating a new task to it. The agent position should be considered while assigning 

tasks to reduce the impact of the communication delay and overheads.  

6. Organization: refers to how agents can be grouped; and how these agents communicate and 

connect are defined based on particular features such as goals, resources, and services. 

7. Security: In the decision-making process, the agent uses its information and knowledge, and 

the information obtained from the neighbour agents. Contacting the agent to its neighbours 

make it vulnerable against malicious entities that impact the decision by sharing falsified data. 

The key requirements for the security in MAS are authentication, authorization, integrity, 

availability and confidentiality. 

 

2.4 Trust and Reputation  

Due to the circumstances, challenges, and the urgent need to address the data sensitivity and privacy 

problems, as we discussed before, conventional security models are deficient for the IoT environment. 

!ǎ ŀ ǊŜǎǇƻƴǎŜ ǘƻ ǘƘŜ ǊŀǇƛŘ ŘŜǾŜƭƻǇƳŜƴǘ ƻŦ ǘŜŎƘƴƻƭƻƎȅ ŀƴŘ ŎƻƳƳǳƴƛŎŀǘƛƻƴǎΣ ǘƘŜ Lƻ¢Ωǎ ŘŜǾƛŎŜ becomes 

smarter with higher capabilities, which lead also to a change in the nature of the IoT as well, to become 

ƳƻǊŜ ƻǇŜƴ ŦƻǊ ǘƘŜ Lƻ¢Ωǎ ŘŜǾƛŎŜǎ ǘƻ ƛƴǘŜǊŀŎǘΣ ŎƻƭƭŀōƻǊŀǘŜΣ ŀƴŘ ŎƻƻǇŜǊŀǘŜ ǿƛǘƘ ŜŀŎƘ ƻǘƘŜǊ ǿƛǘƘƻǳǘ 

human control to solve complex problems. These kinds of online e-commerce interactions can be 

classified into B2B (business-to-business), B2C (business-to-consumer), and C2C (consumer-to-

consumer); and may take place between parties who have never transacted with each other before, 

or they have insufficient information about themselves or about the goods and services offered to 
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ǇǊƻǾƛŘŜΤ ǿƘƛŎƘ Ƴƻǎǘƭȅ ŦƻǊŎŜǎ ǘƘŜ ŎƻƴǎǳƳŜǊ ǘƻ ŀŎŎŜǇǘ ǘƘŜ άǊƛǎƪ ƻŦ ǇǊƛƻǊ ǇŜǊŦƻǊƳŀƴŎŜέΣ ǎǳŎƘ ŀǎ ǇŀȅƛƴƎ 

for services and goods before receiving them, which can leave him in a vulnerable position. Besides 

security improvement, and to maintaining successful collaboration between the nodes deployed in 

ǘƘŜ ƴŜǘǿƻǊƪΣ Lƻ¢Ωǎ ǎƳŀǊǘ ŜƴǘƛǘƛŜǎ should operate in a trustworthy manner (Alshehri et al., 2018; Sun 

et al., 2018; Yu et al., 2017). 

2.4.1 Definition of trust and Reputation 

 
Based ƻƴ hȄŦƻǊŘ ŘƛŎǘƛƻƴŀǊȅΣ άǘƘŜ ǘǊǳǎǘ όƛƴ ǎƻƳŜōƻŘȅκǎƻƳŜǘƘƛƴƎύ ƛǎ ǘƘŜ ōŜƭƛŜŦ ǘƘŀǘ ǎƻƳŜƻƴŜ ƻǊ 

ǎƻƳŜǘƘƛƴƎ ƛǎ ƎƻƻŘΣ ǎƛƴŎŜǊŜΣ ƘƻƴŜǎǘΣ ŜǘŎΦ ŀƴŘ ǿƛƭƭ ƴƻǘ ǘǊȅ ǘƻ ƘŀǊƳ ƻǊ ǘǊƛŎƪ ȅƻǳέ (Oxford, 2020). In his 

research, Ahmed et al. (2019) define the trust as άŀ ŘŜƎǊŜŜ ƻŦ ǎǳōƧŜŎǘƛǾŜ ōŜƭƛŜŦ ǊŜƎŀǊŘƛƴƎ ǘƘŜ 

ōŜƘŀǾƛƻǳǊǎ ƻŦ ŀ ǎǇŜŎƛŦƛŎ Ŝƴǘƛǘȅέ. According to Jøsang et al. (2007), trust is the subjective probability by 

which an individual ὃ, expects that another individual ὄ, performs a given action on which its welfare 

depends. In his definition , Jøsang, included the concept of dependence on the trusted party, and the 

reliability (probability) of the trusted party, as seen by the trusting party; however, the trust can be 

more complex. For example, having high reliability trust in a person in general is not necessarily 

enough to decide to enter into a situation of dependence on that person. Trust is vital in business 

activities, and the concept of trust introduced in social science to represent the state in which there 

are one community-member called trustor relies on the actions of another community member called 

trustee Ahmed et al. (2019) and Wu et al. (2011). According to Ruan and Durresi (2016), trust is the 

willingness of the trustor (evaluator) to take risk based on a subjective belief that a trustee will exhibit 

ǊŜƭƛŀōƭŜ ōŜƘŀǾƛƻǳǊ ǘƻ ƳŀȄƛƳƛȊŜ ǘƘŜ ǘǊǳǎǘƻǊΩǎ ƛƴǘŜǊŜǎǘ ǳƴŘŜǊ ǳƴŎŜǊǘŀƛƴǘȅ ƻŦ ŀ ƎƛǾŜƴ ǎƛǘǳŀǘƛƻƴ ōŀǎŜŘ ƻƴ 

the cognitive assessment of previous experience with the trustee. However, defining trust as a 

subjective expectation of a person ŀōƻǳǘ ǘƘŜ ŦǳǘǳǊŜ ŀŎǘƛƻƴǎ ƻŦ ŀƴƻǘƘŜǊ ōŀǎŜŘ ƻƴ ǘƘŜ ƻǘƘŜǊΩǎ Ǉŀǎǘ 

behaviour and the previous experiences, drives us to define another term that is strongly linked to 

trust, which is Reputation. Reputation and trust are similar but not always the same, according to 

Ahmed et al. (2019), Guo et al. (2017), Jøsang et al. (2007), and Khosravifar (2012). Reputation is the 

opinion that people have about what somebody/something is like, based on what has happened in 

the past after some direct or indirect interaction with the individual; and both trust and reputation 

are used for supporting data and service management and for boosting entities collaboration in IoT 

environments. 

In general, trust reflects private knowledge and personal direct experience about the trustee that is 

based on various factors or evidence , where the reputation can be considered as a collective measure 
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of trustworthiness (in the sense of reliability) based on the referrals , ratings, or feedbacks from the 

other members in the community. 

2.4.2 Trust, general classifications and metrics 

In order to be more specific about trust semantics, Jøsang et al. (2007), Ruan and Durresi (2016), and 

Zhou et al. (2021) distinguished between a set of different trust classes as the following : 

1. tǊƻǾƛǎƛƻƴ ǘǊǳǎǘ ŘŜǎŎǊƛōŜǎ ǘƘŜ ǊŜƭȅƛƴƎ ǇŀǊǘȅΩǎ ǘǊǳǎǘ ƛƴ ŀ ǎŜǊǾƛŎŜ ƻǊ ǊŜǎƻǳǊŎŜ ǇǊƻǾƛder. It is relevant 

when the relying party is a user seeking protection from malicious or unreliable service 

providers, for example when a contract specifies quality requirements for the delivery of 

services.  

2. Access trust describes trust in principals for the purpose of accessing resources owned by or 

under the responsibility of the relying party.  

3. Delegation trust describes trust in an agent (the delegate) that acts and makes decision on 

behalf of the relying party.  

4. Identity trust describes the belief that an agent identity is as claimed. Trust systems that derive 

identity trust are typically authentication schemes .  

5. Context trust describes the confidence and the extent to which the relying party believes that 

the necessary systems and institutions are in place in order to support the transaction and 

provide a safety net in case something should go wrong. The factors for this type of trust can 

be, for example, the legal system, critical infrastructures, law enforcement, insurance, and the 

stability of society in general. 

Trust is represented usually using a single value, however, it has many properties ; Ruan and Durresi 

(2016), Yu et al. (2013), and Jøsang et al. (2007) used the term trust dimension to denote the number 

of parameters including : 

1. Separated distrust. In systems that use a single trust value, distrust is considered as the 

complement of trust. In these systems, a high value represents trustworthy, while a low value 

represents untrustworthy. 

2. Time stamps. As trust is dynamic, it is important to consider time stamps for trust status. By 

incorporating time stamps, trust can be updated and used to defend certain attacks.  
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3. Context-aware. Trust is context dependent, and the trustee may exhibit different trust 

degrees or trustworthiness given various types of contexts. For example, a good babysitter is 

not necessary a good car repairer.  

4. Confidence/certainty. Confidence or certainty is used in trust management systems to 

measure to what extent the trustor is certain about the trust assessment.  

According to (Guo et al., 2017), Ruan and Durresi (2016) and Zhou et al. (2021) trust can be derived 

from three sources: attitude, experience and behaviour. 

1. 9ȄǇƭƛŎƛǘ ŀǘǘƛǘǳŘŜΦ !ǘǘƛǘǳŘŜ ǊŜǇǊŜǎŜƴǘǎ ǘƘŜ ǘǊǳǎǘƻǊΩǎ ƻǇƛƴƛƻƴ towards the trustee. It can be either 

trust/like/positive or distrust/dislike/negative that can be derived from interactions or 

experiences.  

2. 9ǾƛŘŜƴŎŜ ƻǊ ŦŜŜŘōŀŎƪ ŜȄǇŜǊƛŜƴŎŜΦ Lƴ ǘƘƛǎ ŎŀǎŜΣ ǘƘŜ ǘǊǳǎǘƻǊ ŜǾŀƭǳŀǘŜǎ ǘƘŜ ǘǊǳǎǘŜŜΩǎ ǇŜǊŦƻǊƳŀƴŎŜ 

based on the previous interactions or transactions with the trustee. For example, satisfactory 

transactions and unsatisfactory transactions are used as evidence to measure trust. Also, 

rating is widely used in many systems to calculate trust .  

3. Behaviour. Trust can also be evaluated based on similarity, social or physical behaviours to 

capture trust information. for example, their purchasing behaviours, common communities 

they join, profile similarity, and so on. 

2.4.3 Trust management systems 

Trust Management Systems (TMSs) play an important role in Internet and social computing systems 

and applications and are designed to help participants to make better decisions based on trust 

information. Trust management systems can be divided into three parts (Ardagna et al., 2007; Maddar 

et al., 2018; Ruan & Durresi, 2016; Yu et al., 2017) which are: 

1. Trust modelling mainly deals with how to represent trust relationships in computational 

models. 

2. Trust management is used to describe how to collect evidence and to do risk evaluation.  

3. Decision making is another important and complicated field, it is a very important component 

for trust management systems to work more intelligently and efficiently.  
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According to Ardagna et al. (2007), TMSs have been developed as a mechanism for open and dynamic 

environments, where unknown parties can interact for the purpose of acquiring or offering services; 

this mechanism allows the parties to decide which requesters are qualified to gain access to the 

resource, and which server is trusted to provide the requested resource, based on the certified 

statements provided by the interacting parties.  

Ardagna et al. (2007) summarized the main advantages of trust management solutions as the 

following: 

1. Trust management allows unknown parties to access resources and services by showing 

appropriate credentials as a proof of their capabilities, in addition to supporting delegation 

and providing decentralization of control.  

2. Trust management is more expressive than classical access control mechanisms as it allows 

the addition of new restrictions and conditions without the need to change or rewrite the 

applications enforcing access control.  

3. The use of trust management systems for controlling security-critical services frees the 

application programmers from designing and implementing security mechanisms for 

specifying policies, interpreting credentials, and so on.  

4. Each party requester or service provider can define access control policies to regulate accesses 

to its resources and services.  

5. Trust management systems increase the expressiveness and scalability of access control 

systems  

2.4.4 Reputation network architectures 

Reputation systems technically build the reputation about what somebody or something, based on 

what has happened in the past after some direct (private or personal experience) or indirect 

interaction with the individual. However, the indirect public ratings or scores can be determined based 

on two main types of network architectures which are the centralised and distributed (Jøsang et al., 

2007; Liu & Munro, 2012; Yu et al., 2013; Zhou et al., 2021). 

2.4.4.1 Centralised reputation systems. 

In centralised reputation systems, the central authority (reputation centre) collects all the ratings from 

every participant after each transaction and makes all scores publicly available online for all the 
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members (agents) to decide whether to transact with a particular agent or not. Centralized online 

reputation systems have been widely adopted by e-commerce Internet companies (such as eBay, 

Amazon.com, and Etsy) to help users to build trust, reduce information asymmetry and filter 

information. 

2.4.4.2 Distributed reputation systems.  

In centralised reputation systems, the reputation centre collects all ratings and feedbacks in one place 

(centralized cloud server). In the distributed reputation there is no central location for submitting 

ratings, feedback, or comments; or obtaining reputation scores of others; instead, each participant 

simply records the opinion about each experience with other parties and provides this information on 

request from relying parties. Although distributed reputation systems aim to protect the product 

ƛƴŦƻǊƳŀǘƛƻƴ ŀƴŘ ǳǎŜǊǎΩ ǊŜǇǳǘŀǘƛƻƴ ǎŎƻǊŜǎ ŦǊƻƳ ƛƴǘŜƴǘƛƻƴŀƭ ŀƴŘ ǳƴƛƴǘŜƴǘƛƻƴŀƭ ƳƻŘƛŦƛŎŀǘƛƻƴΣ ƪŜŜǇƛƴg the 

reputation data up to data is very hard, and it is one of the challenges that face the distributed 

reputation systems. 

2.5 Mathematical and Statistical Background 

The main purpose of this section is to provide and define the fundamental mathematical operations 

and methods that were used.  

2.5.1 Principal Component Analysis  

Principal Component Analysis (PCA) is a dimensionality reduction technique that use the statistical 

procedures to identify the patterns in data and express the data in such a way as to highlight their 

similarities and differences. PCA allows us to summarize the information content in large data tables 

by reducing the dimensionality of large data sets, by transforming a large set of variables into a smaller 

one without losing information in the large set, which make it easier to explore, visualize, and 

analysing data, and faster for machine learning algorithms without extraneous variables to process 

(Analytics, Aug 18, 2020; Dubey, Dec 20, 2018; Nobles, Jan 7, 2020). 

PCA assumes that the relationships between dependent variables are linear, which make it classified 

as an indirect gradient analysis, and it should be applied when most dependent variables have nonzero 

values across most of the samples, and that bivariate scatterplots of each variable against each other 

variable should be linear or at least monotonically increasing or decreasing. PCA is a very useful 

analytical tool, and the following steps explain how it is work: 

1. Represent the original dataset as data matrix X and compute the mean of every dimension 

of the whole dataset. 
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2. Standardize the dataset, this step aims to standardize the range of the continuous initial 

variables so that each one of them contributes equally to the analysis. In this step, the 

initial variables are transformed the data to comparable scales between 0-1 using the 

following equation. 

ὤ
ὺὥὰόὩάὩὥὲ

ὛὸὥὲὨὥὶὨ ὨὩὺὭὥὸὭέὲ
 

 
Equation 2.1 

  
3. Calculate the covariance matrix for the features in the dataset. This step aims to 

relationship between variables and to understand how the variables of the input data set 

are varying from the mean with respect to each other. For a 3-dimensional data set with 

3 variables ὼȟώ, and ᾀ, the covariance matrix is a 3×3 matrix of this from: 

ὧέὺὼȟὼ ὧέὺὼȟώ ὧέὺὼȟᾀ
ὧέὺώȟὼ ὧέὺώȟώ ὧέὺώȟᾀ
ὧέὺᾀȟὼ ὧέὺᾀȟώ ὧέὺᾀȟᾀ

 Equation 2.2 

Where the covariance can be computed for two variables ὢ and ὣ using the following 

formula: 

ὧέὺὢȟὣ
ρ

ὲ ρ
ὢὭὼ ὣὭώ  

 

Equation 2.3 

4. Calculate the eigenvalues and eigenvectors for the covariance matrix. Eigenvector is a 

vector whose direction remains unchanged when a linear transformation is applied to it. 

The following formula is used to compute the eigenvalue and eigenvectors from the 

covariance matrix above: 

ὨὩὸὃ  ‗ Ὅ  π Equation 2.4 

The eigenvalues of ὃ are roots of the characteristic equation, and ὃ be a square matrix, ⱨ 

a vector and ˂ a scalar that satisfies ═ⱨ  ⱦⱨ, then ‗ is called eigenvalue associated with 

eigenvector ⱨ of ═. 

5. Sort eigenvalues and their corresponding eigenvectors. By ranking the eigenvectors from 

highest to lowest corresponding eigenvalue and choose the top ▓ eigenvectors. 

6. Pick k eigenvalues and form a matrix of eigenvectors. 

7. Transform the original matrix. 
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2.5.2 Technique for Order Preference by Similarity to Ideal Solution (TOPSIS) 

TOPSIS is a multi-criteria decision analysis method, which is used widely due to the concept of 

simplicity, easy to understand, computation efficiency to determines a solution with the shortest 

distance from the ideal solution and the farthest distance from the negative-ideal solution (Hwang & 

Yoon, 1981).  

Generally, calculating the TOPSIS method can be by following the next steps: 

1- Create the evaluation matrix (EM), which consist of M alternatives and N criteria, the element 

╔╜ὭὮ of the matrix indicates the performance rating of the ὭὸὬ alternative, and the ὮὸὬ 

attribute as shown in Equation 2.5. 

Ὁὓ

ὔρ          ὔς     Ễ       ὔὮ
ὓρ
ὓς
ể
ể
ὓὭ

Ὁὓρȟρ Ὁὓρȟς Ễ ὉὓρȟὮ
Ὁὓςȟρ ὉὓςȢς Ễ ὉὓςȟὮ

ể ể ể
ὉὓὭȟρ ὉὓὭȟς Ễ ὉὓὭȟὮ

 

  

Equation 2.5 

2- Normalize evaluation matrix (NEM). 

ὔὉὓὭὮ  
ὉὓὭὮ

В ὉὓὭὮ
 

 

Equation 2.6 

Each metric j for each company i is normalized to be in between 0 and 1. The higher its value 

the better the metric. 

3- Calculate the weighted normalized decision matrix (WNM),where the ὡὮ is the weight for the 

alternative Ὦ. 

ὡὔὓὭὮ  ὔὉὓὭὮὡzὮ  Equation 2.7 

  

4- Determine the best and the worst alternative for each criterion. This step determines the ideal 

solution ὡὔὓὮȟὦὩίὸ , and the anti-ideal solution ὡὔὓὮȟύέὶίὸ  using Equations 2.8 and 

2.9 respectively . 

ὡὔὓὮȟὦὩίὸ     ὓὥὼὡὔὓὭὮ 
  

Equation 2.8 

ὡὔὓὮȟύέὶίὸ ὓὭὲὡὔὓὭὮ 
 

Equation 2.9 

  

5- Calculate the Euclidean distance(ED) between the target alternative and the best/worst 

alternative. 
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ὉὈὭȟὦὩίὸ ὡὔὓὭὮ ὡὔὓὮȟὦὩίὸ  

 

 
Equation 2.10 

ὉὈὭȟύέὶίὸ ὡὔὓὭὮ ὡὔὓὮȟύέὶίὸ  
Equation 2.11 

 

6- For each alternative calculate the similarity to the worst alternative(SW). 

ὛὡὭ  
ὉὈὭȟύέὶίὸ 

ὉὈὭȟὦὩίὸ  ὉὈὭȟύέὶίὸ 
 

 
Equation 2.12 

  

7- Rank alternatives according to the TOPSIS score using the ὛὡὭ value in  descending order. 

2.5.3 Percent of the difference and superiority (╟╓╢) 

The concepts of information superiority and its efficiency are always confused, and there are few 

measurement metrics based on rigorous mathematical foundation. The percent of the difference and 

superiority (ὖὈὛ) comparison calculates the percentage difference between two number values in 

order to determine how close they are, relative to the larger value in two different datasets 

ὈὛρ and ὈὛς. The ὖὈὛ between two numbers is calculated in one of two ways as follows: 

ὖὈὛÉ

ừ
Ử
Ừ

Ử
ứ  

ὺρὭ ὺςὭ

ὺρὭ
ρzππ        ὭὪ  ὺρὭ ὺςὭ 

 
ὺςὭ ὺρὭ

ὺςὭ
ρzππ       ὭὪ  ὺρὭ ὺςὭ

 

  

Equation 2.13 

ὃὖὠ
 ὖὈὛÉ

ὔ
 

 

Equation 2.14 

Where the dataset element ὺρ ɴ ὈὛρ and the element ὺς ɴ ὈὛς; and the ὃὖὠ is the Average of 

ὖὈὛ Values of the data set of size ὔ. The following Table 2.1 illustrates an example of ὃὖὠ comparison 

results; this result means the ὈὛρ has values higher than ὈὛς by around 36.262 % in average. 

 

  



27 
 

Table 2.1 : example of ὃὖὠ comparison 

i DS1 DS2 PDS(i) % 

1 133 62 53.38 

2 379 236 37.73 

3 525 315 40 

4 529 417 21.17 

5 534 379 29.03 
 

                                                                                           ὃὖὠ  =   36.262 

2.5.4 The Linear Regression and Slope 

Regression analysis is a statistical method used to understand, describe ,and estimate the level effect 

and the relationship between two sets of an independent variable (ὼ) on a dependent variable (ώ). 

Mathematically, the outcome of regression analysis often is called a regression equation (Microsoft, 

2021; Singh, 2020). 

Linear regression is one of the most popular machine learning algorithms, which is used for a 

regression analysis of dependent and independent variables when they exhibit a linear relationship. 

In case of there is only one independent variable, the linear regression here can be called a simple 

linear regression. As shown in Figure 2.10, the regression line attempts to define the predicted value 

of ώ as a dependent variable, for a given value of ὼ as an independent variable, and the best-fit 

regression line attempts to minimise the sum of the squared distances between the observed data 

points and the predicted ones. 

 

 

 

 

 
 

Figure 2.10 : Linear regression. 

 

Linear Regression Equation is represented mathematically by the following equation: 

ὣ ɻ  ɼὢ Ὁ  Equation 2.15 

  



28 
 

Where the ώ is the dependent variable, ὢ ƛǎ ǘƘŜ ƛƴŘŜǇŜƴŘŜƴǘ ǾŀǊƛŀōƭŜΣ ʰ is the ὍὲὸὩὶὧὩὴὸ , ʲ ƛǎ ǘƘŜ 

ὛὰέὴὩ, and Ὁ is the ὉὶὶέὶΦ .ƻǘƘ ʰ ŀƴŘ ʲ ƛƴ ǘƘŜ ŀōƻǾŜ Ŝǉǳŀǘƛƻƴǎ ŀǊŜ ǇŀǊŀƳŜǘŜǊǎ ŀƴŘ ǘƘŜȅ ǊŜƳŀƛƴ 

constant as ὢ and ὣ changes. 

ɻ
 Вώ Вὼ  Вὼ Вὼώ 

ÎВὼ Вὼ  
 

 

Equation 2.16 

 

ɼ
ÎВὼώ Вὼ Вώ 

ÎВὼ Вὼ      
 

 

Equation 2.17 

ὛὰέὴὩ or gradient of a line is a number that describes both the direction and the steepness of the line, 

and it can be also calculated using the following equation: 

ɼ
Вὼ ὼ ώ ώ

Вὼ ὼ
 

 
Equation 2.18 

Where the ὼand ώ are the means of the datasets, and the ὼ and ώ are the data sample. The steepness 

or grade of a line is measured by the absolute value of the slope, so, a greater absolute value indicates 

a steeper line. The direction of a line is either increasing, decreasing, horizontal or vertical. 

The slope is positive if the line is increasing if it goes up from left to right, negative if the line is 

decreasing if it goes down from left to right, the slope is zero If a line is horizontal, and finally, If a line 

is vertical the slope is undefined. 

2.6 Chapter Summary 

Due to the rapid development of technology and communications, IoT is considered as the core of the 

fourth industrial revolution. IoT as global infrastructure provides advanced services by interconnecting 

virtual or physical objects through existing interoperable information and communication 

ǘŜŎƘƴƻƭƻƎƛŜǎΦ bƻǿŀŘŀȅǎΣ ǘƘŜ Lƻ¢Ωǎ ŘŜǾƛŎŜǎ ōŜŎƻƳŜ ǎƳŀǊǘŜǊ ǿƛǘƘ ƘƛƎƘŜǊ ŎŀǇŀōƛƭƛǘƛŜǎ ǿƘƛŎƘ ŎƘŀƴƎŜ ǘƘŜ 

simple nature of the IoT. These devices become more open to interact, collaborate, and cooperate 

with each other without human control to solve complex problems in a wide variety of applications 

including smart-home, smart-factory, smart-city, smart-community, and most of the e-commerce 

business. Wherefore, in open dynamic distributed systems such as IoT, devices exchange a huge 

ŀƳƻǳƴǘ ƻŦ ǎŜƴǎƛǘƛǾŜ Řŀǘŀ ǿƛǘƘ ƻǘƘŜǊ Lƻ¢Ωǎ ǇŀǊǘƛŜǎΦ ¢ƘŜǎŜ ǇŀǊǘƛŜǎ Ƴŀȅ ƘŀǾŜ ƴŜǾŜǊ ƛƴǘŜǊŀŎǘŜŘ ǿƛǘƘ ōŜŦƻǊŜ 

or even they have insufficient information about themselves, or about the goods and services offered 

to provide, which mostly forces the consumer to ŀŎŎŜǇǘ ǘƘŜ άǊƛǎƪ ƻŦ ǇǊƛƻǊ ǇŜǊŦƻǊƳŀƴŎŜέΣ ǎǳŎƘ ŀǎ ǇŀȅƛƴƎ 

for services and goods before receiving them, which can leave him in a vulnerable position.  

Besides security improvement, and to maintain successful collaboration between the nodes deployed 

in vulnŜǊŀōƭŜ ƴŜǘǿƻǊƪ ǘƻ ŘƛŦŦŜǊŜƴǘ ǘȅǇŜǎ ƻŦ ŀǘǘŀŎƪǎΣ Lƻ¢Ωǎ ǎƳŀǊǘ ŜƴǘƛǘƛŜǎ ǎƘƻǳƭŘ ƻǇŜǊŀǘŜ ƛƴ ŀ ǘǊǳǎǘǿƻǊǘƘȅ 
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manner. Consequently, the mechanism of evaluating trustworthiness about the others (consumer to 

provider, provider to consumer, or even for the equipment) is needed; and the trust management has 

been developed for this specific purpose. Trust Management Systems (TMSs) play an important role 

in Internet and social computing systems and applications; and designed to help participants to make 

better decisions based on trust information. TMSs can establish the trust through underlying 

information infrastructure and assessing the degree of confidence and the level of trust that should 

place on other parties.  

Traditionally, the motivation of providing a TMSs in IoT is to prevent IoT devices (or devices owners) 

from performing detrimental attacks to enhance the trustworthiness of Devices, Communication, 

Storage and Processing in IoT environments, and most of TMSs use the physical behaviour to measure 

trustworthiness such as Memory Rate, Radio Signal Strength, Number of Packets Received/Forward, 

etc. However, the current literatures still lack a comprehensive study on trust management in IoT that 

support the social relation, which use the feedback and reputation to evaluate trustworthiness, which 

help to estimate the future behaviour based on the direct observations about past behaviours, in 

addition to aggregate the feedbacks directly from the other services users. 

5ǳŜ ǘƘŜ ƭƛƳƛǘŜŘ ǿƻǊƪ ƛƴ Lƻ¢Ωǎ ¢a{ǎ ǘƘŀǘ ǳǎŜ ǎƻŎƛŀƭ ǊŜƭŀtion and based on the feedback and reputation, 

ǿƘŜǊŜ Ƴƻǎǘ Lƻ¢Ωǎ ¢a{ǎ ǳǎŜ ǘƘŜ ǇƘȅǎƛŎŀƭ ōŜƘŀǾƛƻǳǊΣ ǿƘƛŎƘ ƛǎ ƴƻǘ ŜƴƻǳƎƘ ǘƻ ƳŜŀǎǳǊŜ ǘƘŜ 

trustworthiness, it is necessary to find a suitable solution for the mentioned issue. In this research we 

exploit the agent capabilities for two main reasons, the first is, the IoT devices become smarter with 

higher capabilities which make it behave like agents. Secondly, Multi-Agent system (MASs) is rich with 

different level of TMSs that can be redesigned to cope the mentioned issue. This combination between 

IoT and MAS will generate a new generation of IoT devices that can deal with autonomy, 

heterogeneity, as well the social relations; that will maximize the satisfaction and the performance of 

the IoT applications of solving the problems and making decisions. 

The purpose of this chapter is to give an overview of some fundamental background knowledge, which 

is essential to understand the overall research. We discussed the smart factories as an application of 

IoT environment in addition to some related knowledge such as MOM, MES, SCM, and SRC. In the 

second and third sections we discussed the basics about Internet of Things and the Multi Agent 

Systems. In the fourth section the Trust and Reputation was reviewed in detail. the last section 

discussed all the fundamental mathematical operations and methods that were required in this 

research.  



30 
 

The next chapter discusses the empirical studies of the applied trust and reputation techniques related 

to the main objectives of this research. It also discusses the fundamental factors that are used to 

distinguish and summarize the characteristics of these techniques. The next chapter also identifies the 

research problems and discusses the research questions. 
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Literature Review 

The purpose of this chapter is to review the state of the art of the applied trust and reputation 

techniques that are used in IoT, MAS, and agent based IoT. The exploration of the empirical literature, 

which are summarized in Table 3.3 based on six fundamental factors, which are: model, network type, 

data source, attacks addressed, context awareness and updating technique, show us that the current 

research lacks a comprehensive study that is able to solve the open issue of devising an effective and 

efficient trust computation method for dynamic assessment in an IoT environment. 

This chapter is structured as follows. Section 3.1 explains the current state of the art in the application 

of trust and reputation in IoT and multi agent systems. Section 3.2 describes trust and reputation 

methods for IoT agent-based trust and reputation The chapter ends with a summary in Section 3.4 

which identifies the research gap. 

3.1 Trust and Reputation Models 

3.1.1 Trust and reputation in IoT 

The IoT can be viewed as a peer-to-peer owner-centric community, with an enormous number of 

heterogeneous devices (or things) that request or provide services on behalf of its owners. IoT has a 

wide variety of applications including e-health, smart-home, smart-city, and smart-community. 

Considering that the traditional IoT is usually sensitive to information security and privacy (Alshehri et 

al., 2018; Sun et al., 2018; Yu et al., 2017), it is important to assess trustworthiness for two main 

reasons: first, to increase the satisfaction and performance of IoT applications, second, it is crucial to 

maintain successful collaboration between the nodes deployed in the network and to ensure all nodes 

operate in a trustworthy manner (Alshehri et al., 2018; Sun et al., 2018; Yu et al., 2017). The general 

motivation for providing a trust management system for IoT systems is to prevent misbehaving devices 

(or owners) of performing discriminatory attacks based on their social relationships with other IoT 

devices that provide similar services for known or unknown reasons (Guo et al., 2017; Maddar et al., 

2018; Majd & Balakrishnan, 2016; Yan et al., 2014). 

In 2014, a survey conducted by Yan et al. (2014) posed several new issues in terms of trust in three 

layers of IoT architecture, which are the physical layer, network layer, and application layer. These 

issues are: (1) data-collection trust, the service quality will be greatly influenced and hard to be 

accepted by users if the collected data are not trustworthy due to the physical/logical damage of some 
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input sensors that may happen naturally or maliciously, which may corrupt the collected data. (2) data 

process trust, data processing occurs when data (in its raw form) is collected and translated into usable 

information, so, it is important for data processing to be done correctly, accurately, and securely as 

not to negatively affect the end product, or data output. (3) when users enjoy advanced services, they 

also need to disclose or share their personal data which introduces a big privacy challenge in current 

IoT research. In addition to the issues raised Yan et al. (2014) show that trust and reputation 

mechanisms have been widely studied in various fields. However, there is little work on trust 

management for IoT. The current research on IoT environments have not comprehensively 

investigated how to manage trust in IoT environments in a holistic manner. 

In Public Reputation Systems (PRS), users rate each other in order to build trust through reputation. 

This kind of reputation system is based on a central unit (server) that aggregates up all the feedback 

after any event. Five models based on a centralised model have been proposed by Chen et al. (2018), 

Shayesteh et al. (2020), Alshehri et al. (2018), and Maddar et al. (2018) and these are IoTrust, HAMS, 

IoT-TM, and Hierachical Zones. IoTrust developed by Chen et al. (2018), is a centralized trust 

architecture which is made up of five layers; the nodes layer, Software Defined Network (SDN) layer, 

the organization layer, and the reputation management layer. This model aims to identify trustworthy 

partners. The reputation management layer is responsible to evaluate the behaviour-based 

organization reputation, which is necessary for all organizations and nodes that cooperate with each 

other to avoid the malicious node (or organization) that gains access to the tags in the objects layer 

and can launch ŘƛũŜǊŜƴǘ ŀǘǘŀŎƪǎΣ ǿƘƛŎƘ Ƴŀȅ ǎŜǾŜǊŜƭȅ ŘŀƳŀƎŜ ǘƘŜ ƴŜǘǿƻǊƪΦ Lƴ ǘƘŜ ǎŀƳŜ ŎƻƴǘŜȄǘΣ 

Shayesteh et al. (2020) presented the HAMS (Health/Accessibility Monitoring Service) model. HAMS 

is a centralized service that collects the observations (freshly observed) from peers and evaluates their 

contributions and estimate the trust score of the users (entities) using Bayesian learning-based 

procedure. 

 

 

 

 

 

Figure 3.1 : Architecture of the IoT-TM. 
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Similarly, Alshehri et al. (2018) introduced IoT-TM (IoT-Trust Management) as a cluster-based 

approach to address the issues of IoT trust management such as countering bad-mouthing attacks 

and memory-efficient trust computation. The architecture of IoT-TM consists of Cluster Nodes (CN), 

Master Nodes (MN), Clusters and a Super Node (SN) (Figure 3.1).  

IoT nodes in IoT-TM are grouped into clusters based on their trust value, and the trust values for the 

nodes can be changed (gain or lose) progressively with the interaction with other within a cluster. SN 

stores the trust values of all MN, which in turn, stores the trust values of the nodes within its cluster. 

The SN allocates trust value thresholds and memory thresholds for all master nodes, and the trust 

value of any of MN is the average trust values collected from other MNs for that MN. In case one of 

CN needs to move into another MN, CN can move if the total trust bound of the target (MN) and CN 

do not exceed the memory threshold of the new MN. Therefore, the CN and its trust value record will 

be transferred also to the new MN. Using the same concept, a hierarchical network to detect the 

intrusion nodes by dividing the IoT nodes into zones (clusters) has been proposed by Maddar et al. 

(2018). The zones are managed by the base station (which is assumed as trustworthy) to protect the 

data transmitted on the network by eliminating the malicious nodes that spy on the others; Therefore, 

every node needs to evaluate the trust value for a node that wants to communicate with based on 

physical network parameters such as received radio power, noise, and number of received packets. 

Unlike the models that are based on PRS, a number of trust and reputation systems and mechanisms 

are proposed to reduce the impact of the disadvantages of the centralized system such as the 

diversity, network failure (physical or logical) and the attack. As a decentralized model, a smart trust 

management method was introduced to reduce the influence of On-Off attackers (OA) by Caminha et 

al. (2018). Using the machine learning and an elastic slide window technique, this model assesses the 

IoT resource trust by classifying the data into classes and elastically determines the window size for 

the identified class. This technique accepts only the values that are assumed to be trusted (the values 

between the lower and upper bounds of the elastic slide window). Otherwise, out-of-range values are 

assigned as outliers. For instance, the annual summer temperature range in Christchurch, New 

Zealand is 20°C ς 24°C in the daytime. So, temperature data (or values) in the range of 20°C ς 24°C are 

assumed to be trusted.  

Preventing misbehaving devices enhances the overall trustworthiness in IoT. In this respect, Yu et al. 

(2017) proposed a model with the aim of increasing the level of data-exchange security in addition to 

evaluating the trust value of the sensor nodes by monitoring their physical behaviour including packet 

forwarding capacity, the repetition rate, the consistency of the packet content, the delay, and the 

integrity. Besides monitoring the physical behaviours, Kowshalya and Valarmathi (2017) presented the 



34 
 

Social Internet of Things (SIoT) system, which evaluates the level of the trust of the other nodes based 

on the energy, community interest, centrality of the object, cooperativeness, and service score in 

addition to the information of the previous interaction. This model aims to prevent On-Off selective 

forwarding attacks and identify and isolate untrustworthy nodes without giving any opportunity to 

the low trust value nodes to perform in the network. 

The relationship between trust and privaŎȅΣ ŀƴŘ Ƙƻǿ ǘƘƛǎ ǊŜƭŀǘƛƻƴǎƘƛǇ ŎƻǳƭŘ ōŜ ŀŦŦŜŎǘŜŘ ōȅ ǘƘŜ ƴƻŘŜΩǎ 

location is studied by Suryani et al. (2016). In this research, the node evaluates the trust value of the 

other target nodes or objects based on past activities using the connection matrix, taking into 

evaluation the ability of the objects to move from one network to another and the location of the 

target object. The connection matrix ǳǎŜǎ ǘƘŜ ǾŀƭǳŜ ƻŦ ΨмΩ ƛŦ ǘƘŜ ƻōƧŜŎǘ ǿŀǎ ŎƻƴƴŜŎǘŜŘΣ ŀƴŘ ǾŀƭǳŜ ƻŦ ΨлΩ 

for vice versa; where of the matrix describe the available networks, and columns of the matrix show 

objects that are connected to each network. In thƛǎ ƳƻŘŜƭΣ ǘƘŜ ǘŀǊƎŜǘ ƻōƧŜŎǘ ƛǎ ŎƻƴǎƛŘŜǊŜŘ ŀǎ άǘǊǳǎǘŜŘέ 

only if the overall trust value for all the nodes in the chain between the source and the target (total 

aggregated trust values) is higher than the threshold value, which is predefined by the system user. 

Similarly, a security mechanism which aims to detect legitimate Fog Network and IoT devices was 

proposed by Rathee et al. (2020) . This method computes the Trust Value/Trust Factor (TV/TF) of 

individual nodes, and rates each neighbouring node depending on previous interactions. A graph-

based trust manager is established between the fog layer and IoT layer to keep records of all fog nodes 

in its look-up table and to detect malicious fog and IoT nodes. The trust manager computes the TV/TF 

of the route between source and destination when a IoT device moves from one place to another 

using a Breadth-First Search (BFS).  

In another study, a generic context awareness framework ǘƻ ǇǊŜŘƛŎǘ ǘƘŜ ǳǎŜǊΩǎ ǇǊŜŦŜǊŜƴŎŜǎ for mobile 

service personalization was proposed (Otebolaku & Lee, 2018). This conceptual framework, collects 

the information from IoT objects, filters the candidate service items, and evaluates the importance of 

trustworthiness by the context-aware preference-centred evaluations during the recommendation 

process.  

Finally, in some models such as the Social-Internet of Things (S-IoT), the relationship between 

computing entities (objects) was strengthened by establishing a group of social circle to resolve 

complex tasks that require mutual support. S-IoT, which was introduced by Sharma et al. (2019), used 

the Edge-Computing environment, where every active node (person) must use a handheld device 

(mini-edge servers) that is used to forward the traffic and perform computations. In this network, the 

nodes communicate using three different types of queries: Main Query Manager (MQM), which is 

used to manage the traffic of the information flow across the network. Crowd Query Manager (CQM), 
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which is operable at the Access Points, as well the Individual Query Manager (IQM) which is used by 

each handheld device. 

3.1.2 Trust and reputation in Multi Agent Systems  

Trust and reputation mechanisms have been considered key elements in the design of multi-agent 

systems (MASs). In distributed environments, agents depend on trust and reputation mechanisms to 

evaluate the behaviour of potential partners, due to the uncertainty of their potential behaviour. Trust 

and reputation mechanisms need to control the interactions among the agents and protect good 

agents from fraudulent entities (Pinyol & Sabater-Mir, 2013).  

One of the earliest models that study trust and reputation mechanism in MASs is described by Marsh 

(1999). In this model, the proposed mechanism is intended to help the agent to decide if it is worth 

cooperating with another agent or not, based on the previous direct interaction between them. This 

model differentiates three types of trust which are basic trust, general trust, and situational trust. 

Basic trust is representative of the general trusting disposition independent of who is the agent that 

is in front, and it is calculated from the past-experience in all situations. General trust represents the 

general trust between the agent (x) and another agent (y) without considering any specific situation. 

Situational trust is used to calculate the amount of trust that one agent has to another agent for a 

specific situation. In this model, the trust takes a value in the range [-1, +1], where the value of -1 

would represent a negative trust (distrust), 0 means there is no trust, and 1 would represent a strong 

positive trust. 

Also, based on the past direct interaction, Zeynalvand et al. (2019) proposed a framework called 

Context-aware Bernoulli Neural Network-based Reputation Assessment (COBRA) to make an accurate 

prediction of the trustworthiness of a target agent. In this model, an agent predicted the conditional 

probability p indicating how trustworthy the other agent is for a given context, which means there are 

no assumptions on the existence of stereotypical or sociocognitive information.  

The effect of partner selection on the emergence of cooperation in decentralized society, is analysed 

by (Anastassacos et al., 2019) where the agents can learn how to interact and cooperate with each, 

and the outcome of this study showed that the stability of a cooperative outcome is dependent on 

Ƙƻǿ ǎǳŎŎŜǎǎŦǳƭ ǘƘŜ ŀƎŜƴǘǎ Ŏŀƴ ǳǎŜ ƛƴŦƻǊƳŀǘƛƻƴ ŀōƻǳǘ ŀƴƻǘƘŜǊ ŀƎŜƴǘΩǎ ƘƛǎǘƻǊȅ ǘƻ ƛƴŦƻǊƳ ǇŀǊǘƴŜǊ 

selection and their strategy in the Dilemma. 

In MASs, the computational trust and reputation models considered two different information 

sources, the direct interactions among agents and the information provided by members of the society 
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about experiences they had in the past. In this respect, Khosravifar et al. (2012) developed a 

Comprehensive Reputation Model (CRM) which is a probabilistic-based reputation model. CRM aims 

to secure multi-agent systems by reducing the impact of self-interested agents. In this model, the trust 

assessment procedure is composed of On-line and Off-line evaluation processes. In the On-line 

evaluation process, agents evaluate the trust level of other agents that are not known (or not very 

well-known) by collecting some relative information, either from their direct interaction history or 

from consulting other trustworthy agents that can provide their suggestions in the form of ratings 

(indirect interactions). According to this model, the direct trust value was described as the ratio of the 

άƴǳƳōŜǊ ƻŦ ǎǳŎŎŜǎǎŦǳƭ ƻǳǘŎƻƳŜǎέ ǘƻ ǘƘŜ άǘƻǘŀƭ ƴǳƳōŜǊ ƻŦ ǇƻǎǎƛōƭŜ ƻǳǘŎƻƳŜǎέΣ ŀƴŘ ŀƎŜƴǘǎ Ŏŀƴ 

evaluate their interactions according to a scale of n types numbered from 1 to ὲ, where 1 is the most 

successful interaction and ὲ is the least successful interaction, and the results of the trust evaluation 

are generated as ǊŜŀƭ ƴǳƳōŜǊǎ ƛƴ ǘƘŜ ǊŀƴƎŜ ώлΣмϐΤ ŦƻǊ ŜȄŀƳǇƭŜΣ άexcellent ,very good, good, fair or 

poorέ ƛǎ ŀ ǎŎŀƭŜ ƻŦ ŦƛǾŜ (n=5) types, the most successful interaction is ὩὼὧὩὰὰὩὲὸ and the least successful 

interaction takes the value of ὴέέὶ. In the off-line process, consulting agents expect the trustor agent 

to update their information about the trustee agent after a variable period of direct interactions to 

improve the accuracy of the system trust evaluation by minimizing the estimation error.  

In the same respect, Abdul-Rahman and Hailes (2000) proposed a model based on sociological 

characteristics of trust. This model is a context-dependent trust model and supports negative and 

ǇƻǎƛǘƛǾŜ ŘŜƎǊŜŜǎ ƻŦ ōŜƭƛŜŦ ƻŦ ŀƴ ŀƎŜƴǘΩǎ ǘǊǳǎǘǿƻǊǘƘƛƴŜǎǎΦ Lƴ ǘƘƛǎ ƳƻŘŜƭΣ ŜŀŎƘ ŀƎŜƴǘ ƪŜŜǇǎ ǘƘŜ 

information about past dƛǊŜŎǘ ǿƛǘƴŜǎǎŜǎΩ ŜȄǇŜǊƛŜƴŎŜǎ ŀǎ ŀ tuple and stores them in the database. Each 

tuple ὸὨ consists of four degrees of belief to typify agent trustworthiness: very trustworthy (ὺὸ), 

trustworthy (ὸ), untrustworthy (ό) and very untrustworthy (ὺό). Therefore, the agent represents his 

ōŜƭƛŜŦ ƛƴ ŀƴƻǘƘŜǊ ŀƎŜƴǘΩǎ όŀύ ǘǊǳǎǘǿƻǊǘƘƛƴŜǎǎ ǿƛǘƘƛƴ ŀ ŎŜǊǘŀƛƴ ŎƻƴǘŜȄǘ όŎύ ǘƻ ŀ ŎŜǊǘŀƛƴ ŘŜƎǊŜŜ όǘŘύ ŀǎ 

ὸὥȟὧȟὸὨ. 

In a different way, the trust was evaluated by combining three main aspects άReputation-Distribute-

Conflictέ about the all the other parties in the environment during the trust evaluation process. In this 

model, which was introduced by Majd and Balakrishnan (2016), the disrepute describes the negative 

opinions, while the conflict implements the consistency of the agent behaviours; where the reputation 

is used to indicates the positive opinions to enhance the process of selecting a trustworthy provider 

in multi-agent systems. The proposed Reputation-Distribute-Conflict (R-D-C) model used the TOPSIS3 

 
3  The Technique for Order of Preference by Similarity to Ideal Solution (TOPSIS) is a multi-criteria decision 

analysis method, it has been used to develop index and rank performance. TOPSIS was originally developed 
by Ching-Lai Hwang and Yoon in 1981 with further developments by Yoon in 1987, and Hwang, Lai and Liu in 
1993 (See Section 2.5.2 for more details). 
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to solve the problem of ranking and comparing algorithms. In this model, the agent needs to calculate 

the R-D-C value for each provider to select the most trustworthy provider using the decision matrix. 

In MASs, computational trust and reputation models consider two different information sources, the 

direct interactions among agents and the information provided by members of the society about 

experiences they had in the past. The ReGreT system (Sabater, 2004) is one of the earliest models that 

uses social relations as a third source of information. Moreover, ReGreT is designed to be used as a 

module that extends the capabilities of the agent to deal with reputation and trust to improve the 

ŀƎŜƴǘΩǎ ōŜƘŀǾƛƻǳǊ in a complex e-commerce environment. The main characteristics of ReGreT are: (1) 

It takes into account direct experiences, information from third party agents, and social structures to 

calculate trust, reputation, and credibility values; (2) It has a trust model based on direct experiences 

and reputation; (3) It has a credibility module to evaluate the truthfulness of information received 

from third-party agents; (4) It uses social network analysis to improve the knowledge about the 

surrounding society; (5) It provides a degree of reliability for the trust, reputation, and credibility 

ǾŀƭǳŜǎ ǘƘŀǘ ƘŜƭǇǎ ǘƘŜ ŀƎŜƴǘ ǘƻ ŘŜŎƛŘŜ ƛŦ ƛǘ ƛǎ ǎŜƴǎƛōƭŜ ƻǊ ƴƻǘ ǘƻ ǳǎŜ ǘƘŜƳ ƛƴ ǘƘŜ ŀƎŜƴǘΩǎ ŘŜŎƛǎƛƻƴ-making 

process; (6) and it can manage at the same time different trust and reputation values associated to 

different behavioural aspects; (7) Also, it can combine reputation and trust values linked to simple 

aspects in order to calculate values associated with more complex attributes. 

The ReGreT system shown in Figure 3.2 maintains three knowledge bases to store different types of 

information. The first database is the Outcomes Database (ODB), which is used as a container for 

previous contracts and their result; the second is Information Database (IDB) that maintains the 

information received from other partners; and the third is Sociograms Database (SDB), which used to 

store sociograms4. In addition to knowledge bases, ReGreT incorporates other models to deal with 

direct trust, reputation, and credibility.  

The direct trust model is used to deal with direct experiences and how these experiences can 

contribute to the trust of third-party agents. The reputation model in this system is divided into three 

specialized types of reputation depending on the information source: (i) Witness reputation which 

uses the information coming from witnesses to calculate reputation; (ii) Neighbourhood reputation is 

calculated and used for information coming from witnesses; (iii) System reputation which is based on 

roles and general properties that modelled by the reputation model. Finally, the credibility module 

allows the agent to measure the reliability of witnesses and their information. 

 
4 Sociograms : graphs that represent social relations. 
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Figure 3.2 : The ReGreT system (Sabater, 2004) 

3.2 Agent-based trust and reputation in IoT 

Implementing MASs in IoT environments has become more popular, this combination between IoT 

and MAS, generate a new generation of IoT devices that maximize the satisfaction and the 

performance of the IoT applications to solve the complex problem and make decision. 

TAEC (Trustworthy Agent Execution Chip) is an autonomic-agent-trust model for IoT systems Xu et al. 

(2013) which aims to enhance the security by using a public-key to achieve the high safety of the agent 

operations. This model assumes that each sensor node must install a TAEC, and the agents run in 

containers which are managed by agencies. Moreover, agencies provide for the agent the required 

services such as providing the communication service, the registration service, the management 

capability, the migration function, the persistence service as well as the security and reliability 

protection mechanism. Similarly, a centralized Trust Management Systems (TMS) Saied et al. (2013) 

is dedicated to manage security procedures by tracking the past interactions in the network to detect 

malicious attacks and selfish attitudes in IoT. In this model, the TMS obtains information about the 

trustworthiness of the available proxies and service providers. After the evaluation process and 

providing the service, the node must return the evaluation report (feedback which is to tack one of 

the values -1, 0 and 1) to TMS to use in the next trustworthiness evaluation process by the others, and 

it will be available for any node who needs to contact with any available proxies. >>> Another 

centralized approach Copigneaux (2015) focused on the authorization of data operations to solve the 

trust issue and the decision making in IoT. This approach known as BUTLER, aims to ensure the 

άƛƴŦƻǊƳŜŘ ŎƻƴǎŜƴǘέ ƻŦ ǘƘŜ ŜƴŘ ǳǎŜǊΦ ¢ƘŜ Ƴŀƛƴ ǇǊƛƴŎƛǇƭŜ ƻŦ ǘƘƛǎ ŀǇǇǊƻŀŎƘ ƛǎ ǘƻ ƛƴŦƻǊƳ the person (or 

Image removed for Copyright compliance. 
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agent) about the benefits and risks of a particular procedure, and he should agree or disagree on that 

ǇǊƻŎŜŘǳǊŜ ōŜƛƴƎ ǳƴŘŜǊǘŀƪŜƴ ƻƴ ǘƘŜƳ ōŀǎŜŘ ƻƴ ǘƘŜ ά9ƴŘ ¦ǎŜǊ [ƛŎŜƴǎŜ !ƎǊŜŜƳŜƴǘέΦ  

On the other hand, Azad et al. (2018) investigated the privacy-preserving and reputation in the 

distributed Machine-to-Machine environment, and they proposed M2M-REP to detect the infected 

and malicious machines that can damage the form of network which can reduce data integrity and 

increase the financial loss. M2M-REP evaluates the global reputation scores for any machine by 

aggregating the direct trust scores from the other machines that have had interaction with it using a 

directed weighted graph, which represents the human-machine or machine to machine network. The 

result of this evaluation takes one of these cases: trusted interaction (1), untrusted interaction(-1) or 

uncertain or no interaction (0). Likewise, Aref and Tran (2020) proposed an Integrated Trust 

Establishment model (ITE) which integrates two major sources of information to produce a 

comprehensive assessment ƻŦ ŀ ǘǊǳǎǘƻǊΩǎ ƴŜŜŘǎ ƛƴ LƴǘŜǊƴŜǘ ƻŦ !ƎŜƴǘǎ (IoA). ITE uses feedback from 

trustors regarding how satisfied they were with recent transactions and their retention, to predict the 

importance of different service dimensions for trustors and to adjust trustee(s) behaviour accordingly. 

With regard to QoS, a Multi-agent Subjectivity Alignment (MASA) was proposed by Zeynalvand et al. 

(2018) ǘƻ ŀŘŘǊŜǎǎ ǘƘŜ ǘǊǳǎǘ ƳŀƴŀƎŜƳŜƴǘΣ ǇǊƛǾŀŎȅΣ ƘŜǘŜǊƻƎŜƴŜƛǘȅΣ ŀƴŘ ǘƘŜ ŘŜǾƛŎŜǎΩ ǎŜƴǎƻǊ ƭƛƳƛǘŀǘƛƻƴǎ 

issues in IoT. In this model, each agent evaluates the outcome of its interactions (IOE) with other 

agents based on the regression technique where the sources of the information (input) of IOE are the 

direct experiences (the first-hand evidence) and the advice from others (second-hand evidence). 

Moreover, MASA considered three metrics to evaluate the quality of service (QoS) which are the 

Response Time, Latency, and Packet Loss. Unfortunately, this model did not clarify how to detect 

malicious agents, and also it did not address the context-awareness issue and its influence on 

subjectivity on the IoT environment.  

3.3 Model Comparison 

 This section presents a brief summary of these models in the literature that dealt with trustworthiness 

in IoT, MAS, and agent based IoT (Table 3.3); then we compared them according to six fundamental 

factors, which are: Model, Network Type, Data Source, Attacks addressed, Multi-Context and The 

ability to update the other knowledge (Which referred to as Update) (Table 3.1 ).  
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Table 3.1 : factors for comparison 

Factor Description Factor Area / Options 

Domain - Research perspective 

­ IoT-TMS: IoT trust and reputation 

­ MAS-TMS: MAS trust and reputation  

­ IoTAb-TMS: agent-based trust and reputation in 

IoT 

Model 

- The evaluation mechanism that is 

used by the model. 

- It could be mixed between any of 

options 

ᴼὝὶόίὸ           

  O  ὙὩὴόὸὥὸὭέὲ

   and /or  

  O  ὛὩὧόὶὭὸώ       

  

  O  ὖὶὭὺὥὧώ       

 

Network 

Type 
- The topology for the evaluation   

­ Centralized 

­ Distributed 

­ Clustering 

Data 

Source 

- The type of information resources 

that are used for evaluation. 

­ Direct 

­ Indirect 

­ Witness Information  

­ Sociological Information 

Attacks 

addressed 

- The kind of attacks that can be 

detected if available.  
­ Table 3.2 

Multi-

Context 

­ The ability of the model to deal 

with Single trust or more at the 

same evaluation. 

­ Single trust 

­ Multi-context trust 

Update 
- The ability to update the other 

knowledge. 

­ Time-driven  

­ Event-driven  
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Table 3.2 : Trust-related attack types with their description  

Attack Type Description 

Self-promotion 
attack 

A dishonest node provides good recommendations for itself to promote its 
importance in order to be selected as a service provider. Then, it exploits its 
reputation to provide malicious service. An example of this attack occurs 
when a dishonest node positively fabricates fake feedback about itself or 
adjusts its own reputation during data dissemination.  

Bad-mouthing 
attack 

A dishonest node can ruin the trust level of well-behaved nodes by giving bad 
recommendations about them. Consequently, their reputation is negatively 
affected and the chance of these well-behaved nodes to be selected for 
service is reduced.  

Ballot-stuffing 
attack 

A dishonest node can boost the trust levels of other untrustworthy or 
dishonest nodes by giving good recommendations. As such, boosting their 
reputation.  

Opportunistic 
service attack 

An untrustworthy node with a bad reputation may provide good service at a 
certain time to improve its reputation.  

Collusion attack 
This attack occurs when one or more nodes conspire together to defraud the 
trust level of one or more nodes.  

On-off attack 
An untrustworthy node can randomly perform trustworthy service to hide its 
untrustworthy behaviour.  

Whitewashing 
attack 

An untrustworthy node can disappear and re-join the application to wash 
away its bad reputation.  

Discriminatory 
attack 

An untrustworthy node can discriminate against specific nodes.  

Selective 
forwarding attack 

The malicious nodes usually perform as normal nodes on the occasion of the 
selective forwarding attack, which will selectively discard valuable data 
packets and may lead to network failure or even collapse. 

Data forgery 
attack  

The hacker must have access to multiple copies of the same data to embed a 
new watermark rather than removing the old one, which allow him to modify 
and corrupt the protected data.  

DoS attack 
An attack aimed to shut down a machine or network and making it 
inaccessible to the intended users. 

Packet delay 
This attack aims to increase the variation difference in end-to-end one-way 
between selected packets in a flow with any lost packets being ignored. 

Flooding attack 
The hacker aims to fills the ƘƻǎǘΩǎ ƳŜƳƻǊȅ ōǳŦŦŜǊ ōȅ ƛƴƛǘƛŀǘƛƴƎ ŀ ŦŀƪŜ ǇŀŎƪŜǘǎ 
and connection requests. 
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By looking to Table 3.3 , it can be seen that most of the IoT trust and reputation evaluation models in 

the literature are based on implementing the security mechanisms, monitoring physical behaviour and 

detecting the infected and malicious entities (nodes or agents) that can damage the form of network, 

reduce data integrity, as well as financial loss (Alshehri et al., 2018; Azad et al., 2018; Chen et al., 2018; 

Maddar et al., 2018; Saied et al., 2013; Yu et al., 2017). This result is also mentioned by White et al. 

(2017) in his survey (Figure 3.3). On the other hand, most of the agent-based models like Abdul-

Rahman and Hailes (2000) , Khosravifar et al. (2012) , Kowshalya and Valarmathi (2017), Majd and 

Balakrishnan (2016), Marsh (1999), Pinyol and Sabater-Mir (2013), and Suryani et al. (2016) consider 

the interaction behaviours between the agents for the trust and reputation evaluation. 

 

Figure 3.3 : Percentage of articles addressing each layer (White et al., 2017) 

From a different view, (Table 3.3) shows that there are a few computational trust and reputation 

models (Copigneaux, 2015; Kowshalya & Valarmathi, 2017; Saied et al., 2013; Yu et al., 2017) that deal 

with the multi-context nature of trust and reputation. Most of the trust and reputation evaluation 

models such as (Alshehri et al., 2018; Azad et al., 2018; Caminha et al., 2018; Chen et al., 2018; Maddar 

et al., 2018; Sharma et al., 2019; Suryani et al., 2016; White et al., 2017; Xu et al., 2013; Zeynalvand et 

al., 2019) can perform a single-context trust, and they focused on specific scenarios with very 

delimited tasks without losing too much versatility. In both cases, IoT entities evaluate the trust and/or 

reputation of the other peers before starting cooperation and interaction. Models like Azad et al. 

(2018) and Chen et al. (2018) used only Direct Information, while Caminha et al. (2018) and Maddar 

et al. (2018) used only Direct observation. However, most of the other models aggregated the 

information from Direct history and Indirect such as Witness and Referrals (Aref & Tran, 2020; 

Copigneaux, 2015; Saied et al., 2013; Shehada et al., 2018; Suryani et al., 2016; Yu et al., 2017). In 

addition to the direct and indirect, Kowshalya and Valarmathi (2017) and Sabater (2004) took the 

Image removed for Copyright compliance. 
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advantages of using Social information in their model. Moreover, Copigneaux (2015) used in his model 

the End-To-End Predefined Rule as additional source with direct and indirect information to evaluate 

the trustworthiness. Further, after the evaluation process is completed, updating the other knowledge 

is very important to improve the accuracy of the system for the future transactions. Models presented 

by Alshehri et al. (2018), Chen et al. (2018), Copigneaux (2015) and Saied et al. (2013) need to update 

the central database information for the latest interactions, while Azad et al. (2018) , Maddar et al. 

(2018) , Zeynalvand et al. (2018) , Xu et al. (2013) models inform all the Witness and Referrals directly 

in the distributed decentralized systems. Another approach of updating the knowledge to the others 

is the time-driven updating method, which was used by Kowshalya and Valarmathi (2017),Xu et al. 

(2013) and Yu et al. (2017).  
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Table 3.3 :A general summary of the literature in the three major perspectives. 
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IoT-TM is a cluster-based approach to address the issues of 
IoT trust management such as countering bad-mouthing 

attacks and memory-efficient trust computation. 
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resource trust to reduce the influence of On-Of attackers 

(OA). 

Io
T

ru
st

 (C
h

e
n
 e

t 
a

l.
, 

2
0
1

8
) 

Io
T-

T
M

S 

R
e

p
u
ta

tio
n
 &

 T
ru

st 

C
e

n
tr

a
liz

e
d

  

Direct Information, 
monitoring physical 

behaviour 
Behaviour-based 

Detect attacked 
nodes S

in
g
le 

E
v
e

n
t-d

ri
v
e

n 

IoTrust is a centralized trust architecture which is made up of 
five layers; the nodes layer, Soft Defend Network (SDN) layer, 
the organization layer, and the reputation management layer.  
This model aims to identify the trustworthy partners and the 
reputation management layer is responsible to evaluate the 

behaviour-based organization reputation 
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SIoT is a trust management scheme based on behaviour of 
objects, trust estimated by object to another one based on its 

own experience (direct opinion), stores and shares its 
experience with others. Trust metrics used includes direct 
trust, centrality of the object, energy, community interest, 

cooperativeness and service score. 
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This evaluation of node behaviour was based on network 
parameters such as received radio power, noise, number of 
received packets. 

(O
te

b
o

la
k
u
 &

 L
e

e
, 
2
0

1
8

)
 

Io
T-

T
M

S 

T
ru

s
t 
&

 c
o

n
te

xt-
a

w
a

re
 

D
is

tr
ib

u
te

d 

Based on the information 
that collects from IoT objects 

Not Support 

co
n
te

x
t-a

w
a

re
 

E
v
e

n
t-d

ri
v
e

n 

The authors of this article proposed a conceptual framework 
ŦƻǊ ǇǊŜŘƛŎǘƛƴƎ ǘƘŜ ǳǎŜǊΩǎ ǇǊŜŦŜǊŜƴŎŜǎ ŦƻǊ ǇŜǊǎƻƴŀƭƛȊŜŘ ǎŜǊǾƛŎŜǎΦ 
¢Ƙƛǎ ŦǊŀƳŜǿƻǊƪ ŜȄǇƭƻƛǘǎ ǘƘŜ Lƻ¢Ωǎ ŎƻƴǘŜȄǘ ŀǿŀǊŜƴŜǎǎΤ ŀƴŘ ƛǘ 
supports context-aware personalization (context sensing, 
recognition, cognitive reasoning, and inference and modelling 
support), that provide a generic context awareness framework 
for mobile service personalization based on the information 
that collects from IoT objects. During the recommendation 
process, this framework filters the candidate service items and 
evaluates the importance of trustworthiness via context-aware 
preference-centered evaluations. Finally, the authors in this 
article are willing to use trust to ensure that data or information 
from malicious entities is not allowed in the context-aware 
personalized service recommendation process. 
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This research proposed a security mechanism to detects the 
legitimate Fog Networks and IoT devices by computing the 
Trust Value/Trust Factor (TV/TF) of individual nodes and rating 
of each neighbouring node depending on the previous history 
interactions. As a graph-based phenomenon, (TV/TF) computes 
based on Breadth First Search (BFS) to calculate value of the 
trust of the route between source and destination when the IoT 
device moves from one place to another. A trust manager is 
established between fog layer and IoT layer that keeps the 
record of all fog nodes in its look-up table and detects the 
malicious fog and IoT nodes during the mobility (handoff). 
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Social-Internet of Things (S-IoT) fortifies the relationship 
between computing entities(object), where these objects form 
a group by establishing a social circle for resolving complex 
tasks that require mutual support. This approach uses an edge 
computing environment formed by utilizing a crowd as mini-
edge servers. This model assumed each active person must 
have a handheld device (mini-server) that can forward the 
traffic as well as perform computations to format an edge-
crowdsourcing network. Also, this network uses three kinds of 
queries: Main Query Manager (MQM), used for managing the 
traffic and information flow across the network. Crowd Query 
Manager (CQM), which is operable at the Access Points, as well 
as the Individual Query Manager (IQM) which is used by each 
handheld device. 
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Health/Accessibility Monitoring Service (HAMS) is a hybrid 
entity/data trust management scheme for an IoT-enabled 
environmental health monitoring service. HAMS is a 
centralized service that collects the observations (freshly 
observations) from the users and evaluates their contributions 
and estimate the trust score of the users (entities) using 
Bayesian learning-based procedure. 
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experiences of other objects. 
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Interaction with trustable object for privacy. Selecting a 
trustable object process was done based on past activities or 
the trust history of the object and by applying a threshold value 
to determine whether an object is "trusted" or not.  
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Aims to achieve security data exchange and deal with external 
ŀǘǘŀŎƪǎ ƛƴ Lƻ¢Σ ƳƻƴƛǘƻǊƛƴƎ ƻǊ ŘŜǘŜŎǘƛƴƎ ǘƘŜ ƴƻŘŜǎΩ ōŜƘŀǾƛƻǳǊ ǘƻ 
evaluate ŀƴŘ ŎŀƭŎǳƭŀǘŜ ǎŜƴǎƻǊ ƴƻŘŜǎΩ ǘǊǳǎǘ ǾŀƭǳŜΦ ! ǾŀǊƛŜǘȅ ƻŦ 
trust factors related to the behaviours of sensor nodes is 
measured, including the packet forwarding capacity, the 
repetition rate, the consistency of the packet content, the 
delay, the integrity, etc. 
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Model based on sociological characteristics of trust. This model 
is a context-dependent trust model and supports negative and 
positƛǾŜ ŘŜƎǊŜŜǎ ƻŦ ōŜƭƛŜŦ ƻŦ ŀƴ ŀƎŜƴǘΩǎ ǘǊǳǎǘǿƻǊǘƘƛƴŜǎǎΦ 
¢ƘŜǊŜŦƻǊŜΣ ǘƘŜ ŀƎŜƴǘΩǎ ōŜƭƛŜŦ ƛƴ ŀƴƻǘƘŜǊ ŀƎŜƴǘΩǎ όŀύ 
trustworthiness within a certain context (c) to a certain degree 
(td) represented as t (a, c, td). 
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This paper presented an analysis of the effect of partner 
selection on the emergence of cooperation in decentralized 
society, where the agents can learn how to interact and 
cooperate with each other in an environment beyond internal 
ŀƎŜƴǘǎ ōŀǎŜŘ ƻƴ ǊŜǇŜŀǘŜŘ tǊƛǎƻƴŜǊΩǎ 5ƛƭŜƳƳŀ ǳǎƛƴƎ Ƴǳƭǘƛ-
agent reinforcement learning. The outcome of this research 
showed that the stability of a cooperative outcome is 
dependent on how successfully the agents can use information 
ŀōƻǳǘ ŀƴƻǘƘŜǊ ŀƎŜƴǘΩǎ ƘƛǎǘƻǊȅ ǘƻ ƛƴŦƻǊƳ ǇŀǊǘƴŜǊ ǎŜƭŜŎǘƛƻƴ ŀƴŘ 
their strategy in the Dilemma. 
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Multi-Agent Reinforcement Learning (MARL) attempted to 
tackle the situation of multi-agent sequential decision-making 
where the environment model is not completely known to the 
agents in the context of online decentralized learning in multi-
agent linear-quadratic (LQ) dynamical systems. in MARL each 
agent needs to learn the environment while interacting with it 
to collect rewards and all agents share the same reward (or 
cost) function, otherwise, no learning policy can be guaranteed. 
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As a probabilistic-based model, CRM aims to secure multi-
agent systems by reducing the impact of self-interested agents. 
The trust assessment procedure is composed of On-line (direct 
interaction, indirect interactions) and Off-line evaluation 
processes. Agents compute the trust value of each other using 
their interaction histories and generate real numbers in the 
range [0,1]. The direct trust value could be described as the 
Ǌŀǘƛƻ ƻŦ ǘƘŜ άƴǳƳōŜǊ ƻŦ ǎǳŎŎŜǎǎŦǳƭ ƻǳǘŎƻƳŜǎέ ǘƻ ǘƘŜ άǘƻǘŀƭ 
ƴǳƳōŜǊ ƻŦ ǇƻǎǎƛōƭŜ ƻǳǘŎƻƳŜǎέΦ 
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- Direct Interaction. The 
value of R-D-C is an 

integration of Reputation 
value (positive opinions), 
Disrepute value (negative 

opinions) and Conflict 
value (measure 

consistency of the agent 
behaviours)  

NA 

S
in

g
le 

N
A 

Based on three main components reputation, disrepute and 
conflict, R-D-C aims to enhance the process of selecting 
trustworthy provider in multi-agent systems by presenting a 
computational model based on Technique for Order Preference 
by Similarity to Ideal Solution (TOPSIS) method, which is a 
multi-criteria decision analysis method used to solve the 
problem of ranking and comparing algorithms. 
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Marsh model helps an agent to decide if it is worth to 
cooperate with another agent or not, based on the previous 
direct interaction between them. This model differentiates 
three types of trust Basic, General, and Situational.  
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ReGreT is designed to be used as a module that extends the 
capabilities of the agent to deal with reputation and trust to 
ƛƳǇǊƻǾŜ ǘƘŜ ŀƎŜƴǘΩǎ ōŜƘŀǾƛƻǳǊ ƛƴ ŀ ŎƻƳǇƭŜȄ Ŝ-commerce 
environment. 
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As a machine learning model, this research proposed a 
framework called Context-aware Bernoulli Neural Network-
based Reputation Assessment (COBRA) to make an accurate 
prediction of the trustworthiness of a target agent. Based on its 
past direct interaction, agent predicted conditional probability 
by indicating how trustworthy the other agent is for a given 
context; which means there are no assumptions on the 
existence of stereotypical or sociocognitive information. 
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The Internet of Agents (IoA) is an emerging field of research 
that extends the concept of Internet of Things (IoT) by 
augmenting internal reasoning and intelligence capability to, 
traditionally, naïve things used in IoT. ITE is a trust 
establishment model that integrates the two major sources of 
information to produce a comprehensive assessment of a 
ǘǊǳǎǘƻǊΩǎ ƴŜŜŘǎ ƛƴ Lƻ!Φ {ǇŜŎƛŦƛŎŀƭƭȅΣ L¢9 ŀǘǘŜƳǇǘǎ ǘƻ ƛƴŎƻǊǇƻǊŀǘŜ 
explicit and implicit feedbacks to provide trust establishment 
under a wider range of circumstances. 
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As a privacy-preserving M2M-REP was proposed to evaluate 
the trustworthiness of machines in the autonomous M2M 
communication system. M2M evaluate the trustworthiness by 
aggregating the direct trust scores obtained from the machine 
users who already have had interactions with the machines to 
detect the infected and malicious machines that can damage 
the form of network, reduce data integrity, as well as financial 
loss using global reputation scores, which use the directed 
weighted graph. 
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BUTLER focused on the authorization of data operations in IoT 
ǘƘŀǘ ŜƴǎǳǊŜǎ ǘƘŜ άƛƴŦƻǊƳŜŘ ŎƻƴǎŜƴǘέ ƻŦ ǘƘŜ ŜƴŘ ǳǎŜǊΦ ¢ƘŜ ǘŜǊƳ 
of informed consent means a person (or agent) is fully informed 
about the benefits and risks of a particular procedure and has 
agreed on that procedure being undertaken on them based on 
ǘƘŜ ά9ƴŘ ¦ǎŜǊ [ƛŎŜƴǎŜ !ƎǊŜŜƳŜƴǘǎέΦ 
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This model assigns dynamic trust scores to the cooperating 
nodes according to different contexts and different functions. 
Trust Management Systems (TMS) was introduced to manage 
and dedicate security procedures by tracking the past nodes 
interactions in the network to detect malicious attacks and 
selfish attitudes. After providing the service, the node must 
return the evaluation report (feedback which is take one of the 
values -1, 0 and 1) 
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This paper proposed a new adaptive trust and reputation 
model for MASs to cope with changes in the behaviour of 
witnesses in the decentralized Mobile agent's system. This 
model evaluates the trustworthiness using the direct and 
indirect (reputation from witnesses) information employing a 
dynamic weights system. Moreover, this model also introduced 
ŀƴŘ ǳǎŜŘ άLƴŎŜƴǘƛǾŜǎ ŀƴŘ tŜƴŀƭǘȅέ ŀƴŘ ά{ŜŎƻƴŘ /ƘŀƴŎŜέ 
ŀǇǇǊƻŀŎƘŜǎΦ Lƴ ǘƘŜ άLƴŎŜƴǘƛǾŜǎ ŀƴŘ tŜƴŀƭǘȅέ ŀǇǇǊƻŀŎƘ 
witnesses gain or lose "Eunits" according to their current 
behaviour status and amount of improvement or degradation 
in their honesty level. These units (Eunits) are used to purchase 
information from other witnesses. ¢ƘŜ ά{ŜŎƻƴŘ /ƘŀƴŎŜέ ƛǎ 
used to give malicious agents the chance to enhance their 
behaviour. 
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Autonomic Agent Trust Model for IoT systems based on TAEC 
(Trustworthy Agent Execution Chip) enhances the security of 
the software and hardware. Agent runs in the agency, which is 
the running container of agents that is providing the 
communication service, the registration service, the 
management capability, the migration function, the 
persistence service as well as the security and reliability 
protection mechanism. 
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Multiagent subjectivity alignment (MASA) is a mechanism 
proposed to address the issues of the heterogeneity and IoT 
ŘŜǾƛŎŜǎΩ ǎŜƴǎƻǊ ƭƛƳƛǘŀǘƛƻƴǎ ŀǎ ǿŜƭƭ ŀǎ ǘƘŜ ǇǊƛǾŀŎȅΦ ¢Ƙƛǎ ƳƻŘŜƭ 
uses a regression technique and exchanges the models among 
agents as the input to an alignment process. MASA considers 
the first-hand evidence (experiences of self) and second-hand 
evidence (advice from others) as the source of information for 
interaction outcome evaluation (IOE); and it uses the response 
time, latency and packet loss metrics to define quality of 
service (QoS).  
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3.4 Research Questions and Objectives 

¢ƘŜ ŎƻƴŎŜǇǘ ƻŦ ǘƘŜ άLƴǘŜǊƴŜǘ ƻŦ ¢ƘƛƴƎǎέ όLƻ¢ύ ƛǎ ŀ ǿƻǊƭŘǿƛŘŜ ƴŜǘǿƻǊƪ ƭƛƴƪƛƴƎ ŜǾŜǊȅǘƘƛƴƎΣ ŀƴȅǘƘƛƴƎ ŀƴŘ 

any time together. IoT is a global infrastructure that provides advanced services by interconnecting a 

huge number of heterogeneous smart things (virtual or physical devices) through existing 

interoperable information and communication technologies. IoT has been employed in a wide variety 

of applications including e-health, smart-home, smart-city, smart-factory; taking the advantages of 

saving money and time, and aid humans to make better decisions by providing a large amount of 

information collected by IoT devices, as well as help them to keep track of data resources.  

Data sensitivity and privacy are very critical issues that need more attention in IoT. To date, studies of 

data sensitivity and privacy show the importance of evaluating the trustworthiness to maximize the 

satisfaction and the performance of the IoT applications, especially, for applications that deal with the 

decision-making and partner-selection to maintain successful collaboration in the network (Alshehri et 

al., 2018; Shayesteh et al., 2020; Sun et al., 2018; Yu et al., 2017). 

IoT devices will become more intelligent day after day, and these devices will have the ability to contact 

and cooperate with other entities that are not predefined. Based on the reviewed studies, it can be 

observed that there are very limited works to deal with the issue of establishing trust mechanisms that 

can facilitate decision-making amongst agents in IoT setting. These agents should be able to decide 

how, when and who to collaborate, negotiate and operate with the other behalf its owner by taking 

into account multi-context QoS. To this end, the following remains an open research question:  

How to select the best service provider in an IoT environment based on the trustworthiness and the 

reputation of the service provider? 

To address this question, other related questions also arise: 

 
1- What are the criteria and procedures that can be used for gathering Information about entity, 

entity scoring and ranking, and entity selection? 

2- Also, how these systems (that allow devices to contact and cooperate with other entities) can deal 

with other IoT challenges such as integrity, heterogeneity, scalability, network and Infrastructure, 

and data storage. 

3- Finally, how can these systems deal with the entities that are misbehaving or providing bad 

services? 

There is an urgent need to address the data sensitivity and privacy problems to maintain successful 

collaboration between the nodes with regards to the future state of IoT, where real-world objects will 
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be transformed into smart objects that can make-decisions on behalf its owner especially for these 

applications that need a decision-making and partner-selection to increase the overall satisfaction. The 

next chapter presents the proposed methods and techniques that are used to address the objectives 

of this research, which aims to enhance the overall accuracy, performance, and satisfaction of selecting 

the most trustworthy service provider in IoT by considering the main challenges such as integrity, 

heterogeneity, scalability, network and Infrastructure, and data storage. 

 
 



   
 

 55 

  

IoT-CADM Design 

This chapter outlines the design and implementation for a novel IoT agent-based mechanism for 

cooperative partner-selection based on trust and reputation called IoT-CADM (Comprehensive Agent-

based Decision-making Model for IoT) to address the main research question using a trust and 

reputation algorithm, which lead to aid humans to make better decisions, saving money and time.  

IoT-CADM is applicable in a wide variety of smart applications such as the Industrial Internet of Things 

(IIoT). The increased use of IIoT and automatic and autonomous behaviour requires mechanisms to 

establish and determine the trustworthiness of data from other sources and to detect misbehaving 

actors in the system, whether due to misconfiguration, failure or malice. The need to assess 

trustworthiness when collaborating with other parties is becoming more urgent especially in dynamic 

open environments. In such trust management systems, which rely on non-physical parameters have 

been developed but often have issues such as: how these systems can gather the required Information 

about entities, store Information, scoring and ranking the entities, and entity selection. Also, how these 

systems (that allow devices to contact and cooperate with other entities) can deal with other IoT 

challenges such as integrity, heterogeneity, scalability, network and infrastructure, openness, security, 

and data storage and how these systems can deal with the entities that are misbehaving or providing 

bad services.  

To achieve this, IoT-CADM is designed as a decentralized agent-based decision-making model which 

aims to avoid the negative aspects of centralised reputation systems such as changing the overall rating 

by the dishonest nodes for their benefit in different ways including self-promotion attack, bad-

mouthing attack, or ballot-stuffing attack. For this, IoT-CADM introduce context-aware agent-based 

framework, which can deal with more than one context for the single trust evaluation. This framework 

evaluates the trustworthiness and degree of confidence that should be placed on other parties using 

IoT-TESM (IoT-CADM Trust Evaluation and Selection model) (Section 4.2). Based on the quality of the 

provided Service (ὗέὛ) and quality of the provider of the Service (ὗέὖ), IoT-TESM evaluates the 

trustworthiness by combining information from different sources, which aims to increase the 

evaluation accuracy for service providers and gives more chance to new service providers. IoT-CADM 

provides a dynamic technique, ASW (The Auto-Scale Weights), which aims to dynamically adapt the 

weights used by IoT-TESM to increase the overall performance (Section 4.3). 
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IoT-CADM exploits the agent capabilities to cope with the mentioned issues (Section 2.2.4), taking the 

advantages of the multi-agent system (MAS) of its ability to deal with autonomy, heterogeneity, as 

well as the social relations. IoT-CADM can be applicable for a wide range of IoT environments such as 

large-scale online environments, smart-houses, smart-city, and so on. In this research, IoT-CADM 

model is implemented in a smart factory setup based on a supply chain (4.1) by developing different 

IIoT smart agents that implement the intelligent machines to work together as sellers and buyers to 

manufacture COVID-19 Personal Protective Equipment (PPE). 

The main features of the proposed model IoT-CADM, are: 

1. A new technique for collecting and gathering the Information from different sources. 

2. A new evaluation mechanism for scoring and ranking. 

3. A new selection method to select the best provider based on the evaluation method. 

4. Prevent the misbehaving entities using the public-key security mechanism and the machine 

learning and analyses.  

5. Increase the accuracy, by storing and sharing the experience (with others to the others) for 

further interactions. 

6. Monitoring the local IoT devices and detecting the failures and the physical attack. 

In detail, this chapter is organized to introduce the IoT-CADM trust evaluation and selection model 

(IoT-TESM) in the first section. Next, in the sections from the second to the fourth, respectively, discuss 

the Auto-Scale Weights (ASW), establishing a new services and service providers, and preventing the 

dishonest Agents. Then, the fifth chapter presents the IoT-CADM architecture and the main 

assumptions. Finally, chapter summary is presented in the last section of this chapter. 

4.1 IoT-CADM Model Environment 

Trust5 and reputation6 are useful methods to assess the behaviour of the objects (agents) in the 

dynamic smart environments, which can protect good agents from fraudulent entities to increase the 

overall performance of the environment. Considering the multi-context, QoS, dynamism , and the 

openness; the performance and efficiency of the proposed method and existing models will be 

investigated by implementing them in a multi-agent framework to understand their relative 

performance and limitations.  

 
5  Trust is the άbelief that someone or something is good, sincere, honest, etc. and will not try to harm or trick 

youέ (section 2.4.1). 
6  Reputation is the opinion that people have about what somebody/something is like, based on what has 

happened in the past after some direct or indirect interaction with the individual (section 2.4.1). 
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IoT-CADM can be applied in wide range of real-life application including intelligent vehicular systems, 

intelligent surveillance in a smart house, intelligent health systems, etc. In this research, an IIoT case 

study based on a smart factory supply chain is implemented to evaluate the behaviour of the IoT smart 

agents, which represents the intelligent machines working together in supply chain during the 

manufacturing cycle. Evaluating the goodness, sincerely, honesty of the other agent (intelligent 

machines) in such environment, make it suitable as a case-study according to the topic and the 

research questions to assess the ability of the models to deal with the multi-context, QoS, dynamism, 

and the openness as discussed earlier. 

In this case study, the IoT smart agents represent the intelligent machines in the supply chain as sellers 

and buyers to manufacture COVID-19 Personal Protective Equipment (PPE) products including medical 

masks, gloves, respirators, and oxygen concentrators which are needed for clinical care and health-

workers. In such an environment, high demand for the products means that industrial companies face 

a lot of challenges (like finding the best trustworthy supplier who can provide the highest quality and 

lowest cost replacement raw materials), due to supply chain disruption, cost escalation and workforce 

dislocation. We implemented each model using agent-based approach to enable them to make 

decisions based on the trust and reputation score. The reasons behind choosing the smart factory are: 

1. Smart factory is considered the heart of the new Industrial revolution.  

2. Smart factories are considered dynamic structures that lead the intelligent machines and 

factory automations to interact with each other without human control to improve the 

manufacturing processes. 

3. Smart factory can consistently deploy advanced shop floor technologies in an open platform. 

4. Smart factory has the ability to address immediate needs of the requested services. 

5. In the smart factory, it is easy to define a business process from beginning to end before work 

begins using tools such as SIPOC. 

The case study environment is shown in Table 4.1. At the stage Stg(i)7 , the smart factory (SmF) plays 

three main roles: services customers (SC), service producer (PR), and service suppliers (or provider) 

(SP). For example, the SF(Y) consume services that are provided from the previous stage Stg(i - 1) 

providers to produce the goods or/and services for others in the next stage cycle Stg(i + 1) as service 

provider. In this case, SF(Y) as a SC needs to choose one (or more) service providers (SP) to provide the 

service from the factories SF(X) in the previous cycle. These service providers may be unknown to the 

service consumer and hence service consumer needs to determine if unknown SP(s) will be able to 

provide higher (or acceptable) service quality. At the same time, these new service providers need to 

 
7 Ὥ is the stage number of the stage ὛὸὫ. 
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sell their service to survive in the market. These services customers, service producers and service 

produces are represented as agents in the simulation, and they are able to communicate with each 

other. 

 
Figure 4.1: Testing environment - Supply Chain. 

For example, the ὛάὊΠςπ at ὛὸὫς needs to have the services and/or materials (as inputs) form 

ὛάὊί or ὥὛὖί at ὛὸὫσ to produce the products (which are the outputs) for the ὛάὊί or ὥὛὅί 

at ὛὸὫρ as shown in Table 4.1. 

Table 4.1 :The SIPOC for the smart factory: ὛάὊΠςπ 

Suppliers ς ὛάὊὭ 
at ὛὸὫσ 

Inputs 
Process 

Outputs 
Customers ς 

ὛάὊὭ at ὛὸὫρ outputs inputs 
  

92, 98, 93, 45, 12, 32 Blended Fabrics  

Work shoes  

Fabric  work shoes  4, 60, 31, 11 

30, 52, 59, 56 Cotton  Leather  Body bag 15, 50, 34, 89, 29, 54 

21, 22, 48, 52, 85 Fabric  Metal  Face masks  46, 64, 1 

81, 32, 22, 20, 67, 55 Leather  Plastic  
Disinfectant 
sprayer  

24, 49, 44, 18, 64 

47, 61, 19 Meltblown  

Body bag  

Fabric  Coverall  35, 11, 23, 2, 29, 38 

8, 73, 99, 72, 66, 39 Metal  Leather  Scrubs  
40, 5, 43, 82, 29, 63, 
26 

65, 85, 69, 22, 7 Plastic  Metal      

12, 92 Polyester  Plastic      

84, 6, 27, 10, 16 Polyester  

Face masks  

Blended 
Fabrics  

    

12, 51, 66, 53, 78 Rubber  Cotton     
84, 3, 27, 10, 16, 88 Steel  Polyester      

   

Disinfectant 
sprayer  

Plastic      

    Polyester      

    Rubber      

    Steel      

    
Coverall  

Cotton      

    Polyester      

    Scrubs  Meltblown      
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Table 4.1 presents the SIPOC for a specific smart factory which is identified as ὛάὊΠςπ. The data in 

the table represents a part of real-world manufacturing supply chain to product COVID-19 Personal 

Protective Equipment (PPE) products. In the first column, every row has the potential suppliers IDs for 

a specific services or materials, therefore the ὛάὊΠςπ as ὥὛὅςπ needs to evaluate the 

trustworthiness for all of them and choose the most trustworthy one to provide that service. 

Simultaneously, ὛάὊΠςπ is a potential supplier ὥὛὖ, as part of the supply chain for specific service, 

for the Ὓὅί ǿƘƛŎƘ ŀǊŜ ƛŘŜƴǘƛŦƛŜŘ ƛƴ ǘƘŜ ŎƻƭǳƳƴ άCustomersέ ƛƴ Table 4.1. Here, it is worth mentioning 

that the SIPOC needs to be always up to date because of the high dynamism of the IoT, where the 

devices and the services start and stop at any time, which is the main reason for using the ὛὙὒ in the 

proposed model (Section 4.7.1). 

In this testing environment, the most trustworthy provider for each model is selected based on their 

evaluation method, and we assume that:  

1- All the environment components are connected to the Open-IoT network, regardless of the 

connection media.  

2- Service providers aSPi must provide at least one service.  

3- The service ὛὙὠὭ could be provided by different providers with a minimum degree of similarity 

άὛὭάὭ.  

4- The service consumer ίὛὅὭ selects the best service provider based on the trust and reputation 

evaluation that is provided by each model.  

5- The agents in this environment communicate using secured XML enquiries (Damiani et al., 2008).  

6- Non-honest agents (or attacker) may exist in this environment and are generated randomly. These 

dishonest agents use Bad-mouthing and/or On-off attacks. In Bad-mouthing attack, a dishonest 

node can ruin the trust level of well-behaved nodes by giving bad recommendations about them. 

Consequently, their reputation is negatively affected and the chance of these well-behaved nodes 

to be selected for service is reduced. With the On-off attack, the dishonest agents can randomly 

perform trustworthy service to hide its untrustworthy behaviour. 

Finally, studying the behaviour and measuring the performance of the proposed model is necessary to 

compare with the most recent relative competing models that use same context, which help to 

understand how these models can deal with early mentioned challenges such as the autonomy, 

heterogeneity, as well as social behaviours and relations.  
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4.2 IoT-CADM trust evaluation and selection model (IoT-TESM). 

The IoT-CADM Model aims to provide a trust mechanism that can facilitate decision-making amongst 

agents in IoT setting, where these agents should be able to decide how, when and who to collaborate, 

negotiate and operate with others on behalf its owner by taking into account multi-context QoS. The 

Quality of Service (QoS) can be defined as the description or measurement of the overall performance 

of a service. IoT-CADM uses the QoS to measure trustworthy and the satisfaction of the service 

consumer, and it can also indicate the honesty between the service consumer and service provider 

using the reputation mechanism. In terms of multi-context QoS, IoT-CADM is context-aware, and it can 

deal with more than one context for the single trust evaluation. Moreover, the proposed model uses 

two different approaches in the trust evaluation which are: the quality of the provided Service (ὗέὛ) 

and quality of the provider of the Service (ὗέὖ); which can lead to a higher accuracy of the evaluation 

for a service provider, giving more chance for the provider which provide a new service, and decreasing 

the impact of the attackers like the Bad-Mouthers (giving a fake negative ratings) and Ballot-Stuffers 

(giving a fake positive ratings). In IoT-CADM trust evaluation, there are seven properties that are taken 

into account which are: Service Lead Time, Service Similarity Value, Service Description Accuracy, 

Service Guarantee, Service Satisfaction, Service Cost, and Over Request as shown in Table 4.2.  

 

Table 4.2 : Evaluation properties (Multi-context QoS) 

Pro 
ID 

Acronym Definition Description 
Calculated As 

Based on the case study 
Section 5.1 

1 SLTPe Service Lead Time 

The latency between the 

initiation and execution of a 

process 

Time based. The bounds 

change based on the 

scenario. Normalized value 

between 0 and 100% 

2 SSIM 
Service Similarity 

value 

The measure of the similarity 

between requested (SmR) and 

provided services(SmP) 

0% < ( SmP ς SmR) < 100% 

3 SDAv 

Service 

Description 

Accuracy 

The measure of how exactly the 

description is similar to 

provided services 

Rated by Service 

requester. 

0% < SDAv  < 100% 

4 SGUR 
Service 

Guarantee 

A service guarantee is a 

promise by a company that it 

will perform at a certain level. If 

that level is not met, the 

company promises to 

compensate the customer in 

some way. 

Provided by Service 

provider and rated by 

Service requester.  

0% < SGUR < 100% 
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5 SATv 
Service 

Satisfaction 

It is used to determines how 

happy customers are with a 

company's products, services, 

and capabilities. The customer 

information, including surveys 

and ratings, can help a 

company determine how to 

best improve or changes its 

products and services. 

Evaluated based on the 

average of the past SATv(s) 

values. 

 

 0% < SATv < 100%  

 

6 SCOST Service Cost 

Cost is a value of money that a 

company had to spend to ( 

produce or consume) goods or 

services. 

Cash based. The bounds 

change based on the 

scenario and service. 

Normalized value between 

0 and 100% 

7 SOvRq Over Request 

Indicates the total values that 

are over the expected values 

for the previous parameters. 

Equation 4.11 

8 STime Service Time 

It indicates the time effect of 

the transactions. The recent 

transaction is more important 

than the older. 

Equation 4.12 

 

The values of these may reflect different meanings based on the environment and services; for 

example, if we looking to the delivery services , the lower value of SLTPe is better that the higher value. 

While, if we looking to long period contract, the higher value of SLTPe is better. Another example, the 

value of the SCOST for some services could be couple of hundreds of dollars such as delivery service, 

ǿƘƛƭŜ ǘƘŜ Ŏƻǎǘ ƻŦ ōǳȅƛƴƎ ǎƻƳŜ άǊŀǊŜ ƳŜǘŀƭǎέ Ƴŀȅ Ŏƻǎǘ Ƴƛƭƭƛƻƴǎ ƻǊ ƳƻǊŜ Φ ¢Ƙƛǎ Ƴeans the upper and 

lower bounds of each parameter change from one scenario to another, which makes them hard to 

determine. However, all the values will be normalised using a statistical method (such as TOPSIS) that 

make all the values comparable and bounded between 0 and 100.  

IoT-CADM Model aims to aid the agents (service consumer aSC) to make a decision and select the best 

service provider (ὥὛὖὭ) for further collaboration, negotiation, and operation with it. IoT-CADM 

provides IoT-TESM (IoT-CADM Trust Evaluation and Selection model) to evaluate the trustworthiness 

by combining the gathered information from different sources including Direct experiences (ὈὸὛὖὭ), 

Indirect experiences (ὍὲὨὸὛὖὭ), and Market evaluation (ὓὶὯὠὥὰ). The service consumer ὥὛὅ selects 

ὥὛὖ by evaluating IoT-TESM for every service provider aSP who provides a particular service ὛὙὠὭ. IoT-

TESM is computed using Equation 4.1, and then, the aSP with the highest evaluation value will be 

selected to perform the service (or highest evaluation value will have the highest chance to be chosen 

ǘƻ ǇǊƻǾƛŘŜ ǘƘŜ ǎŜǊǾƛŎŜ ƛŦ ǘƘŜ ŀƎŜƴǘΩǎ ƻǿƴŜǊ did not give the permission to the agent to select ) . 

╕░▪╣►◊▼◄ ♪╓◄╢╟░ Ϸ  ♫╘▪▀◄╢╟░Ϸ  ♬╜►▓╥╪■Ϸ                          Equation 4.1 
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Where ‌ȟ ‍ ὥὲὨ ‎ are weights, and ‌  ‍  ‎  ρ. The values of these weights are set manually 

ōȅ ǘƘŜ ǎȅǎǘŜƳǎΩ ǳǎŜǊǎ ƻǊ automatically using the proposed method ASW (Auto-Scale Weights)8 which 

aims to give a balanced and fair values of the weights to increase the overall performance.  

Direct experiences (ὈὸὛὖὭ) is the main source of information, which reflect all the previous 

transactions between the aSC and aSP. The value of ὈὸὛὖὭ is calculated by evaluating the QoS of the 

service SRi and QoP using Equation 4.2. 

                                                   ὈὸὛὖὭ ὼὈὗέὛ  ώὈὗέὖ                                              Equation 4.2 

ύὬὩὶὩ ὼ ώ ρ , and the value of ὈὗέὛ  is calculated by Equation 4.3 for the particular service 

ὛὙὠὭ, and the total sum of the weights ὥȟὦȟὧȟὨȟὩȟὪȟὮ ὥὲὨ Ὤ must be equal to 1. The Equation 4.3 can 

be generalized as the form of Equation 4.4 which allows the user to add or change the default 

parameters for more flexibility. 

               ὈὗέὛ  ὥὛὒὝὖ Ϸ  ὦὛὛὍὓϷ  ὧὛὈὃὠϷ  ὨὛὃὝὺϷ                    Equation 4.3  

 ὩὛὋὟὙϷ  ὪὛὅὕὛὝϷ  ὮὛὕὺὙήϷ  ὬὛὝὭάὩϷ 

                  ὈὗέὛὛὙὠὭ ύὴz0ÒÏ32ÉϷ
ψ

ὴ π
                                                  Equation 4.4 

The value of Ὀὗέὖ  is calculated by Equation 4.5 which is used to evaluate the behaviour of aSP of 

providing the other services excluding the particular service ὛὙὠὭ, and the total sum of the weights 

ὥȟὦȟὧȟὨȟὩȟὪȟὮ ὥὲὨ Ὤ must be equal to 1, and these weights may have a different values than the 

weights in the Equation п.3. The Equation п.5 can be generalized as the form of Equation п.6 which 

allows the user to add or change the default parameters for more flexibility. 

Ὀὗέὖ ὃὠὋὥὛὒὝὖϷ  ὃὠὋὦὛὛὍὓϷ  ὃὠὋὧὛὈὃὠϷ          Equation 4.5 

                                               ὃὠὋὨὛὃὝὺϷ  ὃὠὋὩὛὋὟὙϷ  ὃὠὋὪὛὅὕὛὝϷ 

                                               ὃὠὋὮὛὕὺὙήϷ  ὃὠὋὬὛὝὭάὩϷ       

 

Ὀὗέὖ В  
ὃὠὋύὴz0ÒÏ32ÙϷ               Equation 4.6 

 

Where ύὴ is the weight of the properties, 0ÒÏ is the properties, and 32Ù is a service ɴ  

ὖὶέὺὭὨὩὨ ίὩὶὺὭὧὩί ὰὭίὸ and 32Ù 32É. 

 
8  More details about the Auto-Scale Weights in section 4.3. 
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The second source of the information that is used in this model is the Indirect experiences (ὍὲὨὸὛὖὭ), 

which generally reflects the experience and relation between the same aSP with the others, and it 

indicates also how the others think about the aSP. The value of ὍὲὨὸὛὖὭ is calculated by evaluating the 

QoS of the service SRi and QoP using Equation 4.7. 

 ὍὲὨὸὛὖὭ  ὼὍὲὨὸὗέὛ  ώὍὲὨὸὗέὖ                                     Equation 4.7 

ύὬὩὶὩ ὼ ώ ρ , and the value of ὍὲὨὸ1ÏὛ  and ὍὲὨὸ1Ï0  are calculated using Equation 4.8 

and Equation 4.9 respectively for the service ὛὙὠὭ. In the same way, the weights ὥȟὦȟὧȟὨȟὩȟὪȟὮ ὥὲὨ Ὤ 

must be equal to 1, and these weights may have different values than the weights in the previous 

equations. )ὲὨὙὩήὛὩὶὺὭὧὩὍὲὪέ is a list of all responded requests from the other parties. 

        ὍὲὨὸὗέὛ )ὲὨὙὩήὛὩὶὺὭὧὩὍὲὪέ ύὴz0ÒÏ32É Ϸ                                    Equation 4.8 

ὍὲὨὸὗέὖ В  
)ὲὨὙὩήὛὩὶὺὭὧὩὍὲὪέ ὃὠὋύὴz0ÒÏ32ÙϷ     Equation 4.9 

The parameters 1-6 in Table 4.2 should be normalized and the values bounded between 0 and 100, 

however, if the service provider provides services over than the expected, the parameter SOvRq is used 

accumulate these extra values using the following equation: 

         ὛὕὺὙή 
 0ÒÏ32ÉρππϷ                          0ÒÏ32Éρππ
 π                                                         0ÒÏ32Éρππ

 Equation 4.10 

Where Ὥ represents the parameter ID in Table 4.2. Finally, the Market evaluation (ὓὶὯὠὥὰ) is used to 

increase the evaluation accuracy and reduce the risk of the dealing with a new provider. ὓὶὯὠὥὰ 

combines the value of the properties: ίὴὛὸὯὠȟίὴὣὔὍὲȟίὴὔὄὶὲȟίὴὔὅίὸȟὥὲὨ ίὴὅίὬὊ; and it is 

calculated by Equation п.11. 
 

ὓὶὯὠὥὰὃὠὋ  ὥίὴὛὸὯὠ ὦίὴὣὔὍὲ  ὧίὴὔὄὶὲ Ὠίὴὔὅίὸ ὩίὴὅίὬὊ                  

 Equation 4.11 

Where the weights ὥȟὦȟὧȟὨȟὥὲὨ Ὡ also must be equal to 1, and these weights may have different 

values than the weights in the previous equations. For all the previous equations, the 

parameter ὛὝὭάὩ is used to indicate the time effect where the recent transaction is more important 

than the older ones; the value of this parameter is calculated using the Timely Relevance function in 

the Equation п.12. 

ὛὝὭάὩὭȢὮ Ὡɀ ȟ                                         Equation 4.12 

where tƘŜ ǾŀǊƛŀōƭŜ ˂ ƛǎ ŀǇǇƭƛŎŀǘƛƻƴ-dependent and ῳὸὍȟὮ is the time difference between the current 

time and time at which interaction Ὦ of type Ὥ took place. 
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Taken together, in this evaluation mechanism, it is expected that the aSC will be able to select the most 

trustworthy aSP as a result of using different kind of properties and parameters that have been chosen 

carefully to increase the efficiency and accuracy of in the open dynamic IoT environment. 

The third part of Equation 4.1 that is used to evaluate the trust is the Market value( ὓὶὯὠὥὰ ). ὓὶὯὠὥὰ 

is commonly used in the investment community to refer to the market capitalization of a publicly-

traded company and to determine the exchange-traded instruments such as stocks and futures. 

aƻǊŜƻǾŜǊΣ ƛǘ ƛǎ ŀ ƎƻƻŘ ƛƴŘƛŎŀǘƛƻƴ ƻŦ ƛƴǾŜǎǘƻǊǎΩ ǇŜǊŎŜǇǘƛƻƴǎ ŀōƻǳǘ ƛǘǎ ōǳǎƛƴŜǎǎ ǇǊƻǎǇŜŎǘǎ ǘƻ ǊŜŘǳŎŜ 

investment risks. This is because of the dynamic nature of market value which depends on an 

assortment of factors, from physical operating conditions to economic climate to the dynamics of 

demand and supply and how it can fluctuate over periods and is substantially influenced (plunge and 

rise) by the business cycle. IoT-CADM exploits this point to indicate the general behaviour of the 

suppliers (companies or investors) which can help to reduce the risk of the selection and to give a more 

chance to the new providers which have an economic expansion. This ὓὶὯὠὥὰ is calculated in IoT-

CADM based on different kind of parameters (Table 4.3) using Equation п.13. 

 

  ὓὶὯὠὥὰ ύὴz0ÒÏ30ÉϷ
υ

ὴ π
                             Equation 4.13 

Table 4.3 : Evaluation properties (Market Evaluation). 

 

4.3 The Auto-Scale Weights (ASW). 

IoT-TESM is an evaluation technique used to evaluate the trustworthiness of the IoT-CADM 

ŜƴǾƛǊƻƴƳŜƴǘǎΩ ƳŜƳōŜǊǎΣ ōȅ ŎƻƳōƛƴƛƴƎ ǘƘŜ ƎŀǘƘŜǊŜŘ ƛƴŦƻǊƳŀǘƛƻƴ ŦǊƻƳ ŘƛŦŦŜǊŜƴǘ ǎƻǳǊŎŜǎ ƛƴŎƭǳŘƛƴƎ 

Acronym Definition Description 

spStkV Stock Value  The   stock price for the company in the Stock-Market  

spYNIn Annual net income 
The remaining amount after expenses are deducted from 

total revenue. 

spNBrn Number of Branch 

Indicates the physical distribution and the type of service 

consumers. More branches capture a wide variety of 

service consumers. 

spNCst Number of Customer 

Indicates the level of customer service, and the 

satisfaction of service consumers to the services provided 

by the service provider. 

spCshF Cash Flow 
The total amount of money being transferred into and 

out of a business, especially as affecting liquidity. 
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Direct experiences (ὈὸὛὖὭ), Indirect experiences (ὍὲὨὸὛὖὭ), and Market evaluation (ὓὶὯὠὥὰ) as 

discussed earlier. According to Equation 4.1, the values of the weights ‌, ‍ and ‎ need to be set 

correctly and carefully. In this model there are two ways to set up these values; first, by giving the 

owner the right to adjust them manually or using the proposed technique ASW. 

ASW is a dynamic technique which aims to give a balanced and fair values of the weights to increase 

the overall performance. ASW calculates the values ƻŦ ʰΣ ʲ ŀƴŘ ʴ ōŀǎŜŘ ƻƴ Equations 4.14 ,4.15 and 

4.16 respectively .  

  ὥ
×ὈὸὛὖὭ

×ὈὸὛὖὭ×ὍὲὨὸὛὖὭ ×ὓὶὯὠὥὰ 
Ϸ                                                Equation 4.14 

    

‍
×ὍὲὨὸὛὖὭ

×ὈὸὛὖὭ×ὍὲὨὸὛὖὭ ×ὓὶὯὠὥὰ 
Ϸ                                                Equation 4.15 

    

ɾ
×ὓὶὯὠὥὰ 

×ὈὸὛὖὭ×ὍὲὨὸὛὖὭ ×ὓὶὯὠὥὰ 
Ϸ                                                Equation 4.16 

where ×ὈὸὛὖὭȟ×ὍὲὨὸὛὖὭȟÁÎÄ ×ὓὶὯὠὥὰ are the scale weight for the direct , indirect , and the market 

value, and these values are calculated using the next three Equations 4.17, 4.18 , and 4.19 respectively. 

The scale weights in ASW are calculated as the average of the highest X values (AvgMaxX) of aSPs for 

each of the ὈὸὛὖὭȟὍὲὨὸὛὖὭȟὥὲὨ ὓὶὯὠὥὰ values and ῳὸὭȟὮ is the time difference between the 

current time and time at which interaction Ὦ of type Ὥ took place. The X value represent the number of 

the top highest values that will be included in the calculation. The X value is determined by the systemΩǎ 

users based on the level of the required accuracy. 

×$Ô30É   ÁÂÓ 
!ÖÇ-ÁØ8ὈὸὛὖὭ$zÔÉȟÊ$Ô30É

!ÖÇ-ÁØ8ὈὸὛὖὭ!ÖÇ-ÁØ8 ὍὲὨὸὛὖὭ!ÖÇ-ÁØ8ὓὶὯὠὥὰ
  Equation 4.17 

×)ÎÄÔ30ÉÁÂÓ 
!ÖÇ-ÁØ8ὍὲὨὸὛὖὭ$zÔÉȟÊὍὲὨὸὛὖὭ

!ÖÇ-ÁØ8ὈὸὛὖὭ!ÖÇ-ÁØ8 ὍὲὨὸὛὖὭ!ÖÇ-ÁØ8ὓὶὯὠὥὰ
   Equation 4.18 

×-ÒË6ÁÌ ÁÂÓ 
!ÖÇ-ÁØ8ὓὶὯὠὥὰ$zÔÉȟÊ-ÒË6ÁÌ

!ÖÇ-ÁØ8ὈὸὛὖὭ!ÖÇ-ÁØ8 ὍὲὨὸὛὖὭ!ÖÇ-ÁØ8ὓὶὯὠὥὰ
  Equation 4.19 

4.4 Establishing a new services and service providers. 

As we ƳŜƴǘƛƻƴŜŘ ŜŀǊƭƛŜǊΣ ǘƘŜ ƻǳǘŎƻƳŜ ƻŦ ŀƴȅ {/Ωǎ ǎǘŀƎŜ ὛὸὫὭȟὛ is considered as the input to the next 

one ὛὸὫὭ ρȟὛ for the service Ὓ. Hence, during the single cycle of the chain, the ὛὸὫὭȟὛ plays three 

main roles, the first one is service consumer SC for the services that are provided from ὛὸὫὭ ρȟὛ. 

The second role is producing the goods or services as service producer, then providing its services to 

the others in the next stage cycle ὛὸὫὭ ρȟὛ as service provider SP. However, the SP may not be the 
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only one who provides the same service, which means the SC for the next cycle needs to pick one (or 

more) to provide the service. But what if the service provider or its services are unknown for the service 

consumer, how will the service consumer know if these unknown SP(s) will provide higher (or at least 

the similar) quality of service? At the same time, the new service providers need to sell their service, 

to survive in the market. So, establishing new services is considered as one of the most significant 

issues facing the service providers and the service consumers, especially if the new services have higher 

quality but untrusted. Unlike most of the current trust and reputation models that do not give any 

chance to the new providers by using the Threshold level, which usually gave the chance only to the 

highly trusted to perform the service; the proposed model aims to build a fair-comprehensive image 

about every service and service provider to give more chance for new providers. In this context, there 

ŀǊŜ ǘƘǊŜŜ ŎŀǎŜǎ ǊŜƭŀǘŜŘ ǘƻ ǘƘŜ ŀǎǇŜŎǘ άNew Serviceέ that need to be declared in the supply chain which 

are:  

1- Existing supplier (ESP) start producing or providing a new service.    :   ὉὛὖ ̈́  ὔὛὶὺ       

2- New service provider (NSP) producing or providing an existing service (ESrv).  :   ὔὛὖ ̈́   ὉὛὶὺ                         

3- New service provider start producing or providing a new service (NSrv)       :   ὔὛὖ ̈́  ὔὛὶὺ  

Essentially, the proposed model can deal with these scenarios based on the design of the model itself 

and the used parameters. IoT-TESM evaluates the trustworthiness by combining the gathered 

information from the ὈὸὛὖὭ, ὍὲὨὸὛὖὭ and ὓὶὯὠὥὰ ; taking into account the ὗέὛ and ὗέὖ. In addition 

to that, the use of ASW in IoT-TESM used gives a fair balance weight for these parameters (Figure 4.2) 

below. 

In the first case  ὉὛὖ ̈́  ὔὛὶὺ  , the ὗέὛ for the new unknown service ὛὙὠὭ is very low because no 

one has tried this service before, which means ὈὗέὛ  and ὍὲὨὸὗέὛ  will not take any place in 

the evaluations in the Equation 4.2 and Equation 4.5. However, the service provider still has a good 

chance to be selected if he has a high evaluation for the other parameters Ὀὗέὖ  ȟὍὲὨὸὗέὖ  

and ὓὶὯὠὥὰ based the Equation 4.1. In case of  ὔὛὖ ̈́   ὉὛὶὺ , the service provider is unknown for 

many reasons including changing the ownership or the management. In this case, the Ὀὗέὖ  and 

ὍὲὨὸὗέὖ  will not be taken in to account in the evaluations in the Equation п.2 and Equation 4.5. 

Instead, the other parameters ὈὗέὛ  ȟὍὲὨὸὗέὛ  and ὓὶὯὠὥὰ based the Equation 4.1 will give 

the service provider a chance to be selected. In the last case   ὔὛὖ ̈́  ὔὛὶὺ , the ὗέὛ ὥὲὨ ὗέὖ for 

the service ὛὙὠὭ are unknown, however, the service provider has a chance to be selected based 

the ὓὶὯὠὥὰ (Equation п.1). In general, giving the providers who have low ὗέὛ έὶ ὗέὖ a chance is a 

very good idea and will provide a high quality of service, but at the end, the service consumer needs 

to make sure that he will be served highly ; and this is what this model aims to do by giving a chance 

to service providers to establish a new services, and helps the service consumer pick the most 

trustworthy service providers . 
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Figure 4.2 : Evaluation parameters 

4.5 Detecting Dishonest Agents 

In real-life systems, detecting the misbehaving or dishonest agents is very hard. Most of the existing 

approaches that detect such behaviours rely on supervised learning over classified and known attacks 

where these approaches are not able to detect the attacks that are missed by the operator while 

labelling or when the attacker changes strategy (Viswanath et al., 2014). From this point, it is very 

important to include and improve the machine learning strategy to prevent anomalous agents in such 

unsupervised environments. In this research, detecting and preventing misbehaviour or dishonest 

agents is one of the most essential priorities that we need to achieve to increase the performance and 

the trustworthiness between the agents; and that will be mainly based on two criteria which are using 

the encryption and decryption methods, and detecting the dishonest agents using the PCA.  

4.5.1 Encryption and decryption methods 

Encryption is a technique that transforms the original information into an unrecognizable and 

unreadable form for anyone who can gain access illegally (hacker). Although encryption and decryption 

algorithms differ in complexity and speed, there are three different types of encryption 

methods: Hashing, Symmetric, and Asymmetric encryption methods. In the IoT-CADM environment, 

agents exchange information through communication messages, and therefore, it is necessary to 

encrypt the content of communication messages to increase data privacy and authentication services. 

For this reason, using the public-key cryptography as asymmetric encryption is the most appropriate 

method for the nature of the high heterogeneity and scalability of the IoT-CADM. In this method, a 

public key freely available for everyone to encrypt messages, in addition to the private key which is 

used only by the recipient(s) to decrypt messages are used (as shown in Figure 4.3). 
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Figure 4.3 : Encryption and Decryption in IoT-CADM using the Public-Key. 

As shown in Figure 4.3, before agent ὃ starts communicating with any other agent ὄ; ὃ needs first to 

share its public key ὖόὑ, which will be used to encrypt the communication message Ὁὓ from ὄ to ὃ. 

In his turn, agent ὃ uses its private key ὖὶὑ to decrypt the encrypted message Ὀὓ. In general, both 

encryption and decryption in IoT-CADM can be presented in equations (4.20 and 4.21) respectively. 

                                           Ὁὓ
  
ựự  Ὁὲὧὶώὴὸ ὃȟὈὓȟὖόὑ                                                  Equation 4.20 

                                         Ὀὓ
  
ựựựựự  ὈὩὧὶώὴὸὄȟὉὓȟὖὶὑ                                                Equation 4.21 

4.5.2 Detecting the Dishonest Agents using the PCA 

In IoT environments, devices exchange a huge amount of data. However, before mining the data and 

extracting the information, there is a need to reduce the size of the data set (number of columns) 

without losing any amount of information as possible, which increases the data analyses performances 

and reduce the recourses consumption. IoT-CADM exploits the PCA to analyse the collected 

information from different sources (Equation 4.1) during the trustworthiness evaluation to detect bad 

behaviour agents and distinguish them from normal behaviour patterns. PCA is a dimensionality 

reduction technique that uses the statistical procedures (including the mean, variance, covariance, 

covariance matrix, eigenvectors, and eigenvalues) to identify the patterns in data and express the data 

in such a way as to highlight their similarities and differences (section 2.5.1)So, how can the PCA help 

to identify the bad behaviour agents in IoT-CADM? 

As we discussed before, IoT-CADM evaluates the trustworthiness based on the information ( including 

ὛὒὝὖὩȟὛὛὍὓȟὛὈὃὺȟὛὋὟὙȟὛὃὝὺȟὛὅὕὛὝȟὛὕὺὙήȟὥὲὨ ὛὝὭάὩ) that are collected from different 

resources. Hence, there is a need to identify the patterns of the data and the relation between the 

evaluation parameters, then, IoT-CADM will decide to terminate, notify, or allow the agent to continue. 

For more understanding let us take the following scenario: in Figure 4.4 (A) below, which describes the 
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common relation between the Time, Cost and the Quality. This relation is ŎŀƭƭŜŘ ά¢ƘŜ vǳŀƭƛǘȅ ¢ǊƛŀƴƎƭŜέΦ 

In this case , we expect that any normal behaviours must be done within the borders of the quality 

triangle as shown in Figure 4.4 (B), where the ὋὶὩὩὲ agents provide their services normally and they 

consider the normal limitation of the time, cost, and the quality. On the other hand, the ὙὩὨ agents 

seem willing to do something that is not real, like offering a very cheap price and very high-quality 

compared to the others; or willing to complete a service in short time, while the service cost exceed 

its budget (lying). The Orange agents are the risky agents and choosing any of them to perform tasks 

or providing services is the responsibility of service consumers. This process will be repeated to find 

the relation between all the parameters that are used in the evaluation during runtime. 

 

Figure 4.4 : The Quality Triangle 

In summary, IoT-CADM identifies the bad behaviour agents based on the PCA in the following steps: 

1- Collecting and gathering the information. 

2- Finding the relation between the parameters and plotting ǘƘŜ ŀƎŜƴǘΩǎ ōŜƘŀǾƛƻǳǊ ōŀǎŜŘ ƻƴ ǘƘŜ 

defined relation. In this stage, we will see a something like the graph in the Figure 4.5(A). 

 

Figure 4.5: Three axes behaviours 
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3- From the current view as shown in Figure 4.5(A), it is very hard to see if the ὙὩὨ agent is doing 

anything wrong; in this case, the use of PCA can help to see more details as shown in Figure 4.5(B). 

 

Figure 4.6: Calculating the PC1 and PC2 

4- Finding PC1 and PC2 by calculating the mean, variance, covariance, covariance matrix, 

eigenvectors, and eigenvalues as shown in Figure 4.6. 

5- Identifying the ὃάὦὭὫόέόί agents that is located outside the predefined borders 

ὓὭὲὖὅρ ȟὓὥὼὖὅρȟὓὭὲὖὅς ὥὲὨ ὓὥὼὖὅς, as shown in Figure 4.7. 

 

Figure 4.7 : PC1 and PC2 boundaries 

6- The previous steps will be repeated for the other parameters to avoid any suspected bad 

behaviour agents. 
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7- In the last step, the service consumer starts the evaluation and the ranking process after 

exceeding the suspected bed behaviour agents, to end with selecting the most trustworthy 

provider.9 

4.6 IoT-CADM Environment 

In IoT-CADM environment, there are three main roles, which are consuming services provided by 

others, producing services, and providing services to others. As an agent-based environment that 

exploits the agent ability to deal with autonomy, heterogeneity, as well as the social relations; IoT-

CADM defines four agents to run in its environment in addition to other components. IoT-CADM 

environment consists of agent-based Service Consumer (aSC), agent-based Service Provider (aSP), 

and Service Registry List (SRL). To keep the nature of IoT, where some of the entities are not able to 

employ the agents (for a physical reason, owner rejection, or any other reason), IoT-CADM considers 

Simple Service Consumer (sSC) as a part of the environment, which can be monitored and controlled 

by its owner using IoT Monitoring Service (Figure 4.8). 

In IoT-/!5aΩǎ ŜƴǾƛǊƻƴƳŜƴǘΣ ǿŜ ŀǎǎǳƳŜ that:  

1) All the environment components are connected to the Open-IoT network, regardless of the 

connection media. 

2) All the environment components use SIPOC to define the business activities and process from 

beginning to end. 

3) Service providers ὥὛὖὭ must provide at least one service; and their services must be registered 

in the ὛὙὒ(s) unit. 

4) The service ὛὙὠὭ could be provided by different providers with a minimum degree of the 

similarity άὛὭάὭ 

5) In turn, the service consumer ίὛὅὭ needs to select the best service provider based on the 

multi-context QoS trust and reputation evaluation that is provided by this model.  

6)  Dishonest agents (or attacker) may exist in this environment. 

7) Finally, the agents in this environment communicate using secured XML enquiries (Damiani et 

al., 2008). 

All service provider (ὥὛὖὭ) need to register the new services by sending a Register New Service (ὙὔὛ) 

request to the ὛὙὒ, which will make it accessible for all ὥὛὅί as shown in Figure 4.9. On the other side, 

 
9 Details about PCA can be found in Appendix A section 1. 
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service consumer ὥὛὅὭ monitors the environment for any new required services (physical or logical). 

As soon as ὥὛὅὭ detects a new required service (ὛὙὠὭ), it will immediately sends this to the ὛὙὒ a 

Service Lookup (ὛὒὟὭ), which contains the details of the service SRi and the Minimum Similarity. In 

turn, ὛὙὒ responds to ὥὛὅὭ a list of ὥὛὖί that provide the service ὛὙὠὭ, or ὔέὙὩίόὰὸ message (based 

on the searching criteria that is processed in ὛὒὟ). Once ὥὛὅὭ receives the list of ὥὛὖί from ὛὙὒ, ὥὛὅὭ 

contacts each ὥὛὖ in the list; and waits for their response which include accurate details about the 

service ὛὙὠὭ and a list of referees (which are supposed to be served by ὥὛὖὭ).  

At the time of ὥὛὅὭ receiving responses from ὥὛὖί; ὥὛὅὭ immediately starts two main types of checks, 

ǘƘŜ ŦƛǊǎǘ ƻƴŜ ǿƘƛŎƘ ƛǎ ŎŀƭƭŜŘ άEvaluate_Contract_Satisfactionέ that aims to sort and reduce the number of 

Ὓὖί based on the contract satisfaction and similarity between the requested and the responded 

contracts. After that, ὥὛὅὭ will send a request to the Referees (ὥὛὅὼ), Trusted Friend (ὥὛὅώ), and the 

Neighbour Agent (ὥὛὅᾀ) asking about ὥὛὖὭ (that passed the first check) without telling which service 

exactly to reduce the cheating of the details that will be sent back to the requester. At this stage and 

after collecting ὥὛὅὭ for all the required information from its database and from other parties, ὥὛὅὭ 

processes the second main check (Check_NHA_PCA ) which is mainly designed to reduce the effect of 

the dishonest agent using the Principal Component Analysis (PCA) as described in in section 2.5.1. 

 

Figure 4.8 : IoT-CADM Environment 

After completing Check_NHA_PCA, ὥὛὅὭ evaluates all the filtered ὥὛὖί which passed the second check 

using the evaluation method (Section 4.2) and selects the best provider based on the result of the 

evaluation. Finally, IoT-CADM needs ὥὛὅὭ to update the information of all the participants in the 
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evaluation process (in the stage of reward and punish others) which will help to enhance the further 

evaluation processes to:(i) to increase the level of the evaluation accuracy and (ii) to prevent and 

reduce the misbehavers in the environment (Section 4.5 Detecting Dishonest Agents).  

It should be noted that to increase the chance of the unselected ὥὛὖί in IoT-CADM environment (to 

be selected in the future), ὥὛὖὭ needs to modify its behaviour such as increasing its market value 

(Section 4.7.2), and providing more promotions and offers to attract the ὥὛὅί. This process usually 

starts after a certain number times (ὧ‌) of unsuccessful selection from ὥὛὅί where the value of ὧ‌ 

can be settled based on the behaviour of ὥὛὖὭ and the type of the provided services. 

 

Figure 4.9: IoT-CADM transactions 

The following sections discuss the IoT-/!5aΩǎ ŀǊŎƘƛǘŜŎǘǳǊŜ ŀƴŘ ǘƘŜ Ƴŀƛƴ Ŏomponents, IoT-CADM trust 

evaluation and selection model (IoT-TESM), reward and punish others, and detecting the dishonest 

agents.  
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4.7 IoT-CADM Components  

As discussed, IoT-CADM environment consists of the main components which are: agent-based Service 

Consumer (ὥὛὅ), agent-based Service Provider (Á30), Service Registry List (ὛὙὒ), Market Value Registry 

List (ὓὠὒ), and Simple Service Consumer (ίὛὅ). All these components are connected to each other 

using IoT network and can be monitored and controlled by its owner using IoT. This section discusses 

in detail the architectures, features, and functions of the IoT-CADM components. 

4.7.1 Service Registry List (╢╡╛) 

ὛὙὒ is an essential component in the IoT-CADM environment, which is employed to answer the 

following question: how do the aSCs know about the available services in a dynamic environment?  

In IoT-CADM, SRL is an accessible database that records information about the available services in the 

environment. SRL needs to be always up to date and reflect the actual status of the services, so all the 

services need to be registered on start-up and deregistered on shutdown. Moreover, the use of SRL 

will not affect the fact of the decentralization of the IoT-CADM, because the SRLs aim only to aid the 

aSCs to find the ὥὛὖί which provide a specific serviceὛὙὠὭ. So, to avoid the bottleneck and failure 

problems, IoT-CADM employs multiple SRLs in its environment. The main roles of ὛὙὒί in IoT-CADM 

environment can be summarised as: 

1. Receiving the ὙὔὛ (Registering New Service) requests from the ὥὛὖί for the service ὛὙὠὭ. 

2. Assessing the ὙὔὛ and inform the requester ὥὛὖ the assessment result (either accepted or not). 

3. Adding service ὛὙὠὭ and its provider details for the accepted ὙὔὛ into the ὒὈὒ (Local Database 

List). 

4. Keeping the ὒὈὒ up to date, by checking the availability of the registered services. 

5. Receiving a ὛὒὟ (Service Lookup) request from ὥὛὅί by asking for a list of the ὥὛὖί that provide 

the service ὛὙὠὭ.  

6. Responding to ὥὛὅί a list of the ὥὛὖί that provide the service ὛὙ, or ὔέὙὩίόὰὸ άὩίίὥὫὩ (based 

on the searching criteria that is processed in ὛὒὟ). 

4.7.2 Market Value Registry List (╜╥╛) 

ὓὠὒ is one of the components that are not monitored or controlled by IoT-CADM agents. MVLs are 

considered as organizations that provide general information about the market. This kind of 

information (Section 4.7.2) will be used during the evaluation and selection process (Section 4.2). In 
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IoT-CADM environment, aSCs have only the ability to read this information; and it could be changed 

only if (1) the owner ὥὛὖὭ improve his market activity by providing a positive transaction and increase 

the profit value. (2) if ὥὛὖὭ start providing bad services, in this case, the ὥὛὅί can complain which 

impact negatively the ὥὛὖὭǎΩ ƳŀǊƪŜǘ ǾŀƭǳŜΦ 

The main roles of ὓὠὒί in IoT-CADM environment are: 

1. Store the market value for all registered aSPs and the records up to date. 

2.  Receive the requests from the ὥὛὅί asking about the ὥὛὖὭ, market values. 

3. Responds to ὥὛὅί a list of the ὥὛὖί market values, or ὔέὙὩίόὰὸ άὩίίὥὫὩ (if the ὥὛὖὭ is not 

registered) 

4.7.3 Agent-based Service Provider (╪╢╟) 

ὥὛὖ is an agent-based organization, business or individual which offers service to others in exchange 

for payment or any equivalent reward in IoT-CADM environment. aSPs provide different types of 

services based on the knowledge, specialty, and the nature of the aSP itself.  

 

Figure 4.10 : aSP agent architecture 
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As shown in Figure 4.10, aSPs are employed in the IoT-CADM environment to: 

1. Monitor the IoT environment and detect the need of a new services. 

2. Send an ὙὔὛ requests to ὛὙὒ to register any new service. Otherwise, the new services will not be 

known for the service consumers. 

3. Receive an ὔὛὙ (New Service Request) request from aSCs. NSR includes the searching criteria for a 

specific service, the minimum required similarity, and request of referees for requested service as 

well.  

4. Respond to ὥὛὅί a list of the available ὛὙί that match NSR details or ὔέὙὩίόὰὸ message. 

5. Provide the service ὛὙὠὭ to aSC after receiving the RTP (Request to Provide), If ὥὛὖ is selected by 

ὥὛὅ. 

6. Add the aSC information to aSPDB (aSP Database) to use as referee for another NSRs. 

7. Keep the ὛὙὒ always up to date after any changings. 

8. Ὁὲὧὶώὴὸ and ὨὩὧὶώὴὸ all the messages and requests that are received or sent (Section 4.5.1).  

4.7.4 Agent-based Service Consumer (╪╢╒) 

ὥὛὅ is an agent-based organization, business or individual which pay something to consume goods 

and services that are produced, marketed, and supported by service providers in IoT-CADM 

environment. The range of the consumed services depends on the nature and requirements of the 

service consumer (customer) himself, and these services may include technical support, warranty 

registration, problem notifications, account management, mediation with other vendors, or other 

services. In traditional IoT, the entities connect only with predefined service providers, however, once 

aSC detects a need for new (or renewed) services, aSC can select the best provider from the predefined 

and non-predefined list. The selection of the best service provider is considered the main contribution 

of this research. In addition to that, aSCs are designed to perform other functions for their owners in 

the IoT-CADM environment. These functions (will be described in detail in the next section) as shown 

in Figure 4.11 are: 

1. Gathering Information about aSPs and other aSCs depending on the need. 

2. Monitoring the failures and detecting the physical attack. 

3. Detecting new required services (physical or logical). 

4. Selecting the best provider based on the proposed trust and reputation evaluation method. 

5. Rewarding and punishing others agents (parties). 

6. Detecting Dishonest Agents. 
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Figure 4.11 : aSC agent architecture 
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Experiment Setup and Results Discussion 

In the previous chapter, we discussed in detail the IoT-CADM architecture and its relationship with 

MOM and the supply chain. We also discussed the importance of assessing the trustworthiness and 

how it can help to increase the satisfaction and improve the performance, controllability, quality, and 

transparency of manufacturing processes. Therefore, studying the behaviour and measuring the 

performance of the proposed model is necessary to compare with the other competing models, which 

helps to understand how these models can deal with early mentioned challenges such as the 

autonomy, heterogeneity, as well as social behaviours and relations. 

This chapter outlined the environment settings that are required to revise the trust and reputation 

algorithm. Then, it represented the selection and performance measures that are used to compare the 

competing models and the ranking using TOPSIS technique in the section 5.1 . 

In this chapter, section 5.2 illustrate and discusses the results of the data analysis, and compare the 

performance of four competing models IoT-CADM , ReGreT, SIoT, and R-D-C. The quantitative data 

analysis describes and evaluates data using statistical, mathematical, computational , and/or logical 

techniques. In the following subsections, the performance is of the models is compared by evaluating 

them using the case study described in Section 4.1, using four different sub-scenarios by injecting 

different percentages of dishonest agents (Table 5.2), where 0% means that the environment contains 

only trusted and honest agents, while ρππϷ means all the agent are not honest and there is an 

extreme potential of attack (Bad-mouthing and/or On-off attacks). Lƴ ǘƘƛǎ ǎŜǘǘƛƴƎΣ ŀƭƭ ŀƎŜƴǘǎΩ ƳƻŘŜƭǎ 

are located randomly, and they start their activity in time predefined randomly based on the value of 

the parameter ὃὧὸὭὺὩ ὸὭάὩ as we explained before. Also, these agents are implemented in a multi-

agent simulation using JADE based on the simulation configuration detailed in Table 5.1, and tested on 

a virtual machine which described in Section 5.1.1. The performance of the four competing models is 

tested in three different environments, and the results are ranked using the TOPSIS technique based 

on the performance parameters: trustworthiness, cash-utility, average times of choosing trustworthy 

providers, satisfaction, detecting malicious nodes, in addition to the network usage. The result shows 

that the IoT-CADM as topmost model, followed by ReGreT and SIoT, then R-D-C in the last position in 

the order (Table 5.6). This result is not surprising and expected, as a result of using the social 

information by IoT-CADM and ReGreT, which reflect the true nature of the agent behaviour in the 

environment, rather than using the physical behaviour. 
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 This result also shows that the IoT-CADM has the following features: 

1. ¢ƘŜǊŜ ƛǎ ƴƻ ŀŎǘǳŀƭ ŜŦŦŜŎǘ ƻƴ ǘƘŜ ŀƎŜƴǘǎΩ ŀŎǘƛǾƛǘȅ ōȅ ƛƴŎǊŜŀǎƛƴƎ ǘƘŜ ƴǳƳōŜǊ ƻŦ ƳƛǎōŜƘŀǾƛƴƎ 

agents, and it has the highest number of active agents comparing to the competing models. 

2. It has the ability to make more positive transaction by the increasing of the time, and it can 

reach to the maximum (where all the transactions will be positive) faster than all other models. 

3. The average of service provider(SPs) per transactions during the selection was not affected by 

the increase of the number misbehaving agents.  

4. It lets the service provider and service consumer to increase the money gained more than the 

other models. 

5. Provided higher and accurate value of the trustworthiness compared with the other models. 

6. Reduced the usage of network resources more than the other models.  

5.1 Experiment Setup 

5.1.1 Simulation environment settings 

The proposed model is developed and deployed using JADE (JAVA Agent DEvelopment Framework)10. 

JADE has been chosen among other tools including MATLAB, SocNetV, and The NIST Curve, the main 

characteristics of JADE are described by (SpA, 2020) are the following : 

1. It is considered one of the most efficient frameworks for the agent environments which 

simplifies the implementation of multi-agent systems. 

2. Provides a set of graphical tools that support the debugging and deployment phases. 

3. Supports large-scale and flexible distributed agent-based systems. 

4. Support the ability of controlling the configuration remotely through GUI. 

5. Support the ability to change the configuration even during run-time and allow agents to move 

from one machine to another. 

6. Provides a simple powerful task execution and composition model, peer to peer agent 

communication based on the asynchronous message passing paradigm. 

7. Technically, JADE is free software11, and is implemented in the Java language with minimal 

system requirements. 

 

 
10 Appendix B  for additional information about JADE  
11 JADE is free software and is distributed by Telecom Italia, the copyright holder, in open source under the 

terms and conditions of the LGPL ( Lesser General Public License Version 2) license. 
https://jade.tilab.com/#:~:text=JADE%20is%20free%20software%20and,Public%20License%20Version%202)
%20license. 
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JADE is also used to test the performance of the other models, and we run it on virtual machine with 

the following specification: 

1 - Operating System Windows Server 2019 Datacenter 64-bit 

2 - System Manufacturer Microsoft Corporation 

3 - System Model Virtual Machine 

4 - Processor AMD EPYC 7452 32-Core Processor (8 CPUs), ~2.3GHz 

5 - Available OS Memory 32768MB RAM 

6 - DirectX Version DirectX 12 

7 - Display Memory 16383 MB 

   

In this environment, the cycle of detecting the new service, gathering the required information, 

evaluating the trust and reputation value, selecting the service provider, and signing the final 

agreement with the selected provider for a specific service is defined as a ὝὶὥὲίὥὧὸὭέὲ, which can be 

completed during at least one ὛὭάόὰὥὸὭέὲ ὝὭὧὯ, which the time-clock pulse or the heart beats of the 

simulation. Identifying the ǘƛƳŜ ǘƻ ŎƻƭƭŜŎǘ Řŀǘŀ ŀƴŘ ǘǊŀŎƪ Ƙƻǿ ŜƴǾƛǊƻƴƳŜƴǘΩǎ ǇŀǊǘƛŎƛǇŀƴǘǎ ǎǇŜƴŘ ǘƘŜir 

time and what tasks they work on is essential. Due to the rapid development of technology, 

communications, and the business activity, we decided to divide a day into four-time ticks of ὸὭὧὯ

ίὭᾀὩ equal to 6 hours, and the ὛὭάόὰὥὸὭέὲ ὙὩὥᾲὰὭὪὩ ὶόὲὲὭὲὫ ὸὭάὩ to seven years approximately12, 

which is suitable in evaluating the real improvement and the performance in the real-life behaviour of 

the agent-based smart factories that have the ability to work all the time without shutting down. Once 

the simulation starts running, the agent records the transaction in its database until the transaction is 

completed; the ὅὰὩὥὶὥὲὧὩ ὝὭάὩ here is used to add an extra time to the simulation to finalize only 

the transactions that are started already before completing the running time. 

When agent discovers that it is in need of certain services, it begins to collect information from its 

sources, in this case, there are three scenarios before deciding whether to start the evaluation and 

selection process or not: 

1- Start the evaluation and selection process if there is a potential provider (or more) and receive 

responses from at least the value of the parameter ὃὧὧὩὴὸὩὨ ὙὩίὴέὲίὩί ὙὩὧὩὭὺὩὨ from the 

total of the sent requests. 

2- Start the evaluation and selection process if there is a potential provider (or more) and the 

agent wait the maximum waiting time (ὓὥὼȢὡὥὭὸὭὲὫ ὦὩὪέὶὩ ὩὺὥὰόὥὸὭὲὫ) before receiving the 

ὃὧὧὩὴὸὩὨ ὙὩίὴέὲίὩί ὙὩὧὩὭὺὩὨ, as in case 1. 

 
12 Based on the  main environment settings in Table 5.1 
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3- Otherwise, if there are no potential providers, the agent starts the ὙὩέὶὨὩὶὭὲὫ ὴὶέὧὩίί. This 

process may be repeated many times (ὙὩὕ) for a particular service ὛὙὠὭ due to the lack of 

service providers in general or their unreliability; for that, it is important to wait for some time 

to find the appropriate providers, this wait time is defined as the 

ὡὥὭὸὭὲὫ ὸὭάὩ ὦὩὪέὶὩ ὶὩέὶὨὩὶὭὲὫ, which can be set as fixed time or by multiplying the ὙὩὕ 

value by ὢὧὸ. Where the ὢὧὸ is a constant waiting time, which is defined by the service 

consumer. For example, if the ὢὧὸ equal to 50 ticks, the first reorder will be at 50(50*1) and, 

the second reorder will be at 100(50*2), and so on. 

All the parameters that are used to setup the environment are summarized in Table 5.1, and their 

values, which is set carefully to run and evaluate the performance of all competing models fairly based 

on different levels of ὈὩὲίὭὸώ and the ὓὭίὦὩὬὥὺὭὲὫ for fair comparison. In this simulation 

environment, there are a five sets of agent distributions, which are 70, 110, 150, 190, and 230 agents 

as shown in Figure 5.1. All these agents are located randomly, and they start their activity in time 

predefined randomly based on the value of the parameter ὃὧὸὭὺὩ ὸὭάὩ . Also, these agents may run 

all the time during the simulation time as ὊόὰὰὸὭάὩ ὃὫὩὲὸί or only run for a specific period as a 

ὖὥὶὸὸὭάὩ ὃὫὩὲὸί. In regard of the ὓὭίὦὩὬὥὺὭὲὫ, the previous agents distribution sets are used 

to measure the performance by deploying different percentages πϷȟςυϷȟυπϷȟχυϷȟὥὲὨ ρππϷ 

of the dishonest agent in each distribution, where 0% means that the environment is run by the only 

trusted and honest agents, while ρππϷ means all the agents are dishonest and there is an extreme 

potential of attack.  

Table 5.1: Main environment settings 

p Parameter Name Value Format and unit Notes 

1 Simulation run time 10000 ticks  

2 Clearance Time 2000 ticks Extra clearance running time 

3 Simulation tick-size 500 ms  

4 Cycle delay period 1000 ms  

5 Real-life running time 6.85 Years  

6 Real-life tick-size 6 Hours  

7 Max. Waiting before evaluating 700 ticks  

8 Waiting time before reordering ὢὧὸzὙὩὕ Ticks ὢὧὸυπ 

9 Accepted responses 90 % Accepted number of responses 

10 Agent Location (all) Random (x, y)  

11 Number of Agents 70 -230 agent  

12 dishonest Agents (%) 0 - 75 %  

13 Agent misbehaving level 100 %  
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14 Full-time Agents 100 %  

15 Full-time agents - Age 10 to Max ticks  

16 Full-time agents - Active time 10 - 1500 ticks Active time (Start - finish) 

17 Part-time agents - Percentage 0 %  

18 Part-time agents - Age 2000 - 9000 ticks  

19 Part-time agents - Active time 2000 -4000 ticks Active time (Start - finish) 

20 Number of provided services 2-8 service / agent  

21 Number of consumed services 2-6 service / agent  

22 Service shelf-life or expiration-date 400 - 800 ticks (Min - Max) 

 

 

Figure 5.1: Agent distribution in five scenarios 
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All these distributions follow the principle of the supply chain as discussed, where the first level (ὒρ) is 

implemented as the last service consumer, and level (ὒτ) are the raw material providers. Between ὒρ 

and ὒτ, the agents in ὒς and ὒσ consume the services from the lower level and provide services to the 

higher level.  

As discussed before, in this simulation environment, there are five sets of distributions of agents, 70, 

110, 150, 190, and 230 agents. In addition, a different percentage (0%, 25%,50%, 75%, and 100%) of 

the dishonest agent are used in scenarios. Based on that, there are twenty-five sub-scenarios (ὛὛὙ) 

used to study and evaluate the performance of all competing models comprehensively (Table 5.2). 

Table 5.2: The main test scenario plan for the models IoT-CADM, ReGreT, SIoT, an R-D-C 

Sub.Scenario 
Name 

Misbehaving Agents (%) 
No. Agents 

L1 L2 L3 L4 Total 
 

 SSR 
1.1 

0% 

10 15 20 25 70 

SSR 1.2 20 25 30 35 110 

SSR 1.3 30 35 40 45 150 

SSR 1.4 40 45 50 55 190 

SSR 1.5 50 55 60 65 230 
       

SSR 2.1 

25% 

10 15 20 25 70 

SSR 2.2 20 25 30 35 110 

SSR 2.3 30 35 40 45 150 

SSR 2.4 40 45 50 55 190 

SSR 2.5 50 55 60 65 230 
       

SSR 3.1 

50% 

10 15 20 25 70 

SSR 3.2 20 25 30 35 110 

SSR 3.3 30 35 40 45 150 

SSR 3.4 40 45 50 55 190 

SSR 3.5 50 55 60 65 230 
       

SSR 4.1 

75% 

10 15 20 25 70 

SSR 4.2 20 25 30 35 110 

SSR 4.3 30 35 40 45 150 

SSR 4.4 40 45 50 55 190 

SSR 4.5 50 55 60 65 230 
 

SSR 5.1 

100% 

10 15 20 25 70 

SSR 5.2 20 25 30 35 110 

SSR 5.3 30 35 40 45 150 

SSR 5.4 40 45 50 55 190 

SSR 5.5 50 55 60 65 230 
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5.1.2 Case Selection and Performance measures 

Performance metrics are used to collect information about the operational activities and the 

achievement of goals to better understand a situation and make informed decisions. In the literature, 

most of the relevant models are focused on certain types of performance measures and metrics that 

are used to evaluate and compare their results with the other. Therefore, we categorized the measures 

and metrics as:  

1. Physical measurements: most of the model that focused on the IoT part usually used the 

physical behaviours of the nodes (such as the bandwidth, energy, packet forwarding capacity, 

repetition rate, consistency of the packet content, delay, response time and the integrity as the 

node behaviour characteristics) to evaluate and compere their models with the other models. 

2. Social measurements: centrality, cooperativeness, community Interest, density, and the 

percentage of good and bad transactions are mainly used to evaluate and compare models; 

where the centrality represents how much object j is important for object i and not for the 

whole network. Cooperativeness is another measurement which represents whether or not the 

trustee object is socially cooperative with the trustor. Community interest is another factor that 

enables communication between objects of communal interest where the objects with the 

same community are supposed to interact with each other to increased overall performance. 

3. Node behaviour and detecting the attack: detecting a malicious node (including ǘƘŜ ά.ŀŘ 

ƳƻǳǘƘƛƴƎ ŀǘǘŀŎƪέΣ άDƻƻŘ ƳƻǳǘƘƛƴƎ ŀǘǘŀŎƪέΣ άhƴ-ƻŦŦέ ŀǘǘŀŎƪΣ ŀƴŘ ǘȅǇŜǎ ƻŦ ŀǘǘŀŎƪǎύ ƛǎ ŎƻƴǎƛŘŜǊŜŘ 

as a one of the most common methods that is used to compare and distinguish the models.  

4. The Accuracy and the Utility: this kind of measurements are used by some of models to 

evaluate the performance of the e-commerce applications. In this scenario, the performance of 

an agent is measured by the amount of cash won (or lost) after a fixed number of rounds or/and 

using the average times of choosing trustworthy providers. 

Based on our scenario, IoT-CADM is an agent-based multi-context QoS Model, which aims to improve 

the decision-making of selecting the best service provider in IoT environments by evaluating the 

trustworthiness based on their behaviours; for that, IoT-CADM used a set of metrics to measures the 

performance and to compare with the other models results; taking into consideration the main IoT 

and MASs characteristics and requirements. In this research, we evaluate the performance of 

proposed model using the following metrics: 

1- Trustworthiness: This ƳŜǘǊƛŎ ƛǎ ŎŀƭŎǳƭŀǘŜŘ ǳǎƛƴƎ ǘƘŜ ƳƻŘŜƭǎΩ ǘǊǳǎǘ ŀƴŘ ǊŜǇǳǘŀǘƛƻƴ ŜǾŀƭǳŀǘƛƻƴ 

ƳŜǘƘƻŘ ǘƻ ŜǎǘƛƳŀǘŜ ŀƭƭ ǘǊǳǎǘŜŜǎΩ ƻǊ ƻǘƘŜǊ ǇŜŜǊǎΩ (or the other peers) behaviour in the 



   
 

 85 

environments. A higher trust score ƛƴŘƛŎŀǘŜǎ ǘƘŀǘ ǘƘŜ ǇŜǊŦƻǊƳŀƴŎŜ ƻŦ ǘƘŜ ƳƻŘŜƭǎΩ ŜǾŀƭǳŀǘƛƻƴ ŀƴŘ 

the selection criteria, credibility, and integrity are better, and vice versa. 

2- Cash utility: this metric is used to measure the individual performance of an agent, and the 

overall performance for the model based on the amount of cash (won or lost) after a fixed 

number of rounds. The formula that is used to calculate the cash utility is: 

  CU=
  ὖὶέὪὭὸ ὺὥὰόὩ                          ȟὪέὶ ὴέίὭὸὭὺὩ ὸὶὥὲίὥὧὸὭέὲί

 ὝὶὥὲίὥὧὸὭέὲ ὧέίὸᶻ  ȟὪέὶ ὲὩὫὥὸὭὺὩ  ὸὶὥὲίὥὧὸὭέὲί
      Equation 5.1 

 

Where the n is the total number of transactions, Tc is completion time (or interruption time), Ts 

is the service starting time, and Te is the expected agreed time to complete the service. 

3- The average times of choosing trustworthy providers: this metric gives us a good indication of 

how fast the models select trustworthy provider, especially in a setting where time is of an 

essence such as health considerations. 

4- Satisfaction: The QoS is considered as the backbone of the proposed model, so the satisfaction 

metric can be used to indicate the overall QoS. 

5- Detecting malicious nodes: detecting and preventing misbehaviour or dishonest agents is one 

of the most essential priorities that we need to achieve to increase the performance and the 

trustworthiness between the agents; so, it is to see how the different models including the 

proposed one can deal and reduce the effect of the dishonest agents. 

5.1.3 Competing models and the ranking method TOPSIS 

In reality, there is no guarantee that the contracting parties (as a Ὓὖ or Ὓὅ) in the business activities 

will fulfil and implement the agreement to the fullest. Therefore, predicting the future behaviour of 

the other peers based on the trust and reputation can help to select the most trustworthy parties, 

which reduces the risks mentioned earlier. 

Despite the lack a comprehensive study that is able to solve the open issue of devising an effective and 

efficient trust computation method for dynamic assessment in IoT, the proposed models in the 

literature used different ways and mechanisms to help the parties (or individuals) to decide if it is 

worth to cooperate with the other contract parties or not. Taking in the consideration the distribution 

type, data source, addressed attacks, context awareness, and the update information after evaluation, 

the chosen models have the following characteristics: 
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1- Agent-based decision-making models. 

2- Decentralized trust and reputation models. 

3- Used at least two of information sources of the direct Interaction, witness Information and 

social relations to evaluate the trustworthiness of a target agent. 

4- Can deal with more than one context for the single trust evaluation (Context aware).  

5- Used non-physical parameters to measure the performance such as trustworthiness, cash and 

time utility, average times of choosing trustworthy providers, the percentage of good 

transactions, density, and detecting dishonest entities. 

By studying the literature (Table 3.3), we decide to compare the proposed model with the following 

agent-based models that were designed to select the most trustworthy provider based on their trust 

ŀƴŘ ǊŜǇǳǘŀǘƛƻƴΩǎ ǎŎƻǊŜ: 

A. ReGreT, which is one of the earliest models that extends the capabilities of the agent to deal 

ǿƛǘƘ ǊŜǇǳǘŀǘƛƻƴ ŀƴŘ ǘǊǳǎǘ ǘƻ ƛƳǇǊƻǾŜ ǘƘŜ ŀƎŜƴǘΩǎ ōŜƘŀǾƛƻǳǊ ƛƴ ŀ ŎƻƳǇƭŜȄ Ŝ-commerce 

environment, calculates the subjective reputation score using the weighted mean of the 

impressions' rating factors, taking into account the direct experiences, information from third 

party agents, and social structures. After each interaction between two agents, each agent 

must update their rating and respective reputations publicly. Trust value in this model is 

evaluated using the equation shown in Equation 5.2, where the άSocial Dimensionέ represents 

the social relation of the agent with the surrounding society (Section 3.1.2). 

ὝὭὮ  ὨὭὶὩὧὸ ὩὼὴὩὶὭὩὲὧὩί   ὍὲὨὭὶὩὧὸ ὭὲὪέὶάὥὸὭέὲ  ὛέὧὭὥὰ ὨὭάὩὲίὭέὲ                     

                                                                                                                                                       Equation 5.2 

B. S-IoT is a trust management scheme for social internet of things. S-IoT is based on an Edge-

Computing environment where every active node (person) must use a handheld device (mini-

edge servers) that is used to forward the traffic and perform computations. S-IoT evaluate the 

trustworthiness for any object willing to collaborate with its peers based on the direct 

observations (Dij), Indirect Recommendations (CIij), Centrality (Gij), Energy (E) and Service 

Score (S). All devices in SIoT are low power devices and less energy-efficient devices, so energy 

consumption is considered as a factor for determining if a node performs attack or not based 

on its energy level. For nodes performing an attack, the service score in this model, are 

penalized, otherwise, rewarded; the more number of times a node is penalized, the higher the 
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chance the node is malicious. S-IoT calculate the trust of a node j with respect to node i using 

Equation 5.3, where π ‌ȟ‍ȟ‗ȟ‎ȟ–  ‫ȟὥὲὨ ρ ȟπ ὝὭὮρȢ  

Tij  = ɻDij  + (1 - ɻ ɀ ɼ   )Gij + ʇCIij + ɾCO + ʖE + ʂSij                 Equation 5.3 

            

C. R-D-C is a computational model that selects the most trustworthy provider agent based on 

computing the Reputation (ratings of previous satisfying interactions), Disrepute (ratings of 

previous dissatisfying interactions), and the Conflict (conflict in previous interactions) of each 

provider agent. In this model, the requester agent starts the evaluation by sending a query to 

advisor agents and asking them to suggest a trustworthy provider. After collecting the 

information from the responder advisors, including their suggested provider, the requester 

calculates the reputation, disrepute, and the conflict of each suggested provider to select most 

trustworthy provider according to the computed components using Equation 5.4. 

Tij = Reputation+ Disrepute + Conflict                                       Equation 5.4 

At the end, the performance of the relative models and the proposed model are evaluated and ranked 

using the TOPSIS technique based on the trustworthiness, cash and time utility, average times of 

choosing trustworthy providers, the percentage of good transactions, density, and detecting dishonest 

entities (Section 2.5.2).  

5.2 Results Discussion 

This section is discussed performance of the four IoT agent-based competing models in three different 

environments using the case study described in Section 5.1. By injecting different percentages of 

dishonest agents, the following three sub-sections discuss the environment that contains only trusted 

and honest agents, the environments where the dishonest agents are partially deployed in different 

levels in the environment, and finally, the environments that are fully populated with dishonest agents. 

The performance of the four competing models is tested in three different environments, and the 

results are ranked using the TOPSIS technique based on the performance parameters: trustworthiness, 

cash-utility, average times of choosing trustworthy providers, satisfaction, detecting malicious nodes, 

in addition to the network usage.  

The result shows that the IoT-CADM as topmost model, followed by ReGreT and SIoT, then R-D-C in 

the last position in the order (Table 5.6). This result is not surprising and expected, as a result of using 

the social information by IoT-CADM and ReGreT, which reflect the true nature of the agent behaviour 

in the environment, rather than using the physical behaviour. This result also shows that the IoT-CADM 

has the following features: 
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This section is organized as follows: the first subsection discusses the results and analysis of the 

collected data from the environment that contains only trusted and honest agents (0% misbehaving 

agents). The second subsection outlines the performance in environments that partially contained 

different levels (0-75%) of dishonest agents in the environment. Finally, the third subsection discuss 

the results of the competing model in the environment that is fully populated with dishonest agents 

(100% misbehaving agents). 

Before starting the result discussion, it is very important to identify the start-up issue, which is one of 

most common issue facing any business or system in any environment. During the initial stages, a high 

Ǌƛǎƪ ŀǎ ŦŀƛƭǳǊŜ ƛǎ ǾŜǊȅ ǇƻǎǎƛōƭŜΣ ǿƘƛŎƘ ǊŜŦƭŜŎǘǎ ƻƴ ǘƘŜ ŀƎŜƴǘǎΩ ōŜƘŀǾƛƻǳǊǎ ŀǎ ǿŜƭƭΦ Lƴ ǘƘŜ ƛƴƛǘƛŀƭ ǎǘŀƎŜǎΣ 

most of the agents start their activities having not-enough information in their database or from the 

witnesses about the environment members, which leads to make the Ὓὅί collaborate with unknown 

witnesses selecting unknown service providers. We decide to take the start-up issue in our 

consideration to see how the competing models can deal with it. Based on the environment settings 

discussed in section 5.1.1, the start-up period of the testing environment is the period of the time 

between 0 to 3000. 

5.2.1 Honest-Environment (0% misbehaving agents) 

Lƴ ǎƳŀǊǘ Lƻ¢Ωǎ ŜƴǾƛǊƻƴƳŜƴǘǎ agents are employed in general to do something on behalf of their owners 

as discussed before. By increasing the density (or number of agents), more Ὓὖί will be deployed in the 

environment, which positively increase the chance of Ὓὅί to choose the most beneficial ὛὖὭ to provide 

the service ὛὙὠὭ; which also drives to increase the resources consumption positively on the other 

hand.  

¢ƘŜ ŜŦŦƛŎƛŜƴŎȅ ƻŦ ǘƘŜ ƳƻŘŜƭǎΩ ǘŜŎƘƴƛǉǳŜǎ ŀƴŘ ƳŜǘƘƻŘǎ ǘƘŀǘ ŀǊŜ ǳǎŜŘ ǘƻ ƎŀǘƘŜǊ ǘƘŜ ƛƴŦƻǊƳŀtion, 

ŎƻƴǘǊƻƭƭƛƴƎ ǘƘŜ ǿŀǎǘŜŘ ǘƛƳŜΣ ŜǾŀƭǳŀǘƛƴƎΣ ǎŜƭŜŎǘƛƴƎΣ ŀƴŘ ŘŜǘŜŎǘƛƴƎ ŀƴŘ ǇǊŜǾŜƴǘƛƴƎ ǘƘŜ ŘƛǎƘƻƴŜǎǘ ŀƎŜƴǘǎΩΣ 

makes the agent in most of its times idle and inactive. Figure 5.2 shows the number of active agents 

for all the models in all the sub-scenarios. In the first quarter of the simulation, the number of active 

agents for all models increase rapidly, then becoming more stable (for all the models) towards the end 

of the simulation.  

¢ƘŜ ŦƛƎǳǊŜ ŀƭǎƻ ǎƘƻǿǎ ǘƘŜ {{wмΦм Ƙŀǎ ǘƘŜ ƭƻǿŜǎǘ ŀƎŜƴǘǎΩ ŀŎǘƛǾƛǘȅΣ ŀƴŘ ƛǘ ƛƴŎǊŜŀǎŜǎ ŦƻǊ {{wмΦн- SSR1.5 

when the density of the environment increases for all models. It also shows clearly that in all five sub 

scenarios, our proposed model has the highest number of active agents. This is because of the 

techniques and methods that is used by IoT-CADM to: 1) reduce wasted time during the whole process, 

2) reduce the number of incomplete transactions, 3) take the decisions faster and more accurate, 4) 

reduce the effective of the dishonest agents, 5) and use different information resources. R-D-C has the 
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least number of active agents in all scenarios because of the wasted time during collection of 

information to evaluate the Reputation, Distribute, and Conflict. It also used the TOPSIS to select the 

most trustworthy provider using the decision matrix, which is not enough to reduce the effectiveness 

of the dishonest agents and the number of incomplete transactions. 

 

 

Figure 5.2: Number of Active Agents 

 

Figure 5.3 : Number of completed transaction per time period. 
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Having a higher number of active agents in the environment leads to an increase in the number of 

completed transactions (ὔὅὝ) regardless whether these transactions are completed positively or not 

(5.2.2). IoT-CADM allows to the Ὓὅί and Ὓὖί to have more transactions as shown in Figure 5.3 followed 

by ReGreT and SIoT, while R-D-/ ƛǎ ǘƘŜ ƭƻǿŜǎǘ ǿƘƛŎƘ ǊŜŦƭŜŎǘ ǘƘŜ ƭƻǿ ŀƎŜƴǘǎΩ ŀŎǘƛǾƛǘȅ ŀǎ ŘƛǎŎǳǎǎŜŘ ōŜŦƻǊŜΦ 

This result is proven also by the Percent of the Difference and Superiority (ὖὈὛ) between the proposed 

model and the other models (Section 2.5.3), which shows that the proposed model allows to the Ὓὅί 

and Ὓὖί to make transactions more than ReGreT, SIoT, and R-D-C by 32%, 33%, and 38% respectively.  

In ǊŜŀƭƛǘȅΣ ōǳǎƛƴŜǎǎΩǎ ŦƛƴŀƴŎƛŀƭ ǎǘŀǘŜƳŜƴǘ ƳŜŀǎǳǊŜǎ ǘƘŜ ōǳǎƛƴŜǎǎ ǇŜǊŦƻǊƳŀƴŎŜ ōȅ ŎƘŜŎƪƛƴƎ ƻǳǘ ǘƘŜ 

money flow to see how profitable the business is. Therefore, the business (either online or offline) 

profit can be defined as the money that is earned after paying the costs of producing and selling goods 

and services. One of the main objectives of e-commerce systems is to have more transactions. The 

proposed model provides for these systems a solution to make more profit (or money) as shown in 

Figure 5.4, which shows the total cash utility (gained money) by each model from all successful positive 

transactions during simulation the time. This is affected positively as the number of agents is increased 

in the environment. Figure 5.4 (a-e) shows the proposed model is more profitable than the other 

models all the time, while the R-D-C in the first sub-scenario (SSR1.1) is the lowest. It can also be seen 

in Figure 5.4 (c-e) that the R-D-C achieved the best performance in period of (1000 -3000) but 

eventually converged to similar values with ReGreT and SIoT models. 

 

Figure 5.4 : Cash Utility 
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¢ƘŜ ƛƴŎǊŜŀǎŜ ƛƴ ǘƘŜ ŜƴǾƛǊƻƴƳŜƴǘΩǎ ŘŜƴǎƛǘȅ ŀƭǎƻ increases the resources consumption Figure 5.5, which 

represents the total communication messages through the network, shows that the R-D-C model has 

the lowest network consumption due to its low agent activity.  

 

Figure 5.5  :Total Communication-MSGs through the network 

During the period (0 -1000) for SSR1.1 and SSR1.2, and the period (0-3000) for SSR1.3, SSR1.4 and 

SSR1.5 , we can clearly notice that the IoT-CADM consumed the network more than the other models 

because services are registered in the SRL. Then, towards the end of the experiment, the consumption 

of ReGreT and SIoT exceeded other models. The ὖὈὛ values indicates that IoT-CADM used network 

less than ReGreT by 10%, SIoT by 8%, and more than R-D-C by 56%; however, taking into the 

consideration the number of completed transaction, we can clearly see that the R-D-C and the 

proposed model had the lowest network consumption per transaction as shown in Figure 5.6. The 

ǇǊƻǇƻǎŜŘ ƳƻŘŜƭ ǇŜǊŦƻǊƳŜŘ ƳƻǊŜ ǘǊŀƴǎŀŎǘƛƻƴǎ ǿƛǘƘ ƭŜǎǎ ǊŜǎƻǳǊŎŜΩǎ ŎƻƴǎǳƳǇǘƛƻƴ ǎƛƴŎŜ ƛǘ ǳǎŜŘ ŜŦŦƛŎƛŜƴǘ 

evaluation and selection methods. 
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Figure 5.6 :Avg. Communication-MSGs per Transaction 

 

Figure 5.7: Avg. Evaluation and selection time. 

In regard to the evaluation method, Figure 5.7 shows the evaluation time of the competing models. 

Evaluation time is very important parameter, especially, for these kinds of SCs which considers the 

time is critical and they need to get the services quickly. Evaluation time can be identified as the time 
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between the starting time until the transaction is completed. Evaluation time is affected by the time 

of detecting the service failure or expiry, request and respond waiting times, selection time, the time 

required to sign the agreements, the number of agents, and the amount of the exchanged data.  

Figure 5.7 (a-e) demonstrate that the proposed model has the lowest evaluation time before the time 

1000 for all sub-scenarios. For the sub-scenarios SSR1.1, SSR1.2, and SSR1.3 the IoT-CADM and R-D-C 

values converged , while in SSR1.4 and SSR1. 5, the model R-D-C performed faster than all the other 

models. ReGreT and SIoT become slower with increasing number of agents in the environments 

comparing to the other models for all sub-scenarios. By evaluating the ὖὈὛ, the result shows that IoT-

CADM is more stable and performs faster than ReGreT and SIoT by 63% in average, and slower than R-

D-C by around 10%. The reason behind this can be explained in Figure 5.8, which represents the 

average number of Ὓὖί per transactions selection by Ὓὅὥ , which is denoted as ὛὖίὖὶὛὩὰ. 

 

Figure 5.8 : SPs per transactions selection by Ὓὅὥ. 

The average ὛὖίὖὶὛὩὰ for the R-D-/ ƛǎ ƻƴƭȅ άнέ, as show in Figure 5.8, most of the time, which means 

the Ὓὅὥ waits for a short time to get the responses from the Ὓὖί and indirect witnesses. In the same 

time, the Ὓὅί that use the model R-D-C, wait longer to find the candidate SPs, which make the agents 

in inactive status most of the time. ὛὖίὖὶὛὩὰ is a very important indicator, and it tell us the number 

of participants Ὓὖί are involved in the completed selection process by the Ὓὅὥ for a specific service 

ὛὙὠὭ . Higher value of the ὛὖίὖὶὛὩὰ means that the Ὓὅὥ selected the most accurate useful and trustful 

agent. On the other hand, more Ὓὖί in selection pool means also that the Ὓὅὥ consumes more 
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resources during the selection; this issue is taken in the consideration, and most of the model try to 

filter and choose the top best candidates before starting the selection process to keep the selection 

time and the resources consumption within the limit. Ὓὅί have different priorities and ways to pick-

up the best option from the available Ὓὖί to be served, whether if the selection is random-based 

selection or using their own selection criteria or methods. 

Figure 5.9 displays the trust scores of the four models. At the beginning of the simulation, none of 

agents have enough information in their database or from the witnesses about the environment. This 

means that Ὓὅί have no choice but to collaborate with unknown witnesses to select unknown service 

providers.  

 

Figure 5.9  :Trust scores of nodes in different distributions . 

In this setting, ReGreT has the lowest trust scores in the first quarter, while the SIoT and R-D-C used 

physical information to avoid the random selection during this period and resulted in a higher trust 

score than ReGreT. Towards the end of the experiment at time tick 5000, ReGreT performed higher 

than the two models, which signals the importance of using the social information in the environment 

after a certain period of time. Using the social information and the dynamic ASW method, the 

experiments shows that the proposed model has the highest trust score at all times. Evaluating the 

0$3 shows that the IoT-CADM performed better than ReGreT by 38%, SIoT by 40%, and R-D-C by 41% 

in average to select the most trustworthy 30Á.  
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The TOPSIS method is used to compare and rank the performance of all the models mathematically. 

As shown in Table 5.3, the TOPSIS ranking result showed that the proposed model IoT-CADM has the 

highest performance in the honest-Environment, followed by the models SIoT then ReGreT and R-D-C. 

IoT-CADM has also the highest performance even by changing the ὖὥὶὥάὩὸὩὶί ὡὩὭὫὬὸ (pw) which 

makes it more stable and impervious to be employed in different environments and scenarios, which 

ŎŀǇ ǘƘŜ Ƴŀƛƴ ŎƻƴǘǊƛōǳǘƛƻƴ ƻŦ ǘƘƛǎ ǊŜǎŜŀǊŎƘ ƛƴ ǊŜƎŀǊŘ ƻŦ άLƻ¢-Agent base in honest-ŜƴǾƛǊƻƴƳŜƴǘǎέΦ 

Table 5.3 :TOPSIS performance ranking in honest-Environment 
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5.2.2 Dishonest Environment (25%, 50%, and 75% misbehaving agents) 

In the real-life systems, dishonest agents (or attacker) may exist; detecting or predicting these agents 

is very hard as we explained before. However, to increase the level of trustworthiness between the 

agents, models use different strategies and approaches to reduce the impact of the dishonest in their 

environments. This section mainly aims to compare and to show how these models IoT-CADM, ReGreT, 

S-IoT, and R-D-C can deal with this issue. 

For fair comparison, we injected a different level of dishonest Agents, which are set to start randomly 

during the simulation running time. As discussed before in Section 5.1.1, there are twenty-five sub-

scenarios, each sub-scenario was compared using eight evaluation parameters for each model (Table 

5.2). Altogether, eight hundred (800) comparisons have been done to study the overall performance 

of the competing models; 640 comparisons are used to measure the performance of the infected 

models by the misbehaving agents. To reduce this huge number of the comparisons and to make the 

results easier to understand, we compared the performance of the competing models using five 

different sub-scenarios (SSR1.5 - 0%, SSR 2.5 - 25%, SSR 3.5 - 50%, and SSR 4.5 - 75%); where 0% means 

that the environment is run only by the trusted and honest agents, while the 75% means that most of 

the agents are not honest and there is a high likelihood of potential of attack. These sub-scenarios are 

chosen because: 1) these sub-scenarios deal with the largest set of the agent density (230 agents), 2) 

tƘŜ ǇŀǘǘŜǊƴǎ ƻŦ ǘƘŜ ǊŜǎǳƭǘǎ ŀǊŜ ŀƭƳƻǎǘ ǎƛƳƛƭŀǊ ǿƛǘƘ ǘƘŜ ƻǘƘŜǊ ƭŜǎǎŜǊ ŀƎŜƴǘǎΩ ŘŜƴǎƛǘȅ ŦƻǊ ǘƘŜ ǎŀƳŜ 

parameter. 3) these sub-scenarios are suitable to evaluate the performance of competing models in 

dishonest agent environment. 

 

Figure 5.10 :Number Active Agents for the SSRs 1.5, 2.5 ,3.5, and 4.5. 

Figure 5.10 sƘƻǿǎ ǘƘŀǘ ǘƘŜǊŜ ƛǎ ƴƻ ŀŎǘǳŀƭ ŜŦŦŜŎǘ ƻƴ ǘƘŜ ŀƎŜƴǘǎΩ ŀŎǘƛǾƛǘȅ ōȅ ƛƴŎǊŜŀǎƛƴƎ ǘƘŜ ƴǳƳōŜǊ ƻŦ 

misbehaving agents in all five sub-scenarios. In the first quarter of the simulation, the number of active 
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agents for all models increases rapidly, then become more stable for all the models towards the end 

of the simulation. The figure also shows that the proposed model still has the highest number of active 

agents, and the R-D-C has the least, while the ReGreT and SIoT models performed in a similar manner 

most of the time. Mathematically, by calculating the values of the ὖὈὛ between our proposed model 

ŀƴŘ ǘƘŜ ƻǘƘŜǊ ƳƻŘŜƭǎΣ ǘƘŜ ǊŜǎǳƭǘ ǎƘƻǿǎ ǘƘŀǘ ǘƘŜ ŀƎŜƴǘǎΩ ŀŎǘƛǾƛǘȅ ƻŦ Lƻ¢-CADM is higher than the ReGreT, 

SIoT, and R-D-C by around 32%, 33%, and 38% respectively for the same reasons that are mentioned 

in the previous section.  

Agent activity is used to measure if the agents are active or not regardless of the agents behave 

positively or negatively. The number of positive completed transaction( ὔὖὅὝ) is also required to 

measure the overall performance. ὔὖὅὝ of each model is shown in Figure 5.11 this is affected 

negatively as the number of dishonest agents is increased in the environment. It is clear also that IoT-

CADM allows to the Ὓὅί and Ὓὖί to make more positive transactions compared with the other models, 

which is reflected the high agent activity. Figure 5.12 shows the Number of positive transactions where 

it can be observed that towards the end of the experiment at time tick 3000, the models ReGreT, SIoT, 

and R-D-C eventually converged to similar values. 

 

Figure 5.11: Number of positive transactions for the SSRs 1.5, 2.5 ,3.5, and 4.5 
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Figure 5.12 : Avg. Trend for the Positive transactions after 3000 

Mathematically, by evaluating the ὛὒὕὖὉ (to determine the direction and the steepness, Section 

2.5.4) of the datasets from time tick 3000 to the end of the experiment at time tick 3000 as shown in 

Figure 5.12 the results are 0.0080, -0.0021, 0.0009, -0.0024 for the IoT-CADM, ReGreT, SIoT, and R-D-

C respectively. The positive value of the result means that the direction of the data line is going up and 

the values of ὔὖὅὝ should be increased predictably during the running time. At the same time, the 

ὛὒὕὖὉ value determine the steepness of the data line, and how fast the following predicted values 

reach to the maximum or to the minimum; based on that, the IoT-CADM and SIoT have the same 

direction, but based on the slope value, the prediction of the ὔὖὅὝ to be equal to the total number of 

transaction (which is the maximum and all the transactions are positive) during the simulation for the 

model IoT-CADM is approximately eight times faster than the SIoT . On the other hand, ReGreT and R-

D-C reach to minimum where the number of the positive transactions is very low or equal to zero (even 

if that will happen after long time). 

 

Figure 5.13: Avg. SPs/Selection for the SSRs 1.5, 2.5 ,3.5, and 4.5. 
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Figure 5.14: Avg. Evaluation and selection time for positive transactions. 

Evaluating the average of ὛὖίὖὶὛὩὰ 13 is very important to understand and to verify the results from 

the other performance evaluation parameters. Figure 5.13 shows that the average of ὛὖίὖὶὛὩὰ was 

not affected by the increase in the number misbehaving agents for the models IoT-CADM and R-D-C, 

while the models ReGreT and SIoT are reduced a slightly after the time tick 1000. Because of the low 

average value of the ὛὖίὖὶὛὩὰ for the model R-D-C most of the time, as the Figure 5.14 clarify, the 

evaluation process time for the model R-D-C is also very low compared with the other models. Taking 

in our consideration the number of positive, IoT-CADM perform faster than ReGreT by 57% and SIoT 

by 59% in average of ὖὈὛ. 

 

 

 

 

 

 

Figure 5.15: Cash Utility for the SSRs 1.5, 2.5 ,3.5, and 4.5. 

Ὓὅί and Ὓὖί try to increase their benefit and profit to the maximum by increasing the ὔὖὅὝ ὺὥὰόὩ. If 

the transactions between Ὓὅί and Ὓὖί are completed successfully in the Ὓόὴὴὰώ ὅὬὥὭὲ, Ὓὖί usually 

gain money from the Ὓὅί, in turn, when the Ὓὅί provide a service to the next level in the supply-chain 

 
13 ὛὖίὖὶὛὩὰ : Ὓὖί ὴὩὶ ὸὶὥὲίὥὧὸὭέὲί ίὩὰὩὧὸὭέὲ ὦώ Ὓὅὥ . 
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SCs will make profit as well (Figure 5.15.a ). On the other hand, if the transactions between Ὓὅί and 

Ὓὖί are not completed as a result of any kind of misbehaving, the extra time and cost reduce the total 

gained money. The total cash utility of each model is shown in Figure 5.15., this is affected negatively 

as the number of dishonest agents is increased in the environment. In the first sub-scenario (SSR1.5) 

ReGreT and SIoT models during the period (0 -1000) performed higher than R-D-C. Then, the R-D-C 

achieved the best performance in period of (1000 -3000) but eventually converged to similar values 

with the ReGreT and SIoT models. It can also be seen in Figure 5.15. (a-c) that SIoT lost money faster 

than the other models, while the IoT-CADM performed best and gained the most cash in an 

environment where everyone is mostly dishonest as shown in Figure 5.16(a), followed by R-D-C then 

ReGreT and SIoT respectively Figure 5.16(b). This result is proven by evaluating the ὛὒὕὖὉ for time 

after the time tick 3000 to the end of the experiments for all the models. The slope values for IoT-

CADM, ReGreT, SIoT, and R-D-C is 0.672, -0.099, 0.163, -0.245 respectively. The results show that the 

models ReGreT and R-D-C lost money, SIoT gained money slightly, while most of money is gained by 

the IoT-CADM as shown in Figure 5.17. 

 

Figure 5.16: Cash utility- total gain 

 
 

Figure 5.17: Cash-Utility-Trends for the SSRs 1.5, 2.5 ,3.5, and 4.5. 
 



   
 

 101 

The ὔὖὅὝ and Cash-Utility parameters show that the performance of IoT-CADM is higher than the 

other models, since it uses a novel evaluation and selection method to select the best Ὓὖί. Figure 5.18 

demonstrates the trust scores of the of the three models IoT-CADM, ReGreT, SIoT, and R-D-C. IoT-

CADM has the highest trust score value of the trustworthiness, which suggest that it has the most 

trustworthy Ὓὖὥ for the Ὓὅὥ compared with the other models. This is because of the use of ASW, in 

addition, it gathers the information from different resources. At the beginning of the simulation, none 

of agents have enough information in their database or from the witnesses about the environment. 

This means that SCs have no choice but to collaborate with unknown witnesses to select unknown 

service providers. In this setting, ReGreT has the lowest trust scores in the first quarter, while the SIoT 

and R-D-C used physical information to avoid the random selection during this period and resulted in 

ŀ ƘƛƎƘŜǊ ǘǊǳǎǘ ǎŎƻǊŜ ǘƘŀƴ wŜDǊŜ¢Φ hƴŎŜ ǘƘŜ ŀƎŜƴǘǎ ƘŀǾŜ ŜƴƻǳƎƘ ƛƴŦƻǊƳŀǘƛƻƴΣ ǘƘŜ ƳƻŘŜƭǎΩ όwŜDǊŜ¢Σ {Lƻ¢ 

and R-D-C) performances converge. Towards the end of the experiment at time tick 5000, ReGreT 

performed higher than the SIoT and R-D-C, which signals the importance of using the social information 

in the environment after a certain period of time. The results also shows that the performance of the 

SIoT was affected more than the other models when the number of misbehaving agents increases in 

the environment, due to the use of physical information, which does not contribute to the 

identification of misbehaving agents, while the other models use other more effective sources of 

information to evaluate performance. 

 

Figure 5.18: Evaluated-Trust score for positive transactions (for SSRs 1.5, 2.5, 3.5, and 4.5). 
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Figure 5.19: the network usage for SSRs 1.5, 2.5, 3.5, and 4.5. 

bŜǘǿƻǊƪ ǳǎŀƎŜ ƛǎ ŀƴƻǘƘŜǊ ƛƳǇƻǊǘŀƴǘ ŦŀŎǘƻǊ ǘƻ ǎǘǳŘȅ ǘƘŜ ƳƻŘŜƭǎΩ ǇŜǊŦƻǊƳŀƴŎŜΦ Figure 5.19 shows the 

network consumption for the competing models. In the first quarter, the proposed model used the 

ƴŜǘǿƻǊƪ ƳƻǊŜ ǘƘŀƴ ǘƘŜ ƻǘƘŜǊ ƳƻŘŜƭǎ ŀǎ ǊŜŀǎƻƴ ƻŦ ǊŜƎƛǎǘŜǊƛƴƎ ǘƘŜ {tǎΩ ǎŜǊǾƛŎŜǎ ƛƴǘƻ ǘƘŜ {w[Ωǎ ŘŀǘŀōŀǎŜΦ 

At the tick time 3000, both models ReGreT and SIoT exceed the IoT-CADM consumption. This makes 

IoT-CADM the second lowest model after the R-D-C, which has the lowest network consumption as a 

result of the low value of ὛὖίὖὶὛὩὰ. 

 

Figure 5.20: The average network usage per transaction for SSRs 1.5, 2.5, 3.5, and 4.5. 

Taking the number of completed transactions in consideration, Figure 5.20 shows that the R-D-C is the 

lowest model of using the network resources as result of low value of ὛὖίὖὶὛὩὰ. IoT-CADM consumed 
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the network more than the other until the tick time 500, then, the models ReGreT and SIoT converged 

and consumed the network more than the IoT-CADM and R-D-C towards the end of the experiment 

time. The ὖὈὛ values show that the average network consumption (usage) for the model IoT-CADM is 

less than the models ReGreT and SIoT by 27%, and for more than R-D-C by 32% (as a reason of the low 

value of ὛὖίὖὶὛὩὰ for the R-D-C) using the.  

Table 5.4 summarizes the result of comparing these models using TOPSIS, which shows that the 

proposed model IoT-CADM still has the highest performance in the dishonest environment in different 

number of misbehaving Agents, even by changing the ὖὥὶὥάὩὸὩὶί ὡὩὭὫὬὸ(pw); this means that the 

IoT-CADM is able to deal with άLƻ¢-Agent base in dishonest dynamic ŜƴǾƛǊƻƴƳŜƴǘǎέ more than the 

other competing models. The result also shows that ReGreT performed higher than SIoT in dishonest 

environments and R-D-is ranked last.  

Table 5.4: TOPSIS performance ranking in dishonest environment (25-75%). 
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5.2.3 Dishonest Environment (100% misbehaving agents) 

Due to the importance of evaluating the performance to compare the competing models in different 

IoT agent-based environments, the previous subsections discussed the environments where the 

dishonest agents are partially deployed in different levels (0-75%) in the environment. In this 

experiment, we are interested to see what happened when the environment is fully populated with 

dishonest agents. 

In real-life, it is very hard to find this kind of environments where everyone tries to attack, steal, or 

misbehaǾŜ ǘƻ ǘƘŜ ƻǘƘŜǊ ŜƴǾƛǊƻƴƳŜƴǘΩǎ ƳŜƳōŜǊǎΦ ¢Ƙƛǎ ǎǳō-section introduced the performance 

evaluation of the competing models in the environments that have 100% dishonest agents to identify 

ǘƘŜ ŜȄǘǊŜƳŜ ƳƻŘŜƭǎΩ ǇŜǊŦƻǊƳŀƴŎŜ ƻŦ ŎƘƻƻǎƛƴƎ ǘƘŜ Ƴƻǎǘ ōŜƴŜŦƛŎƛŀƭ ὛὖὭ to provide the service ὛὙὠὭ. To 

compare the performance of the competing models, we tested them using five different sub-scenarios 

(SSR5.1, SSR 5.2, SSR 5.3, SSR 5.4, and SSR 5.5) by injecting 100% of dishonest agents in five different 

agent distributions (Table 5.2). 100% means that all the agents are not honest and there is a high 

likelihood of potential of attack. 

 

Figure 5.21 : Evaluated-Trust score for SSRs 5.1, 5.2, 5.3, 5.4, and 5.5. 

Preventing the dishonest agents requires the competing models to use different techniques to detect 

these agents and reject them from the selection process. Detecting the dishonest agents using the 

trust and reputation needs to have old experiences and transactions history about the other peers. 
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Figure 5.21 shows the trust score for the competing models where everyone is dishonest. It is 

ǳƴǎǳǊǇǊƛǎƛƴƎ ǘƘŀǘ ǘƘŜ ǇǊƻǇƻǎŜŘ ƳƻŘŜƭΩǎ ǎŎƻǊŜ ŘǊƻǇǇŜŘ ƳƻǊŜ ǘƘŀƴ ǘƘŜ ƻǘƘŜǊΦ This is because the IoT-

CADM evaluate the trust score using the ASW based on the direct, indirect, and the market-value. At 

the beginning of the simulation, the agents do not have enough information (direct and indirect), 

hence, the IoT-/!5aΩǎ Ὓὅὥ select the Ὓὖὥ using the available information form the market-value in 

addition to the physical parameters. Once the Ὓὖὥ behave negatively with the Ὓὅὥ ; the Ὓὅὥ punishes 

the Ὓὖὥ by sharing the experience with all requesters and reduces the ὛὖὥΩǎ ƳŀǊƪŜǘ-value. The IoT-

/!5aΩǎ ǘǊǳǎǘ ǎŎƻǊŜ ƛƴ Figure 5.21 reflects the actual continuous bad behaviour and continuous 

punishments in all five sub-scenarios. This also happened to the ReGreT model after the second half 

of the experiment after building the negative experience database. Using the physical information 

makes the models SIoT and R-D-/Ωǎ ǘǊǳǎǘ ǎŎƻǊŜ ƳƻǊŜ ǎǘŀōƭŜΣ ƘƻǿŜǾŜǊΣ it is unfortunate that the trust 

scores do not reflect the true nature of environment where everyone is dishonest. 

 

Figure 5.22: Number of completed transactions for the SSRs 5.1, 5.2, 5.3, 5.4, and 5.5. 

Figure 5.22 shows the number of transactions that are used to build the experience database. It is clear 

that all models show an increase in the number of transactions dramatically in the first quarter, then 

become stable as a reason of avoiding the old transactions (older than certain time, which is 

determined by the model user). Figure 5.22 shows also that IoT-CADM has the lowest number of 

completed transactions, as it avoids most of the candidate Ὓὖί that have low trust score bad 

behaviour. The experiment shows also that R-D-C is the second lowest model in order and eventually 



   
 

 106 

converged to similar values with the IoT-CADM towards the end of the experiment at time tick 3000. 

Although ReGreT has the highest value in the first quarter of the experiments, SIoT exceed all the other 

models values to be as the highest model in terms of the number of completed transactions as a reason 

of the stability of the trust score, which reflect the selection process that resulted in the high number 

of transactions. More transactions led to the increase the total time between the time of start looking 

for the best Ὓὖὥ and the time of signing the contract with the Ὓὖὥ. The average evaluation time as 

shown in Figure 5.23 demonstrate that the IoT-CADM and R-D-C are affected less than the ReGreT and 

SIoT models by increasing the number of agents in the environment. It is also shows that the ReGreT 

model has highest evaluation time during the period (0 -2000) than the SIoT achieved the highest 

evaluation time comparing to the other models. 

 

Figure 5.23 : Avg. evaluation and selection time. 

As we discussed before, incomplete transactions between SCs and SPs (because of any kind of 

misbehaving or fraudulent) transactions may result in the loss of time and money with no resources. 

Figure 5.24 shows the total cash utility of each model, and it is clear that all models are affected 

negatively as the number of agents (which are all dishonest) is increased in the environment. It can 

also be seen in Figure 5.24 that the R-D-C, as a result of the low number of negative transactions and 

the evaluation time, loses money less than all other models, and the IoT-CADM in the second position; 

while the ReGreT and SIoT have the same amount of the lost money during the whole simulation time. 

 



   
 

 107 

 

Figure 5.24: Cash utility 

 

Figure 5.25 : Total Communication-MSGs through the network 

Figure 5.25 demonstrate the network usage, which refers to the amount of data sent back and forth 

across the network due to applications, servers, devices, and network users. It shows that the model 

IoT-CADM consumes the network more than the other models in the first quarter in the first three sub-

scenarios SSR5.1, SSR5.2, and SSR5.3; and less than the models ReGreT and SIoT in the sub-scenarios 

SSR5.2 and SSR5.3 for the same period time. It can also be seen in Figure 5.25 that the R-D-C has the 



   
 

 108 

lowest network usage, as a result of low number of completed transactions, and the IoT-CADM 

achieved the second-best performance towards the end of the experiment at time tick 3000, while the 

values of the models ReGreT and SIoT diverged to the models IoT-CADM and R-D-/Ωǎ ǾŀƭǳŜǎΦ 

In the same way of ranking the competing models mathematically using the TOPSIS method Table 5.5), 

the result shows in that the proposed model IoT-CADM has the highest performance in the fully 

dishonest-environment, where everyone is dishonest, and tries to attack, steal, or misbehave to the 

ŀƭƭ ƻǘƘŜǊ ŜƴǾƛǊƻƴƳŜƴǘ Ψǎ ƳŜƳōŜǊǎΣ ǿƘƛƭŜ ǘƘŜ w-D-C is the last. This make IoT-CADM caps the main 

ŎƻƴǘǊƛōǳǘƛƻƴ ƻŦ ǘƘƛǎ ǊŜǎŜŀǊŎƘ ƛƴ ǊŜƎŀǊŘ ƻŦ άLƻ¢-!ƎŜƴǘ ōŀǎŜ ƛƴ ŘƛǎƘƻƴŜǎǘ ŜƴǾƛǊƻƴƳŜƴǘǎέΦ 

Table 5.5: TOPSIS performance ranking in dishonest environment (100%). 
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5.3 Summary  

This chapter presents the overall study results of comparing the competing models IoT-CADM, ReGreT, 

SIoT, and R-D-C. The performance of the four competing models is tested in three different 

environments: fully honest-Environment, partially dishonest environment, and fully dishonest 

environment. the TOPSIS technique is used to rank the competing models based on the performance 

parameters: trustworthiness, cash-utility, average times of choosing trustworthy providers, 

satisfaction, detecting malicious nodes, in addition to the network usage. 

In the fully honest-Environment (5.2.1), where everyone in the environment is honest, the competing 

models are evaluated and tested using five different sub-scenarios SSR1.1, SSR1.2, SSR1.3, SSR1.4, and 

SSR1.5, which represents five different agent distribution densities. The TOPSIS ranking result proved 

that the proposed model IoT-CADM has the highest performance in the honest-Environment, followed 

by the models SIoT then ReGreT and R-D-C. In the second testing environments(5.2.2), we compared 

the performance of the competing models using five different sub-scenarios (SSR1.5 - 0%, SSR 2.5 - 

25%, SSR 3.5 - 50%, and SSR 4.5 - 75%); where 0% means that the environment is run only by the 

trusted and honest agents, while the 75% means almost of the agents are not honest and there is a 

high likelihood of potential of attack. the TOPSIS result shows that the proposed model IoT-CADM still 

has the highest performance in the dishonest environment in different number of misbehaving agents. 

In this time, the order of the other models is ReGreT in the second position, and SIoT and R-D-C in third 

and fourth positions. Section 5.2.3 discussed the extreme performance of competing models and 

tested them using the five different sub-scenarios SSR5.1, SSR5.2, SSR5.3, SSR5.4, and SSR5.5. In these 

sub-ǎŎŜƴŀǊƛƻǎΣ ŀƭƭ ǘƘŜ ŀƎŜƴǘǎ ŀǊŜ ŘƛǎƘƻƴŜǎǘΣ ŀƴŘ ŜǾŜǊȅƻƴŜ ƳƛǎōŜƘŀǾŜ ǘƻ ŀƭƭ ƻǘƘŜǊ ŜƴǾƛǊƻƴƳŜƴǘ Ψǎ 

members. the TOPSIS method (Table 5.5) shows that the proposed model IoT-CADM has the highest 

performance in the fully dishonest-environment, followed by the ReGreT, SIoT and R-D-C in order. 

Altogether, Table 5.6 summarized the final performance and compare the overall performance for all 

competing models in all testing environments. It ranks the IoT-CADM as topmost model, followed by 

ReGreT and SIoT, then R-D-C in the last position in the order. This result is expected, as a result of using 

the social information by IoT-CADM and ReGreT, which reflect the true nature of the agent behaviour 

in the environment, rather than using the physical behaviour.  
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Table 5.6: Final TOPSIS performance ranking for all testing environments. 

 
 
The next chapter discusses the conclusion, the main findings of this research and future work. 
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Conclusion  

6.1 Conclusion  

The Internet of Things (IoT) provides advanced services by interconnecting heterogeneous smart things 

(virtual or physical devices) through existing interoperable information and communication 

technologies. Due to its tenuous nature, IoT is vulnerable to different types of attack, which usually 

lead to exposure of secrets of the node to the attacker, and removes the authenticity, and integrity of 

the obtained data. As such, it is important to have a trust and reputation model to evaluate the 

trustworthiness of the different players in IoT settings. To date, there are limited of comprehensive 

decision-making trust-based reputation models which have been developed for this purpose. This 

research aims to answers the research questions that we presented earlier which are:  

How to select the best service provider in an IoT environment based on the trustworthiness and the 

reputation of the service provider? 

 In addition to address other related questions which are : What are the criteria and procedures that 

can be used for gathering Information about entity, entity scoring and ranking, and entity selection?, 

Also, how these systems (that allow devices to contact and cooperate with other entities) can deal 

with other IoT challenges such as integrity, heterogeneity, scalability, network and Infrastructure, and 

data storage, and Finally, how these systems can deal with the entities that are misbehaving or 

providing bad services? To achieve this: 

1- This study introduced a background review for all fundamental requirements, definitions, and 

knowledge related to the objectives of this research including: the Smart Factories (Section 2.1), 

Internet of Things (Section 2.2), and Multi Agent Systems(Section 2.3) in the second chapter.  

2- A general review of the trust management systems in literature is presented (Chapter 3 ), 

providing an analysis approaches to trustworthiness in IoT, MAS, and agent based IoT (Table 3.3). 

Models are compared based on six fundamental factors: Model, Network Type, Data Source, 

addressed Attacks, Multi-Context and update (Table 3.1). Limited works on comprehensive 

decision-making with trust-based reputation exist; New models need to be more dynamic, 

smarter, and must be able to deal with the scalability, high heterogeneity, the fragility of 

traditional security approaches.  

3- Develop a new trust and reputation technique named as IoT-TESM as a part of the proposed 

model IoT-CADM (Comprehensive Agent-based Decision-making Model for IoT), which facilitate 
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decision-making amongst agents in IoT setting. IoT-TESM evaluate the overall performance of a 

service provider by combining multi-context quality of the provided Service (ὗέὛ) and quality of 

the provider of the Service (ὗέὖ); which can lead to increase the evaluation accuracy (Chapter 

4 ). In addition to develop a new technique for balancing and adjusting the evaluation weights 

dynamically using the Auto Scale Weight technique. 

4- Develop a multi-agent framework implementation based on smart factory case study, which is 

used the supply chain as the evaluation context to evaluate the new trust and reputation 

algorithm(Section 4.1), then, the TOPSIS approach is used to compare and rank the performance 

of IoT-CADM against implementations of existing trust and reputation models based on the 

trustworthiness, cash and time utility, average times of choosing trustworthy providers, the 

percentage of good transactions, density, and detecting dishonest entities. and the result 

confirmed that the proposed IoT-CADM has the highest performance ( Section 5.1). 

5- Overall study results presented in Chapter 5 compared the competing models IoT-CADM, 

ReGreT, SIoT, and R-D-C. The performance of the four competing models was evaluated in three 

different environments: Fully honest-environment, partially dishonest environment, and fully 

dishonest environment. The TOPSIS technique was used to rank the competing models based on 

the performance parameters: trustworthiness, cash-utility, average times of choosing 

trustworthy providers, satisfaction, detecting malicious nodes, in addition to the network usage. 

The overall performance for all competing models based on the result discussed in the Tables 

Table 5.3,Table 5.4 , and Table 5.5 show that in the term of the context awareness, quality of 

service quality of provider, agents activity, number of completed transactions, gained cash, and 

the evaluated trust score, the proposed model performed higher than the other models. At the 

same time, the proposed model performed slightly less than the R-D-C and higher than ReGreT, 

S-IoT in term of the average evaluation and selection time, and the total communication MSGs 

through the network as a result ƻŦ ǘƘŜ ƭƻǿ ǾŀƭǳŜ ƻŦ άƴǳƳōŜǊ ƻŦ {tǎ ǇŜǊ ǎŜƭŜŎǘƛƻƴέ ƻŦ ǘƘŜ ƳƻŘŜƭ 

R-D-C. Taken together, the overall performance for all competing models, which is summarized 

in Table 5.6 based on the result that discussed in the Tables Table 5.3,Table 5.4, and Table 5.5 

show that the IoT-CADM performed the higher than the ReGreT by around 59%, S-IoT by around 

60%, and 70% for the model R-D-C. Both IoT-CADM and ReGreT use social information which 

reflects the true nature of the agent behaviour in the environment, rather than just using the 

physical behaviour, which is the approach used by the models S-IoT and R-D-C. 
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6.2 Contributions 

The main contribution of this research is to provide a trust and reputation method that can facilitate 

decision-making amongst agents in IoT setting. The proposed method, which named as IoT-TESM, is 

used to measure trustworthy and the satisfaction of the service provider based on the collected 

information from different resources including the direct and indirect social information in addition to 

the market information using seven different properties which are: Service Lead Time, Service 

Similarity value, Service Description Accuracy, Service Guarantee, Service Satisfaction, Service Cost, 

and Over Request (Table 4.2), IoT-TESM evaluate the overall performance of a service provider by 

combining multi-context quality of the provided Service (ὗέὛ) and quality of the provider of the Service 

(ὗέὖ); which can lead to increase the evaluation accuracy, as well giving more chance to the provider 

how provide a new service. This combination also can decrease the impact of the attackers like the 

Bad-Mouthers (giving a fake negative ratings) and Ballot-Stuffers (giving a fake positive ratings). To 

build a comprehensive model, which can collect and gather the information in efficient way from 

different source, evaluate trust value and rank of the competitors, deal with the high dynamicity of the 

IoT, and preventing the misbehaving parties; the IoT-CADM (Comprehensive Agent-based Decision-

making Model for IoT) has been proposed. 

IoT-CADM is an IoT agent-based decentralized trust and reputation model proposed to select the best 

service providers for a particular service based on multi-context quality of services. IoT-CADM is a 

decentralized agent-based decision-making model, which aims to aid the objects in the IoT 

environment to decide how, when, and who to collaborate, negotiate, and operate with on behalf of 

its owner. Based on the trust and reputation, IoT-CADM assesses the behaviour of the objects (agents) 

in multi-context and takes into account the QoS to protect good agents from fraudulent entities and 

increase the overall performance of the environment. IoT-CADM also provides a dynamic technique 

ASW (The Auto-Scale Weights) which aims to give a balanced and fair values of the weights, as well as 

preventing the misbehaving entities using the public-key security mechanism and machine learning to 

improve the prediction accuracy using the PCA technique.  

In IoT-CADM environment, which consists of the agent-based Service Consumer (ὥὛὅ), agent-based 

Service Provider (Á30), Service Registry List (ὛὙὒ), Market Value Registry List (ὓὠὒ), and Simple 

Service Consumer (ίὛὅ); the components are connected to each other using IoT network and can be 

monitored and controlled by its owner using IoT. This environment is implemented in a smart factory 

setup based on a supply chain by developing different IoT smart agents that implement the intelligent 

machines to work together as sellers and buyers to manufacture COVID-19 Personal Protective 

Equipment (PPE). In this case study IoT-CADM, is implemented in a multi-agent simulation using JADE, 
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where the location of the agents and the chronology of their initiation of activity were randomly 

selected.  

In this research, a quantitative data was conducted, transcribed, and analysed using a statistical and 

computational techniques to conduct the final results for the models IoT-CADM , ReGreT, SIoT, and R-

D-C. The performance of these models is evaluated by implemented them in a developed agent-based 

framework that is able to simulate the behaviours of large amount of interacting agents while 

evaluating their trustworthiness and reputation, which is also a neat contribution in this research.  

The TOPSIS technique, which is used to compare and rank the performance of these models, shows 

that IoT-CADM outperformed other existing models in terms context aware, quality of Service (QoS) 

ŀƴŘ ǉǳŀƭƛǘȅ ƻŦ tǊƻǾƛŘŜǊ όvƻtύΣ ŀƎŜƴǘǎΩ ŀŎǘƛǾƛǘȅΣ ƴǳƳōŜǊ ƻŦ ŎƻƳǇƭŜǘŜŘ ǘǊŀƴǎŀŎǘƛƻƴΣ ǘƻǘŀƭ ŎŀǎƘ ǳǘƛƭƛǘȅΣ 

average evaluation and selection time, average number of SPs per Selection, network consumption , 

and finally the evaluated trust score. 

6.3 Recommendations and future work 

This study presented a general review of the trust management systems in literature, which showed 

lack of a comprehensive studies that are able to solve the open issue of devising an effective and 

efficient trust computation method for dynamic assessment in IoT. This study introduced the IoT-

/!5a ǘƻ ŀǎǎŜǎǎ ǘƘŜ ōŜƘŀǾƛƻǳǊ ƻŦ ǘƘŜ ƻǘƘŜǊ ǇŜŜǊǎ ƻǊ ŜƴǾƛǊƻƴƳŜƴǘΩǎ ƳŜƳōŜǊǎ ōŀǎŜŘ ƻƴ ǘƘŜ ǘǊǳǎǘ ŀƴŘ 

reputation based on the assumptions that mentioned in (Section 4.6), however, the future work could 

examine: 

1) The effect of the unsecure connection media and network Infrastructure on the trust and 

reputation. 

2)  The impact of the performance of the proposed model in the case of removing any of its 

components. 

3) Exploiting the hidden meta data (information) in the trust evaluation as extra data source. 

4) Implementing the proposed models on different scenarios and smart environments. 

5) Trying different method to increase the efficacy of detecting the dishonest agents in the 

environments. 

6) Using different method to rank the experiments results, which helps to compare the models 

from different views. 
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The study also concluded with the following recommendations: 

1) It is essential to embed the smart efficient IoT devices in all applications in our real-life to aid us 

as humans to make better decisions, tracking, save time and money. 

2) It is important to increase the capabilities IoT devices to keep pace with the increasing needs to 

move to the smart life. 

3) The future studies need to be more dynamic, smarter, and must be able to deal with the 

scalability, high heterogeneity, the fragility of traditional security approaches, in addition to the 

huge amount of the sensitive data exchanged.  

4) The new models also need to be accurate in selecting the most trustworthy peers (service 

providers) using all the available trusted resources to gather the information and reputations, 

taking in the consideration the context-awareness, and the quality of services. 

5) Finally, this study proves the importance of studding the social behaviour (information), which 

make new models also need to use this source of the information. 
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6.4 Summary 

In this chapter, we discussed a new algorithm IoT-TESM and its implementation in the IoT-CADM model 

to solve the open issue of establishing trust mechanisms that facilitate decision-making amongst 

agents in IoT setting, where assessing the trustworthiness plays an important role to increase the 

satisfaction by maintaining a successful collaboration between ǘƘŜ Lƻ¢Ωǎ entities. 

The proposed method IoT-CADM is a decentralized agent-based decision-making model, which aims 

to aid the objects in the IoT environment to decide how, when, and who to collaborate, negotiate, and 

operate with on behalf of its owner. Based on the trust and reputation, IoT-CADM assesses the 

behaviour of the objects (agents) in multi-context and takes into account the QoS to protect good 

agents from fraudulent entities and increase the overall performance of the environment. Mainly, IoT-

CADM exploits the agent capabilities to cope with the mentioned issues, taking the advantages of the 

multi-Agent system (MASs) of its ability to deal with autonomy, heterogeneity, as well as the social 

relations.  

IoT-CADM can be applicable for a wide range of IoT environments such as large-scale online 

environments, smart-houses, smart-city, and so on. In this research, the Smart Factory based on the 

supply chain is the main scenario platform that is used to test and evaluate the proposed model for 

two reasons which are: 1) the smart factory is considered the heart of the new industry revolution. 2) 

the smart factories are considered dynamic structures that lead the intelligent machines and factory 

automations with data communications in the manufacturing technologies, where machines and 

products interact with each other without human control to improve the performance, controllability, 

quality, and transparency of manufacturing processes. 

In the supply chain, the connected network of individuals, organizations, activities, resources, and 

technologies involved in the manufacturing and/or selling of a product or service, used their 

equipment (such as sensors, robots, machines, etc) under the IoT network cloud and exchange a huge 

amount of sensitive data. At any S/Ωǎ ǎǘŀƎŜ ὛὸὫὭȟὛ the outcome (individuals or organizations) is 

considered as the input to the next stage ὛὸὫὭ ρȟὛ, which in his turn needs to select the best 

provider from different options to provide the service Ὓ. So, in IoT-CADM environment, the individuals 

or organizations play three main roles, which are: consuming services provided by others, producing 

services, and providing services to others. As an agent-based, the main components of IoT-CADM are 

agent-based Service Consumer (aSC), agent-based Service Provider (aSP), Service Registry List (SRL), 

Market Value Registry List (MVL), Simple Service Consumer (sSC), and IoT Monitoring Service (Section 

4.7). All these components work together precisely and strictly to reach the highest performance and 

satisfaction as we described in Section 4.6. In IoT-CADM, the IoT-TESM is used to evaluate the 

trustworthiness by combining the gathered information from different sources including Direct 



   
 

 117 

experiences (ὈὸὛὖὭ), Indirect experiences (ὍὲὨὸὛὖὭ), and Market evaluation (ὓὶὯὠὥὰ) (Equation 4.1). 

Once the service consumer ὥὛὅ needs to select ὥὛὖ; aSC has to evaluate IoT-TESM for every service 

provider aSP who provides a particular service ὛὙὠὭ, and then, aSP with the highest evaluation value 

will be selected to perform the service (or highest evaluation value will have the highest chance to be 

ŎƘƻǎŜƴ ǘƻ ǇǊƻǾƛŘŜ ǘƘŜ ǎŜǊǾƛŎŜ ƛŦ ǘƘŜ ŀƎŜƴǘΩǎ ƻǿƴŜǊ ŘƛŘ ƴƻǘ ƎƛǾŜ ǘƘŜ Ŧǳƭƭ permission to the agent to 

select). 

In Equation 4.1, the values of the weights ‌, ‍ and ‎ values can be set in two ways; first, by giving the 

owner the right to set adjust them manually or using the proposed technique ASW, where the ASW is 

a dynamic technique aims to give a balanced and fair values of the weights to increase the overall 

performance. Unlike most of the current trust and reputation models that do not give any chance to 

the new providers by using the Threshold level, which usually gave the chance only to the highly trusted 

to perform the service; the proposed model builds a fair-comprehensive- image about every service 

and service provider to give more chance for new providers as we discussed in Equation 4.5. 

In regard to preventing the dishonest agents, detecting and preventing misbehaviour or dishonest 

agents is one of the most essential priorities that we tried achieved to increase the performance and 

the trustworthiness between the agents; in this research (Section 4.5) we encrypted the data and the 

communication messages, in addition to use principal component analysis (PCA) to identify the 

patterns of the data and the relation between the evaluation parameters which can help to exceed the 

suspected bed behaviour agents. 

The next chapter of this research presents the data analyses and results, and shows the performance 

and how the proposed model can deal with the autonomy, heterogeneity, as well as social behaviours 

and relations. 
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Appendix A 

JADE (JAVA Agent DEvelopment Framework) 

1. JADE in general 

JADE (Java Agent DEvelopment Framework) is a software Framework fully implemented in the Java 

language. It simplifies the implementation of multi-agent systems through a middle-ware that 

complies with the FIPA specifications and through a set of graphical tools that support the debugging 

and deployment phases. A JADE-based system can be distributed across machines (which not even 

need to share the same OS) and the configuration can be controlled via a remote GUI. The 

configuration can be even changed at run-time by moving agents from one machine to another, as and 

when required. JADE is completely implemented in Java language and the minimal system requirement 

is the version 5 of JAVA (the run time environment or the JDK). 

Besides the agent abstraction, JADE provides a simple yet powerful task execution and composition 

model, peer to peer agent communication based on the asynchronous message passing paradigm, a 

yellow pages service supporting publish subscribe discovery mechanism and many other advanced 

features that facilitates the development of a distributed system. 

Thanks to the contribution of the LEAP project, ad hoc versions of JADE exist designed to deploy JADE 

agents transparently on different Java-oriented environments such as Android devices and J2ME-CLDC 

MIDP 1.0 devices. 

2. JADE - Tutorials & Guides 

1- Basic Documentation  

¶ Introduction to JADE 
¶ JADE Administration Tutorial by Ryerson University 
¶ JADE Programming Tutorial 
¶ W!59 ŀŘƳƛƴƛǎǘǊŀǘƻǊΩǎ DǳƛŘŜ 
¶ W!59 tǊƻƎǊŀƳƳŜǊΩǎ DǳƛŘŜ 
¶ API Documentation 

2- Additional  Tutorials  
a. Standards  

¶ FIPA specifications 
b. Methodology  

¶ A Methodology for the Analysis and Design of Multi Agent Systems using JADE 
By Magid Nikraz ς Murdoch University 

c. Configuration  

¶ Using arguments and properties to configure your agents 
By Dick Cowan ς Menehune Software Inc 

d. Content  Languages & Ontologies  

¶ Creating and using applications-specific ontologies 
¶ Creating ontologies by means of the BeanOntology class 

https://jade.tilab.com/documentation/tutorials-guides/introduction-to-jade/
https://jade.tilab.com/documentation/tutorials-guides/jade-administration-tutorial/
http://www.ryerson.ca/
https://jade.tilab.com/doc/tutorials/JADEProgramming-Tutorial-for-beginners.pdf
https://jade.tilab.com/doc/administratorsguide.pdf
https://jade.tilab.com/doc/programmersguide.pdf
https://jade.tilab.com/doc/api/index.html
https://jade.tilab.com/papers/JADETutorialIEEE/JADETutorial_FIPA.pdf
https://jade.tilab.com/doc/tutorials/JADE_methodology_website_version.pdf
http://www.murdoch.edu.au/
https://jade.tilab.com/documentation/tutorials-guides/how-to-configure-your-agent
mailto:rm.cowan@verizon.net
https://jade.tilab.com/doc/tutorials/CLOntoSupport.pdf
https://jade.tilab.com/doc/tutorials/BeanOntologyTutorial.pdf
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¶ How to use the XML Codec to import/export ontological entities from/to 
XML (requires the XMLCodec Add-On) 

¶ How to use the RDF Codec for encoding the content of ACLMessages in 
RDF(requires the RDFCodec Add-On) 

e. Mobile  devices 

¶ Running JADE agents on Android devices 
¶ Running JADE agents on java enabled cell-phones and Android 

devices(requires the LEAP Add-On) 
¶ Device independent logging mechanism 

f. OSGi 
¶ How to use JADE agents in an OSGi environment (requires the JadeOSGi Add-

On) 
g. Fault  Tolerance  

¶ Using Virtual Replicated Agents 
h. Internet  technologies  

¶ Accessing a JADE MAS from a Servlet using the JadeGateway By Viktor 
Kelemen (MTA SZTAKI) 

¶ Exposing agent services as Web Services (requires the WSIG Add-ON) 
¶ Dynamically invoking Web Services (requires the WSDC Add-On) 
¶ How to use JADE within Applets By Claudiu Anghel 

i. Intelligent  agents 

¶ Integrating JADE and JESS By Henrique Lopes Cardoso ς University of Porto 
¶ Exploiting the formal semantics of FIPA ACL (requires the Semantics Add-On) 

j. Security  

¶ !ŘƳƛƴƛǎǘǊŀǘƻǊΩǎ ƎǳƛŘŜ ƻŦ ǘƘŜ {ŜŎǳǊƛǘȅ ŀŘŘ-on (requires the Security Add-On) 
¶ Mutual-authenticated SSL IMTP connections: setting up secure 

communication amongst JADE containers. 
¶ PKI Guide: provides security for agent messaging and agent mobility. (requires 

the PKI Add-On) 
k. Microsoft  .NET 

¶ Running JADE over Microsoft .NET (requires the LEAP Add-On) 
¶ Connecting a Windows Mobile .NET client to a JADE Multi Agent 

System(requires the JADE Sharp Add-On) 
l. Message Transport  Protocol  

¶ Configuring the HTTP MTP 
¶ How to use the ORBACUS-based IIOP MTP (requires the Orbacus-MTP Add-

On) 
¶ How to use the JMS-based MTP (logon into the JADE Web site first) 

By Edward Curry 
¶ How to use the Jabber XMPP MTP with JADE, Universitat Politècnica of 

Valencia 
m. Message encodings  

¶ How to use XML encoding of ACLMessages with JADE (requires the FIPA XML 
ACLCodec Add-On) 

¶ How to use Bit-Efficient encoding of ACLMessages with JADE (requires the 
FIPA Bit-Efficient ACLCodec Add-On) 

n. Testing  

¶ Creating automatic tests for JADE based applications (requires the TestSuite 
Add-On) 

o. Performances  

¶ Benchmark on the Message Round Trip Time in JADE (requires the Benchmark 
Add-On) 

3- Links  to additional  material  

¶ JADE Primer By J. Vaucher and A. Ncho ς Université de Montréal 
4- Tools  

https://jade.tilab.com/documentation/tutorials-guides/using-the-xmlcodec-add-on
https://jade.tilab.com/documentation/tutorials-guides/using-the-xmlcodec-add-on
https://jade.tilab.com/documentation/tutorials-guides/how-to-use-the-rdf-support-with-jade
https://jade.tilab.com/documentation/tutorials-guides/how-to-use-the-rdf-support-with-jade
https://jade.tilab.com/doc/tutorials/JadeAndroid-Programming-Tutorial.pdf
https://jade.tilab.com/doc/tutorials/LEAPUserGuide.pdf
https://jade.tilab.com/doc/tutorials/LEAPUserGuide.pdf
https://jade.tilab.com/documentation/tutorials-guides/logging-service-jade
https://jade.tilab.com/doc/tutorials/JadeOsgiGuide.pdf
https://jade.tilab.com/documentation/tutorials-guides/virtual-replicated-agents-tutorial
https://jade.tilab.com/doc/tutorials/JadeGateway.pdf
https://jade.tilab.com/doc/tutorials/WSIG_Guide.pdf
https://jade.tilab.com/doc/tutorials/DynamicClientGuide.pdf
https://jade.tilab.com/documentation/tutorials-guides/how-to-use-jade-within-applets
https://jade.tilab.com/documentation/tutorials-guides/integrating-jade-and-jess
http://www.fe.up.pt/~hlc
http://www.up.pt/
https://jade.tilab.com/doc/tutorials/SemanticsProgrammerGuide.pdf
https://jade.tilab.com/doc/tutorials/JADE_Security.pdf
https://jade.tilab.com/doc/tutorials/SSL-IMTP/SSL-IMTP.doc
https://jade.tilab.com/doc/tutorials/PKI_Guide.pdf
https://jade.tilab.com/support/faq/running-jade-over-net-where-to-start-from
https://jade.tilab.com/doc/tutorials/JADE_SHARP_Guide.pdf
https://jade.tilab.com/doc/tutorials/JADE_SHARP_Guide.pdf
https://jade.tilab.com/documentation/tutorials-guides/configuring-the-jade-http-mtp
https://jade.tilab.com/documentation/tutorials-guides/how-to-use-orbacus-orb-in-jade
https://jade.tilab.com/download/third-party-contributions
https://jade.tilab.com/documentation/tutorials-guides/how-to-use-the-xmpp-mtp-with-jade
https://jade.tilab.com/documentation/tutorials-guides/how-to-use-the-xml-acl-codec-with-jade
https://jade.tilab.com/documentation/tutorials-guides/how-to-use-the-bit-efficient-acl-encoding-with-jade
https://jade.tilab.com/doc/tutorials/JADE_TestSuite.pdf
https://jade.tilab.com/documentation/tutorials-guides/how-to-use-the-benchmark-packege-with-jade-message-transport-protocol
http://www.iro.umontreal.ca/~vaucher/Agents/Jade/JadePrimer.html
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¶ JADE RMA 
¶ JADE Dummy Agent 
¶ JADE Sniffer 
¶ JADE Socket Proxy Agent 
¶ JADE DFGUI 
¶ JADE Log Manager Agent 

 

 

 

Appendix B 

Simulation and Environment setting 

1. The scenarios generator 

 

https://jade.tilab.com/documentation/tutorials-guides/jade-rma
https://jade.tilab.com/documentation/tutorials-guides/dummy-agent/
https://jade.tilab.com/documentation/tutorials-guides/sniffer
https://jade.tilab.com/documentation/tutorials-guides/socket-proxy-agent
https://jade.tilab.com/documentation/tutorials-guides/dfgui
https://jade.tilab.com/documentation/tutorials-guides/logging-service-jade









































































































