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Chapter 1

Introduction

The Internet of Things (IoT) describes devices with sensors, processing ability, communications
capability and softwareloT is an emerging paradigm which resulted from advances in different
technologies including lowost computing, cloud computing, big data, wireless sensor networks, ad
hoc networks, cellular mobile networks, and the Interdethas become one of the most important
technologies of the 21st century providing effective rale solutions for simple andomplex
systems(Maddar et al., 2018)The broad definition covers a large humber of connected devices
embeddedwith sensordncludingsimpledevices(such as radio frequency identification (RFID) tags,
PDAs, sensors, and actuators), snamviceslike smart mobiles, refrigerators, watcheggefialarms
medicaldevices and security systems; as well as virtual objects such as data and virtual desktops in
the cloud(Figurel.l). loTis attractive in a wide viaety of smartapplications sub-categories of loT

have therefore been established to encompass different market sectors and useltaiseisdeavour

to aid humans to make better decisions, saving money and (G@minha et al., 2018; Guo et al.,
2017) The Industrial Irgrnet of Things (lloT) is one such categtofapplies to devices designed for

and deployed in industrial contexts. Building on the Il0T is the concept of Smart Factories and Industry

4.0 which use lloT and other computing technologies to increase aitom

Image removed for Copyright compliance

Figurel.1l: The swarm concept applied to loT enabled smart(€Ggminha et al., 2018)

The increased use of lloT and automatic and autonomous behaviour requires mechanisms to establish
and determine the trustworthinesef data from other sources and to detect misbehaving actors in

the system, whether due tanisconfiguration, failure or malic&he needo assess trustworthiness

when collaborating withother parties is be@ming more urgent especiallyin dynamic open
environmens (Alshehri et al., 2018; Sun et al.,, 2018; Yu et al., 20L@)achieve thisTrust

Management system@rMSshave been developed.



Existing trust management systems largely use physical characteftads as memory rate, radio
signal strength, number of packets received/forward, repetition rate, delay factor, and entergy)
measure and evaluate trustworthinegdaddar et al., 2018; Yu et al., 20L7WUsing physical
characteristicgs not enough to measure the trustworthiness, especially when these devices become
more intelligent and the loT environmenteecome more decentralized, dynamic, and open for each
other. The trust management systemahich rely on norphysical parameterdrave also been
developedbut often have issuesuch ashow these systems cagather the required Information
about entites, store Information, scoring and ranking the entitieand entity selectionAlso, how
these systems (that allow devices to contact and cooperate with other entities) can deal with other
IoT challenges such as integrity, heterogenegigalability, network andnhfrastructure openness,
security and data storagandhow these systems can deal with the entities that are misbehaving or

providing bad services

TMSs play aimmportant role in internet and social computing systerfbey areused to evaluate the
degree of confidence and the level of trust that should be placed on other parties before starting
cooperation and interactioiCopigneaux, 2015; Kowshalya &armathi, 2017; Maddar et al., 2018;
Saied et al., 2013; Yu et al., 2011Mis allow the IoT devices not only to be able to contact a predefined
service provider, but it can also decide how, when and who to connect without compromising its goals.

In this respect, it should cover the opé&sue ofHow To Select The Best Service Provider In A Smart

Dynamic 18 Environment{such as lloT) Based On The Trustworthiness And The Reputation Of The

Service Provider?

To support themain research questignve further identified three sukresearch questions
1. What are the criteria and procedures that can be used for gathering Information about entity,
entity scoring and ranking, and entity selection?
2. How these systems (that allow devices to contact andperate with other entities) can deal
with other 10T challenges such as integrity, heterogeneity, scalability, network and
Infrastructure, and data storage.

3. How can these systems deal with the entities that are misbehaving or providing bad services?

Toaddress these questiongie propose an I0oT agefitased decentralized trust and reputation model
I0T-CADM (Comprehensive Agdmased Decisiomaking Model for 10T) to select thmost trusted,

and reliableservice providers for a particular service basedruariti-contextawareness anduality of
servicesloT-CADM as a novel trust and reputation model, is developed for the smartagdtits loT
environment to gather information from entities and score them using a new trust and reputation

scoring mechanism to ensure that the service consumers are setwctn best service providers in

2
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entities to operate and makdecisions on behatff its owner in a trustworthy manngFigurel.2).

Trust and
reputation Research area

MAS loT

Figurel.2: Research area

This research uses quantitative research and a case study appiiganel.3). An IloT case study
based on a smart factory has been developed to evaluate the performance of the proposed model
and other welknown models (ReGreT, $land FD-C) based on the SIP&QpplyChairt approach,

which is implemented using a mu#iigent framework, JADE.

Identifying the research area

3

Identifying the research gap

L

Generate the research questions

3

Developing the research framework ]_}[ Implementing the research framework

L

Data Analysis ]‘—[ Data collection

3

Result

3

Comparing and ranking the results of the competing models

Figurel.3 The research processes

The proposed scenario was designeddtiect the nature of the future needs of Agebased Smart
Factories. Models are evaluated using the mailiieria decision analysis method TOPSIS based on

different parameters that have been chosen carefully for fair comparison.

1 SIPOC stands for suppliers, inputs, process, outputs, and customers.



The result of the TOPSI&firmed that the proposed IGCADM outperformed the other three models

due to its ability to tune its parameter weights appropriately making it possible to be employed in

varying environments and scenarios including the honestRiida K2 y S & (i rohn®&g/Thét Q Sy OA
main contribution of this research is the development of a novel trust and reputation model that can

be implemented in 10T environment and is more superior than existing trust and based reputation

models .

This thesis describesin detail someof fundamental background knowledgéncluding the Smart
FactorieqSF)Internet of Things (loTMulti Agent System@VASSs), andrust and Reputatiothat are
requiredin Chapter 2. Then, itexploresthe researchquestionand some otherrelated questions
which aredeveloped through the literature review i€hapter 3, with Chapter 4exploring the
development of the 10 ICADM model propose@hapters reportsthe resultsof evaluating the model
against other Trust and Reputation models a@lthpter 6concludes the thesjsaandpresens further

work.



Chapter 2

Background Information

The purpose of this chapter is to give an overvidwome fundamental background knowledge, which

is essential to nderstand the overall research. We discuss smatrt factories as an application of l1oT
environment in addition to some related knowledge suchviufacturing Operation Management
(MOM), Manufacturing Execution SystelES, Supply Chain Managemer8CN), and Supply Risk
Concerns$RE In the second and third sections we discussed the basics about Internet of Things and
Multi Agent Systems. In the fourth section the Trust and Reputdtioaviewed in detailthe last
sectionprovides and defing allthe fundamental mathematical operations and methods that were

usedin thisresearch
2.1 Smart Factories

Industrial Automation appeared as a term in the third industrial revolution with the use of the
Programmable Logical Controli@LC), which enabled the synergy between information technology
and electronic{Mabkhot et al., 2018)As a response to the rapid development of technology and
communications, the fourth revolution (which is known as Industry 4.0) begayn(e2.1). Since the
announcement of Industry 4.0, various studies and research have been undertaken to study its basic
pillars which are: smart factories, Internet of Things )l@loud computing, big data management,

and Cybeiphysical systems (CR8Janov et al., 2016; Mabkhot et al., 2018; Nagorny et al., 0tz

smart factory is considered the heart of Industry 4.0, as it integrates technologies to improve
performance, controllability, quality, and transparency of manufacturing procedgabkhot et al.,

2018)

Image removed for Copyright compliance

d)

Figure2.1: System structures of factory in Industry 3.0 and Industry 4.0 (F: Factory, dhindaC:
ComponentYMabkhot et al., 2018)



Smart factories are considered dynamic structures tbamnbine intelligent machines and factory

automation with data commnications Machines and products interact with each other without
KdzYl'y O2yiNBf (2 a2t @S (GKS YIydzZFlI OGdzNAy3 AyRdzai |
conventional single technolodivanov et al., 2016; Lee et al., 2018; Mabkhot et al., 2018)

Intheir research(Mabkhot et al., 2018j)lefined the main principles and requirements to build a new
smart factory or upgrade existing traditional factories to be smart asvi@ular which refers to the
design of system components, (B)teroperable which refers to theability to share technical
information within system components, and the ability to share business information between
manufacturing enterprises and customers, [3centralised system elements (modules, material
handling, products, etc.) will make deoiss autonomously on their own, unsubordinated to a control
unit without violating the overall organizational goal. ¥jtual, creating an artificial virtual factory
environment similar to the actual environment to be able to monitor and simulate pHywmiceesses.

(5) Service oriented refers to the idea of shifting the manufacturing industries to provide and sell
products and services instead of selling only productsR&ilitime, the smart factory should be able

to respond to system changes in réiate, such as changes in customer requirements or the status of

the internal production system.

Image removed for Copyright compliance

Figure2.2: MOM and MES syste(ubong, 2020)

Furtheemore, the smart factories manage all the operations and production activities by the
Manufacturing Execution System (MES) which aims to ensure effective execution of the
manufacturing operations and improve production output by monitoring asahtrolling the

manufacturing systems and data flows on the factory floor from the upper planning systems like the

enterprise resource planning (ERP) and Product Lifecycle Management (PLM).



Recently, MES has been developed and extended to the Manufacturing Opekédioagement
(MOM) to cope with the maintenance, logistics and quality areas, which are closely related to
production activitiesKigure2.2). One of the most important operations that is managed by the MOM

in the smart factory is the Supply Chain (SCipi & Kim, 2002; Niels & Rainer, 2018)

A supplychain can be defined as a connected network of individuals, organizations, resources,
activities, and technologies involved in the manufacture and sale of a product or service. Supply chain
is managed by Supply Chain Management (SCM) whitde@ours to manage the flow of goods and

services and includes all processes that transform raw materials into final products in the smart
factory. SCM attempts to minimize shortages and keep costs down as well as improve quality,

productivity, and efficiacy of operationgHayes, 2019; Niels & Rainer, 2Q18)

Image removed for Copyright compliance

Figure2.3 : Main components of the supply chaiHayes, 2019)

As shown irFigure2.3, the supply chain generally consists of three main components: supplier(s), the
producer, and the customer. Suppliers provide the manufacturer the raw materials, services, energy
and anything that is required by the manufacturer to produce the final pcodu service for the end
consumerDuring manufacturing, the manufacturers produce products made from different types of
raw materials and services that are provided by multiple suppligsi(e2.4). For many reasons, the
manufacturer may need to find alternative suppliers for essential raw materials due to reasons such
as suppliers cheating, raising the price, availability, and disruption; in adtiitiorsatisfactory service

quality, and increase in deman@iels & Rainer, 2018)
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Figure2.4: A complex and dynamic supply and demand network

Thisis known as Supply Risk Concerns (SiR@hichthe major concern of the manufacturés to find

an alternativesupplierfor irregular supplier(s) to ensure that thequluction lifecycle keeps running

at the highest level possible; and to avoid any negative impacts on revenues, costs, product quality,
and the company's bottom line, which can cost the companies millions or sometimes billions of dollars
in Financial Losgor gain in case of enhancing the level of the raw mate(MBlik et al., 2018)In
addition to financial issueprotectinghuman livess another essential concern that needs to be taken

into account One of the most recent examples of how the SRC is very critiCD\éIB19%. According

to the World Health Organization (WHO), 500 million Personal Protective Equipment (PPE) items
including medical masks and gloves, as well as other equipment such as respirators and oxygen

concentrators for clinical care are needed gveonth for healthworkers Figure2.5).
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Figure2.5: PPE is key to protect healttorkers from COVHR9 (Lacina, 2020.)
Based on the supply chain of the COYD situation, three major issues are faced by the

manufacturing system. Firstly, the current PPE manufacturers need to findtehorsupplycontracts

2COVIELY is a disease caused by a new strain of coronavirus. 'CO' stands for coronayiisfend 'D' for disease.
Formerly, this disease was referred to as '2019 novel coronavirus'. https://www.unicef.org/wcaissbatonavirus



(alternative suppliers) to cover the high demand of the raw miately (KA & OF aS> AGQa
select alternative supplisrwho aretrustworthy to ensure the alternative supplier will provide the

highest quality of the replacement raw materials.

Secondly, neveompanies will start producing PPE, but these manuféiog companies will struggle

to sell their products because these comparées unknown and risky for consumers; as a result of
low reputation if nobody has heard about these companies, they're not likely to become a customer
Finally, some of the existy companies will start producing the PPEs as a new production line to
increase their profits, exploiting their reputation to offer the new produatthis setting there is a

need to develop &olutionto select the most trustworthy supplier in the sugpthain to avoid any
negative impact and to reduce the risk mentioned earlier. This dimension is worth studying, as most
current research has been dedicated to initiating smart factories, investigating their features,

designing their key enablers, and umstanding how to implement them on the ground.

The future ambition is to increase contextvareness to assist people and machines in the perfect
execution of their tasks by using the available knowledge of system components and the history of
system perfomance, in addition to the ongoing state of the systéabkhot et al., 20&; Nagorny et

al., 2012) Furthermore, once smart factories become open to other smart environments that are
controlled by loT technology, other challenges such as managing a large amount of data, increased
complexity, standardization, communication, a&ll as security and authentication, need to be

handled(Herrmann, 2018)

Based on this scenario, we can see why it is important to study comprehensively the impact of SRC in
a smart and dynamic environment like the smiacttory, where the machines need to be able to make

a decision on behalf of its owner to avoid a financial loss, increase the prudiplease the consumer

by providing a higiyuality product. Moreover, the study needs to cover all the other challetigsts

are mentioned earlier.

2.2 Internet of Things (loT)

In the fourth industrial revolution, technologies such as robotics, machine learning, nanotechnology,
gene control, 3Bprinting, biotechnology, big data as well as artificial intelligence emerged. The fourth
industrial revolution focused on how machinesutmbevolve and interact with each other powered by
the Internet of Things (loTMabkhot et al., 2018; Yang et al., 2018)
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Figure2.6: Number of devices connected to the Internet from 2012 to 2(Réwat et al., 2016)

IoT can be defined as a global infrastructure for information sgciefl gained much attention due

to the overwhelming advantages that it has brought to our daily lives, and it has attracted a wide
variety of applications includingleealth, smarthome, smarifactory, smaricity, smartcommunity to

run on it(Figure2.6). All of these applications endeavour to aid humans to make better decisions, save

money and timgAloqily et al., 2013; Caminha et al., 2018; Guo et al., 2017)

2.2.1 10T Architecture

IoT canbe viewed as a pedp-peer ownercentric community, with an enormous number of
heterogeneous devices (or things) that are requesting or providing services. These devices interact
through huge interoperable networks in a distributed man(@uo et al., 2017; Maddar et al., 2018;

Yu et al., 2017)
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Figure2.7 : loTarchitecture of(Bhayani et al., 2016)

The architecture of 10T was designed as a highly reliable structure to handle a large mass of data in
any instance. As shown kigure2.7, the architecture of an IoT system is made up of ftayersthat

consists ofr Sense and Identification layer, Netwddonstructionlayer, Management layer and the

10



Integration Application lagr. All the devices in the devices layer have the ability to sense and uniquely
identify sensed data. Sensors (such as RFID, @&@S$mart devices) collect raw data from the
environment or object under measurement and turn it into useful data and sergldhia to the
network construction layer. At the same time, actuators (usually operates in the reverse direction of
asensor) in the devices layer can also intervene to change the physical conditions and react based on
the received information from the catruction layer. The basic responsibility of the network layer is
routing the information. The Internet gateway receives the aggregated data from the devices layer
and routes it over WFi, wired LANs, or the Internet, to the next layer for further process
Management layer is designed to process all tf@rmation provided by the lower layer before
sending this data to the data centre and the application layer. So, all the final decisions regarding the
information processing (such as data mining, infation security, data centre, search engiaed

smart decision) are performed in this layer. Finally, the application layer is responsible for interpreting
the data processed by the Management layer. Further, it can execute malepith analysis, as well

as combine the collected data from other sources for deeper insights. Smart logistics, smart grid, green
building, smart transport, and smart environment monitor are popular examples of smart applications

(Bhayani et al., 2016; El Hakim, 2018; Stankovic, 2014)

2.2.2 |oT Advantages, Disadvantages and Challenges.

Currently, 10T is the most discussed topic and has potential to impact human lives in the near future.
Even though, IoT has attracted a wide variety of applications in various domains there are many
challenges and issues associated to the use ofaminha et al., 2018; Guo et al., 2017)

This section presents a summary of studies that have attempted to investigate the challenges and
isaues of using IoT as discusse@hayani et al., 2016; Eder & Nachtmann, 2013; Soumyalatha, 2016;
Stankovic, 2014)

2.2.2.1 loT Advantages
The mainobjective of all l1oT applications is to aid humans to make better decidi@tking save

time and money.

1. Data the relation between decision and amount of information is a proportionality relation.
So, more information results in better decisi(Bhayani et al., 2016; Soumyalatha, 2016)

2. Trackingusing a new technology helps to keep track of both the quality and the viability of
things. For example, in the smart house, knowing the expiration date of products before one

consumes them improves safety and quality of life.
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Time using new technologhelps to reduce the amount of time that is usually needed for
collecting, processing and analysing the information in the traditional way.
Money: The development of new devices alloa@mpanies to gather actionable dakased

insights in real timgwhichcanhelp them save money and generate revenue

2.2.2.2 10T Disadvantages

1.

Compatibility: At present, there is no universal standard of compatibility and facility for
tagging and monitoring devices or equipment like USB, Bluetooth or IPv4.

Complexity:With complexsystems, there are more chances of failure. Suppose two different
applications are monitoring the same object. Once these applications detect anything about
that object, the reaction of these applications could be duplicated or inconsistent. For
example both husband and wife may receive messages that the milk is finished, and both may
end up buying milk.

Safety:lt is necessary to provide safety to avoid the possibility of hacking the software or
hardware. For instance, hacking medical devices can hiteakunctioning process which
sometimes leads to the patient's death.

Privacy/SecurityPrivacy and security are big issues in 10T. So, it is necessary to deal with
these issues by encrypting the data. Otherwise, the personal information including thie cred

card, financial status, photos, and videos will be misused.

2.2.2.3 loT Challenges

1.

Heterogeneity 10T expands every day, the service developers are looking to add value on top
of existing loT systems which leads to systems heterogeneity. Systtaregeneity includes

a wide variety of network connectivity options, protocols, and communication methods,
which are unknown to a service developer. In addition, heterogeneity makes it harder to
standardize the interaction and communication in loT.

Scalaility: Scalabilityrefers tothe capability ofloT tohandlethe expansion and thgrowth

of the systens, networks, or processs.

Network and Infrastructure: 10T refers to the billions of physical devices that are now
connected to the internet around thevorld. Hence, it is necessary to think about how to
connect to these devices, how to control the data flow, and how to manage the scale of these
diverse sets of devices.

Storage IoT devices collect either a small amount of data or a huge volume of dasaddta

needs to be stored for further processing and analysis, so storage has to be allocated.

12



Integrity: is a big challenge for every system which has to deal with hardware, software or
data. The general concept of integritypigventing the unauthoried modificatiorto software

and hardware, unauthorized modification is not made to data by authorized and unauthorized
personnel and/or processes and that data is internally and externally consistent. So, most of
systems need to consider trust aneputation to solve the integrity issue.

Identity: The notion of identity in the 10T is likely to be built from mddittors. Each of these
multi-factors can be considered as an attribute or identifier (such as IMEI or IPv4) of a given
IoT object.These objects can have a core identity and several further identities, and it is also
possible that things hide their true identity to do some misbehaving activities.
OpennessTraditionally, the majority of sensdrased systems are closed systems such as
cars, airplanes and ships. In I0T, these systems cooperate in a wide scale by exchanging data
automatically between them. This cooperation requires these systems to be open to achieve
to the benefits, but also it causes difficulty with security, privaay stability.

Security is a fundamental problem in [0T. Security refers to the processes and tools designed
to protect sensitive information from invasion and misbehaving objects. Due to the limitation
of I0T devices capability (such as a processor, RAWI,n@emory), the current security
methods are not able to work on 10T, or it will cause a high consumption of 10T resources.
Privacy is considered as a very important issue, especially in the heterogeneous
environments like 10T. As soon as the IoT devVisessors) start transmitting, there is a high

risk of losing private data. For example, someone may be watching an individual in his house
dzZaAy3a KAa OFYSNIraz 2N a2vyS2yS YI& NBIR 2ySQa

2.3 Multi Agent Systems

Artificial Intelligence (B has been defined as a field of computer science that is concerned with

computer systems that exhibit human intelligence by emulating human behaviour. Al is involved in

many different activities, and one of them is Distributtificial intelligence (DAIjRoosta, 2000DAI

as a subfield of Al has received trerdens attention from researchers due to its ability to solve

complex realorld problems. This ability has been used to solve the complex tasks in three different

areas; Parallel Al, Distributed problem solving (DPS) and-84dtit systems (MA®Dorri € al., 2018;

Parasumanna Gokulan & Srinivasan, 2010)

Parallel Al involves improving and developing parallel algorithms, languages, and architectures for

increasing the efficiency of Al algorithms to increase the speed of operation and to work dielparal

threads in order to arrive at a global solution for a particular prob(@nurri et al., 2018)Parallel
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processing is the use of more than one processing element to compute the solution to a problem, to

reduce the time to solvéhe problem on a single process@orri et al., 2018; Shakley, 1987)

Distributed problem solving is similar to parallel Al aoasiders how a problem can be solved by
sharing the resources and knowledge between cooperative nodes, known as computing entities. The
design of computing entity is embedded with a predetermined communication method and quantity

of shared informatior{Dorri et al., 2018)

Multi-Agent Systems (MAS), which are the main focus of this section, consist of autonomous entities
known as agents (similar to computing entities in DPS), that solve the tasks collaboratively. MAS can
be definedas a network of individual agents that share knowledge and communicate with each other
in order to solve a problem that is beyond the scope of a single agrarasumanna Gokulan &
Srinivasan, 2010Mn this se&tion, a brief overview of an agent and its properties, MAS and their salient

features, MAS applications, and MAS challenges are discussed.

2.3.1 What is an Agent?

MAS can be defined as a network of autonomous entities known as agents. Accorfdargsamanna

Gokulan and Srinivasan (201ere is no consensus definition of the word "agent" for three reasons.

OMUI (GKS dzyAGSNEIFIfAGEe 2F (GKS g2NR al 3SyiGésx 6 KSNJ
(2), the agents can be present in many physical forms which vary from simple robots to computer
networks. (3) the application domain of the agent is vastly varied, and it is impossible to generalize.
Therefore, they usually use terms like Softwégents, TaskBased Agents and Knowledge Agents to

define application domain based on where the agents were employed.

Image removed for Copyright compliance

Figure2.8 : General singlagent frameworkGlavic, 2006)

Glavic (2006R ST A Y SR (i KiSagendsSayiyihing (ghysital ortual) that can be viewed as
perceiving its environment through sensors and acting upon that environment through effectors ¢ K S

0 SNX & 3 S-ggént systeyh coriaingitide meaning of autonomy which meansstity for
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its objectives achievement, velne the agents can interact, collaborate, coordinate and negotiate in

their environment(Glavic, 2006; Parasumanna Gokulan & Srinivasan, .2010)

Ageneral singleagent frameworks illustrated inFigure2.8 , where the agent performs its behaviour

and actions(reactively or deliberatively) after receiving sensory inputs to achiewgodtsbased on
domain knowledge If an agent only responds the changes in the environment and reactively
converts its sensory inputs to actions, this agent is known as reaEtiyer€2.9a). On the other hand,

if an agent predicts the effects of its actions and applies reasoning techniques to analyse the outcome
of its action, that agent behaves deliberatively and is termed as deliberative agentr¢2.9b)

(Glavic, 2006; Parasumanna Gokulan & Srinivasan, 2010)

Image removed for Copyright compliance

Figure2.9 : Reactive (reflex) andetiberative agent¢Glavic, 2006)

Agents have important advantages and properties that are used to discriminate them from simple
controllerssuch as situatedness, autonomy, inferential capability, responsiveness, proactiveness, and
social behaviou(Dorri et al., 2018; Khosravifar, 2012; Parasumaaokulan & Srinivasan, 2010)

1. Autonomy: The ability of an agent to operate independently without any direct intervention
from humans or others.

2. Responsivenesgknown as reactivity) is critical for ret@e applications, the ability of the
agent to rceive the condition of the environment and respond to it in a timely fashion to
take account of any changes in the environment. It allows the agent to react to changes in the
environment.

3. ProactivenessThe ability of the agent to attempt actively and pgrtunistically undertake
action to achieve its goals rather than just being responsive to a specific change in the

environment.
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4. SocialBehaviour Even though agents operate independently, agents still need to interact
with the external sources, help othagents and share their knowledge in a socially acceptable
manner in MAS.

5. Intelligent: Intelligent agents can interact with the environment in a smart manner, and have

the ability to decide how, when and who to interact with each other.

2.3.2 Multi Agent Sysém

A Multi Agent System (MAS) is a network of individual agents (or intelligent agents) that cooperate by
interacting and sharing their knowledge and experience to solve a problem that is beyond the scope
of a single agent. MAS has been widatippted in many different applications including computer
science, civil engineering, and electrical engineefigle adoptionof MASoccurred because of the
salient features that make it an effective solution to solve complex tasks these feature include,

efficiency, low cost, flexibility, reliability, and mobility.

In MAS, complex tasks are divided into multiple smaller tasks, amg agent completes one or more
of these small tasks that often results in a lowst solution. MAS can readily reassign the task to
another agent in the event of agent failure providing flexibility and robustness. MABralddehigh
reliability becausef the distributed nature of the problem solvirforri et al., 2018; Jensen, 2010;
[ ¢ ¥ & FMFI, 2007; Parasumanna Gokulan & Srinivasan, .20l)e same context, scalability is
another advantage of MAS. 3ahility refers to the ability to add new agents, and that ability should
be easier than adding new capabilities to a monolithic sys(@avic, 2006; Jensen, 2010he
mobility of a dynamic agents in MAS refers to the ability to move and change the locatiordineely

the operation time. In this scenario, the agecan use the resources of other agents, monitor them,

or senses the environment from agents in different positions to perform ac{ibosi et al., 2018)

2.3.3 MAS Environments

In MASenvironments agent(as theFigure2.8 shows is potentially able to change the environment
as result of performing response actions after perceiving the feedback from its environment.
According toDorri et al. (2018and Jensen (2010)agent environments can be organized based on

their properties. such as:

1. Static or Dynant: In static environments, there is no change in the environment status until
an agent performing another action. In contrast, the dynamic environment changes can

happen even without interactions from the agent.
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2. Discrete or ContinuousThe keyfactor to decide if the environment discrete or continuous is
the number of possible actions and types of precepts. If that number is fixed, the environment
is described as discrete, otherwise the environment is described as continuous. Continuous
environment is moreealistic, and it is highly complex.

3. Accessible or inaccessiblin an accessible environment, the agent knows everything about
its environment. While the agent is in an inaccessible environment, it has an incomplete
picture of its environment. In the réavorld, most environments are considered inaccessible.

4. Deterministic or nondeterministic: When the agent performs its actions in a deterministic
environment, it is guaranteed that actions correctly will be accomplished. Otherwise, the
agent performs hisction regardless if the overall actions correctly will be accomplished or
not. For example, if an agent performs its actions to turn the light on, the expected result in
the light being turned on. However, it does not take into account if there is narielgower
or there is a light bulb malfunction.

5. Open or Closeln the open environment, agents can join and leave at any given time. On the
other side, the agent performs a limited constant behaver and actions.

6. Centralized or Decentralizedin centralized architectures, there is a central agent
(coordinator) that coordinates and manages all other agents. At the same time, each agent
has to contact the coordinator agent in order to communicate with a different agent. In the
decentralized architectures, theris no coordinator agent, and each agent is responsible to
find the way to communicate with a different agent.

7. Infrastructure andresources availabilityln this case, it is necessary to know if the resources

of the environment are renewable or not, cgusable or not.

2.3.4 MAS challenges

Although multiagent systems have features that are more beneficial than single agent systems, they
also present some critical challeng@orri et al., 2018)The following section reviesgome of these

challenges.

1. Synchronization This meanghat the agents in the environment can operate at the same
time. However, increased heterogeneity among agents in the environment leads to more
complication in the synchronization.

2. Connectivity In MAS, the agent should always be connectedhéodther agents and leaders.
Connectivity is a big challenge especially in the cases of mobility anceneisgnments The
mobility of agents leads to frequent disconnections. In noisy environments, connections

between agents could be interrupted as résof interference in the environment.
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3. Learning:Agents in MAS can decide the appropriate actions to reach its goal autonomously
based on its domain knowledge. In a dynamic environment, the agent needs to discover the
changes in its environment and adaptunforeseen situations. In this case, the agent has to
apply machine learning algorithms which increases the complexity and consume the resources
of agents (where the agent senses its environment frequently and update information used
by the learning maahe).

4. Fault detection:lt is one of the fundamental issues in MAS. It is necessary to isolate the faulty
agents that may infect other agents. Most of the current Fault Detection and Isolation (FDI)
methods are mainly centralized. Also, FDI methods maodyd on homogeneous agents
while in most applications agents are heterogeneous.

5. Task allocationrefers to the allocation of tasks to agents considering the associated cost,
time, and (communication and processing) overhead. Agent talent and agent pasititwo
fundamental metrics for allocating tasks to agents, where the agent talent is the total number
of resources of each agent. This metric is important to consider the current load at an agent
prior to allocating a new task to it. The agent posititiowsld be considered while assigning
tasks to reduce the impact of the communication delay and overheads.

6. Organizationrefers to how agents can be grouped; and how these agents communicate and
connect are defined based on particular features suchaads, resources, and services.

7. Security:In the decisiormaking process, the agent uses its information and knowledge, and
the information obtained from the neighbour agents. Contacting the agent to its neighbours
make it vulnerable againstalicious entities that impact the decision by sharing falsified data.
The key requirements for the security in MAS are authenticatmthorization,integrity,

availability and confidentiality.

2.4 Trust and Reputation

Due to the circumstances, challengasd the urgent need to address the data sensitivity and privacy
problems, as we discussed before, conventional security models are deficient for the 10T environment.

l'a + NBaLRyaS (2 GKS NILAR RS@St 2LIVSy lbediis 1§ SOKY 2
smarter with higher capabilities, which lead als@thange in the nature of the loT as well, to become

Y2NB 2Ly F2N KS L2¢Qa RSOAOSa (2 AyGSNI Odsz O
human control to solve complex problems. Thdsnds of online €ommerce interactions can be

classified into B2B (businessbusiness), B2C (busingssconsumer), and C2C (consunrter

consumer); and may take place between parties who have never transacted with each other before,

or they have insdicient information about themselves or about the goods and services offered to
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for services and goods before receiving them, which can leave him in aahimgosition.Besides

security improvement, and tanaintaining successful collaboration between the nodes deployed in

0KS ySigs2N)] I Lshoti@éperateyin aNdistwSrifiyinatingaSsBehri et al., 2018; Sun

et al., 2018; Yu et al., 2017)

2.4.1 Definition of trust and Reputation

Based2y hEFT2NR RAOGAZ2YINEBITI &GiGKS (NHzG oAy &2YSo2l
a2YSOKAY3 A& 3A22RI aAYyOSNB:xI K2yS gifad a0thist YR & A
research,Ahmed et al. (2019)fefine the trust asd I RS3INBS 2F &dzo02SOGA GBS 0o
0SKI @A 2 dzNB 2 T Adcording ISasang &t &. (200musk ig @eisubjective probability by

which an individuab, expects that another individual, performs a given action on which its welfare

depends. In his definition , Jgsang;luded the concept of dependence on the trusted party, and the

reliability (probability) of the trusted party, as seen by the trusting party; howevertrthst can be

more complex.For example, having high reliability trust in a person in general is not necessarily
enough to decide to enter into a situation of dependence on that per3oustis vital in business

activities, and the concept of trust introduced in soci@ksace to represent the state in which there

are one communigmember called trustor relies on the actions of another community member called

trustee Ahmed et al. (2019ndWu et al. (2011)According tdRuan and Durresi (201&yust is the

willingness of the trustor (evaluator) to take risk based on a subjective belied tinastee will exhibit
NEfALFIO6ES 06SKIFEGBA2dzNI 2 YIEAYAT S (GKS (NHzAG2NR& Ayl
the cognitive assessment of previous experience with the trustee. However, defining trust as a
subjective expectation of a persdnd 2 dziiT G KS Fdzidz2NB | OGA2ya 2F |yz2i
behaviour and the previous experiences, drives us to define another term that is strongly linked to

trust, which is Reputation. Reputation and trust are similar but not always the same, ardoodi

Ahmed et al. (2019)%Guo et al. (2017Pgsang et al. (2007andKhosraifar (2012) Reputation is the

opinion that people have about what somebody/something is like, based on what has happened in

the past after some direct or indirect interaction with the individual, and both trust and reputation

are used for supportingada and service management and for boosting entities collaboration in 10T

environments.

In general, trust reflects private knowledge and personal direct experience dbeudtustee that is

based on various factors or evidence , where the reputation carohsidered as a collective measure
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of trustworthiness (in the sense of reliability) based on the referrals , ratings, or feedbacks from the

other members in the community.

2.4.2 Trust, generatlassficationsand metrics

In order to be more specific about trust semantidgsang et al. (200/Ruan and Durresi (201,6nd

Zhou et al. (2021gistinguished between a set of different trust classes as the following :

1. t N2 @AaAirzy GNHzad RS&AONAROGSA (KS NIdr.&isnglevantd NI & Q3
when the relying party is a user seeking protection from malicious or unreliable service
providers, for example when a contract specifies quality requirements for the delivery of

services.

2. Access trust describes trust in principalsttoe purpose of accessing resources owned by or

under the responsibility of the relying party.

3. Delegation trust describes trust in an agent (the delegate) that acts and makes decision on

behalf of the relying party.

4. ldentity trust describes the belief that an agent identity is as claimed. Trust systems that derive

identity trust are typically authentication schemes .

5. Context trust describes the confidence and the extent to which the relying party believes that
the necessary systems and institutions are in place in order to support the transaction and
provide a safety net in case something should go wrong. The factors for this type of trust can
be, for example, the legal system, critical infrastructures, law enforcénmesurance, and the

stability of society in general.

Trust is represented usually using a single value, howeveasimany propertiesRuan and Durresi
(2016) Yu et al. (2013)ndJgsang et al. (200dyed theterm trust dimension to denote the number

of parameters including :

1. Separated wbtrust. In systems that use a single trust value, distrust is considered as the
complement of trust. In these systensshigh value represents trustworthy, whiédow value

represents untrustwo rthy.

2. Time stamps. As trust is dynamic, it is important to consider time stamps for trust status. By

incorporating time stamps, trust can be updated and used to defend certain attacks.
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3. Contextaware. Trust is context dependent, and the trustee may exhibit rdiffe trust
degrees or trustworthiness given various types of contexts. For example, a good babysitter is

not necessary a good car repairer.

4. Confidence/certainty. Confidence or certainty is used in trust management systems to

measure to what extent the tistor is certain about the trust assessment.

According to(Guo et al., 2017Ruan and Durresi (201&nhdZhou et al. (2021yust can be derived

from three sources: attitude, experience and behaviour.

1. 9ELX AOAG FGdAGdzRS D ! GG A (ot thalBustaeSt &a8 Weleither i K S
trust/like/positive or distrust/dislike/negative that can be derived from interactions or

experiences.

2. 90ARSYyOS 2NJ FSSRol O]l SELSNASYyOSo Ly GKAa Ol &
based on the previgs interactions or transactions with the trustee. For example, satisfactory
transactions and unsatisfactory transactions are used as evidence to measure trust. Also,

rating is widely used in many systems to calculate trust .

3. Behaviour. Trust can also beatuated based on similaritgocial orphysical behaviours to
capture trust information. for example, their purchasing behaviours, common communities

they join, profile similarity, and so on.

2.4.3 Trust management systems

TrustManagement Systems (TMSs) play an important role in Internet and social computing systems
and applications andre designed to help participants to make better decisions based on trust
information. Trust management systems can be divided into three garttagna et al., 2007; Maddar

et al., 2018; Ruan & Durresi, 2016; Yu et al., 2@high are

1. Trust modellingmainly deals with how to represent trust relatiships in computational

models.
2. Trust managements used to describe how to collect evidence and to do risk evaluation.

3. Decision makings another important and complicated fielitljs a very important component

for trust management systems to work margelligently and efficiently.
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According toArdagna et al. (2007TMSs hae been developed asmechanisnfor open and dynamic
environmens, where unknown parties can interact for the purpose of acquiring or offering services;
this mechanism allows the parties to decide which requesters are qualified to gain access to the
resouce, and which server is trusted to provide the requested resource, based on the certified

statements provided by the interacting parties.

Ardagna et al. (20073ummarized the main advantages of trust management solutions as the

following:

1. Trust management allows unknown parties tocess resources and serviceg showing
appropriate credential@s aproof of their capabilities in addition to suppoihg delegation

and providng decentralization of control.

2. Trust management is more expressive than classical access control mechanisms as it allows
the addition of new restrictions and conditions without the need to change or rewrite the

applications enforcing access control.

3. The use of trust management systerfax controlling securitycritical services frees the
application programmers from designing and implementing security mechanisms for

specifying policies, interpreting credentials, and so on.

4. Each partyequester or service providean define access comlrpolicies to regulate accesses

to its resources and services.

5. Trust management systems increase the expressiveness and scalability of access control

systems

2.4.4 Reputation network architectures

Reputation systems technically build theputation about whatsomebody or something, based on
what has happened in the past after some direptiate or personal experience)r indirect
interaction with the individual. However, the indirqmiiblic ratings or scores can be determined based
on two main types ohetwork architectures which are theentralised and distribute@dgsang et al.,
2007; Liu & Munro, 2012; Yu et al., 2013; Zhoalgt2021)

2.4.4.1 Centralised reputation systems.
In centralised reputation systems, the central authority (reputation centre) collects all the ratimgs f

every partigpbant after each transaction and makes all scores publicly available online for all the
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members (agents) to decide whether to transact with a particular agent or not. Centralized online
reputation systems have been widely adopted ésgommerce Internet comgnies (such as eBay,
Amazon.com, and Etsy) to help users to build trust, reduce information asymmetry and filter

information.

2.4.4.2 Distributed reputation systems.
In centralised reputation systems, the reputation centre collects all ratings and feedbaclepraca
(centralized cloud server)n the distributed reputation there is no central location feubmitting
ratings, feedback, or comments; or obtaining reputation scores of others; instead, each participant
simply records the opinion about eaelRperience with other parties and provides this information on
request from relying parties. Although distributed reputation systems aim to protect the product
AYTF2NYIFGAZ2Y YR dzaSNBQ NBLIzIF A2y a02NBagthd NEY AY
reputation data up to data is very hard, and it is one of the challenges that face the distributed

reputation systems

2.5 Mathematical and StatisticaBackground

The main purpose of this section is to provide and define the fundamental mathematicaltiopsr

and methods that were used.

2.5.1 Principal Component Analysis

Principal Component Analysis (PCA) is a dimensionality reduction technique that use the statistical
procedures to identify the patterns in data and express the data in such a way as tgHhtidgéir
similarities and differences. PCA allows us to summarize the information content in large data tables
by reducing the dimensionality of large data sets, by transforming a large set of variables into a smaller
one without losing information in th large set, which make it easier to explore, visualize, and
analysing data, and faster for machine learning algorithms without extraneous variables to process
(Analytics, Aug 18, 2020; Dubey, Dec 20, 2018; Nobles, Jan 7., 2020)

PCA assumes that the relationships between dependent variables are linear, which make it classified
as an indirect gradient analysis, and it should be applieein most dependent variables have nonzero

values across most of the samples, and that bivariate scatterplots of each variable against each other
variable should be linear or at least monotonically increasing or decreasing. PCA is a very useful

analyticaltool, and the following stepsxplainhow it is work:

1. Represent the original dataset as data matrix X and compute the mean of every dimension

of the whole dataset.
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2. Standardize the dataset, this step aims to standardize the range of the contimitials
variables so that each one of them contributes equally to the analysis. In this step, the
initial variables are transformed the data to comparable scales betwegrusing the
following equation.

DLWaoQwe

o e e Equation2.1
YO W& A UD® O

3. Calculate the covariance matrix for the features in the dataset. This step aims to
relationship between variables and to understand how the variables of the input data set
are varying from the mean with respect to each other. Fordin3ensional data set ith
3 variablesifty andg, the covariance matrix is a 3x3 matrix of this from:

wWé dhw wé dw wé da Equation2.2
wéagw wéEadw wéaun
Where thecovariancecan becomputed for two variables® and @ using the following

formula
W& B ﬁ MW OQW Equation2.3

4. Calculate theeigenvalues and eigenvectors for the covariance matigerivector is a
vector whose direction remains unchanged when a linear transformation is applied to it.
The following formulais used to compute theigenvalue and eigenvectors from the

covariance mtix above

QQo _O = Equation2.4

The eigenvalues d@f are roots of the characteristic equation, adde a square matrit,
a vector ancka scalar that satisfies h, ¢ hthen_is called eigenvalue associated with

eigenvectomh of =.

5. Sort eigenvalues and their corresponding eigenvect®ysanking the eigenvectors from

highest to lowest corresponding eigenvalue and choose thé [ejgenvectors.

6. Pick k eigenvalues and form a matrix of eigenvectors.

7. Transform the original matrix.
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2.5.2 Techniquefor Order Preference by Similarity to Ideal Solution (TOP)SI

TOPSI$ a multicriteria decision analysis methpdavhich isused widely due to the concept of
simplicity, easy to understand, computation efficiencydetermines a solution with the shortest
distance from the ideal solution and the farthest distarficam the negativeideal solution(Hwang &
Yoon,1981)

Generally, calculating the TOPSIS method can be by following the next steps:

1- Createthe evaluation matrix(EM), whichconsist oM alternatives andN criteria, the element
|TJJ "‘Q"@f the matrix indicates the performance rating of tf@Qalternative, and the ‘00

attribute as shown ifcquation2.5.

Op 0¢ E 0Q
VP O0plp ©OlOplt E 'O0phQ
N " v C N “ ~ B « = o Ny
ov é ou EfID ov E& E OV th Equation2.5
& é € i é
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2- Normalize evaluation matrigNEM).

oy 0 ey - T, 'OD IQTQ .
D OLQQ —————— Equation2.6
B 00 1QQ
Each metric j for each company nigrmalizedto be in between 0 and 1. The highervelue

the better the metric.

3- Calculate the weighted normalized decision mafvitNM),where thecw ‘@ theweightfor the

alternativeQ

w0 0QQ 000 UNQ Equation2.7

4- Determine the best and the worst alternative for each criteribhis step determines the ideal
solution® 0 O @0 Qi , and the antideal solution § 0 @ & | {usingEquations Band
2 9 respectively.

WLL WQI 0 LWwWwwLLNQQ Equation2.8

WOLD W ET i OLQE WL LQQ Equation2.9

5- Calculate the Euclidean distarfE€) between the target alternative and the best/worst

alternative
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Equation2.10
< o e w4 s p s Equation2.11
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6- For each alternative calculate the similarity to the worst alternd®¥s.
o0 &1 i o )
YoQ Equation2.12

OO0@ Qi 600W i i o
7- Rank alternatives according to the TOPSIS sgging the'Y @ "Qvalue in descending order.

2.5.3 Percentof the difference and superiority f 1|

The concepts of information superiority and its efficiency are always confused, and there are few
measurement metrics based on rigorous mathematical foundation péheentof the differenceand
superiority (0 ‘OYtomparison calculates the percentagefefiénce between two number values in
order to determine how close they are, relative to the larger value in two different datasets

0" and'O"y. Thed 'O Between two numbers is calculated in one of two ways as follows:

pQ 0g Q e e
T ——————ZpontTt Q Q vc¢ Q
) o 0 Q p Op q
0DOTF .
'y W W Equation2.13
1’v V& Q Up Q 7 "Q“Qp 0 . 0 d
v 0 Q prm vs
L 00OF
0L W 5 Equation2.14

Where the dataset elemenip ¥ ‘O and theelementdc N 'O and thed 0 dés the Average of
0 'O Waluesof the data set of siz() . The followingTable2.1 illustratesanexampleof & 0 éomparison

results; his result means th® " has values higher thad " by around36.262% in average.
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Table2.1: example o 0 @omparison

1 133 62 53.38

2 379 236 37.73

3 525 315 40

4 529 417 21.17

5 534 379 29.03
00 ¢ 36.262

2.5.4 TheLinearRegression and Slope

Regression analysis is a statistical metbheddto understand, describe ,and estimate the level effect
and therelationshipbetween two setf an independent variablexj on a dependent variablexy.
Mathematically, the outcome of regression analysis often is calledj@ession equatior(Microsoft,
2021; Singh, 2020)

Linear regression is one of the most popular machine learning algoritirhieh is used foa
regression analysis of dependent and independent variables when thelyitextinear relationship

In case othere is only one independent variablthe inear regressiomere can becalled a simple
linear regressionAs shown ifrigure2.10, the regression line attempts to define the predicted value
of was a dependent variable, for a given valueaods an independent variable, and the bdist
regression line attempts to mimise the sum of the squared distances between the observed data

points and the predicted ones.

Dependent variable Data Pointes o
ol .
Regression line /-Tv—b <
Intercep . ac *

10f

-
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.
.
o \e *
.
. .
.
w {‘.
o 1 L
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- .
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Independent variable

Figure2.10: Linear regression.

Linear Regression Equati@representedmathematically by the followig equation:

W J 1w O Equation2.15
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Where thewis the dependent variableédA & G KS Ay RS LISytROY 0 QULHRAREO (&S b
Y& ¢, Qr@0is theOl i@ 1. 2GK h yR i Ay GKS o208 Slidd GArzy

constant agvandchanges.

Bw Bw Bw Bow .
1 - - Equation2.16
| Bw Bw
| Bow Bw Bw Equation2.17
N === :
| Bw Bw

“Ya € af geadient of a line is a number that describes both the direction and the steepness of the line
and itcan be also calculated using the following equation
Bw o 0 w

[ —
Bw o
Where thewandw are the means of the datasets, and thandware the data sample. The steepness

Equation2.18

or grade of a line is measured by the absolute value of the slope, seai@gabsolute value indicates

a steeper line. The direction of a line is either increasing, decreasing, horizontal or vertical.

The slope is positive if the line is increasing if it goes up from left to right, negative if the line is
decreasing if it ga@down from left to right, the slope is zero If a line is horizontal, and finally, If a line

is vertical the slope is undefined.

2.6 Chapter Summary

Due to the rapid development of technology and communications, 10T is considered as the core of the

fourth industrialrevolution. loTas global infrastructure provides advanced services by interconnecting

virtual or physical objects through existing intpasable information and communication
0§SOKy2t23ASad b2gl RFedas (GKS L2¢Qa RSOAO0SE 0S02YS
simple nature of the loT. These devices become more open to interact, collaborate, and cooperate

with each other withotthuman control to solve complex problems in a wide variety of applications
including smarhome, smarifactory, smaricity, smartcommunity, and most of the -eommerce

business. Wherefore, in open dynamic distributed systems such as loT, devices exahHaungge

FY2dzyd 2F aSyairiuradsS RIFEGE gAGK 20KSNJ L2¢Q& LI NIAS
or even they have insufficient information about themselves, or about the goods and services offered

to provide, which mostly forces the consuntedr OOSLIJi GKS aNA &1 2F LINA 2 NJ LIS

for services and goods before receiving them, which can leave him in a vulnerable position.

Besides security improvement, and to maintain successful collaboration between the nodes deployed
iNnVUlS NI 0t S ySig2N)] G2 RAFTTSNByU dGeLSa 27 Fadlrolas
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manner. Consequently, the mechanism of evaluating trustworthiness about the others (consumer to
provider, provider to consumer, or even for the equipment)éeded; and the trust management has
been developed for this specific purpoSeustManagement Systems (TMSs) play an important role
in Internet and social computing systems and applications;dasigned to help participants to make
better decisions ba=d on trust information. TMSs can establish the trust through underlying
information infrastructure and assessing the degree of confidence and the level of trust that should

place on other parties.

Traditionally, the motivation of providing a TMSs in il®T0 prevent 0T devices (or devices owners)

from performing detrimental attacks to enhance the trustworthiness of Devices, Communication,
Storage and Processing in 10T environments, and most of TMSs use the physical behaviour to measure
trustworthiness sich as Memory Rate, Radio Signal Strength, Number of Packets Received/Forward,
etc. However, the current literatures still lack a comprehensive study on trust management in loT that
support the social relation, which use the feedback and reputation tauetaktrustworthiness, which

help to estimate the future behaviour based on the direct observations apast behaviours, in

addition to aggregate the feedbacks directly from the other services users.

5dzS GKS fAYAGSR 62NJ] Atondn@bhsedion thaf¢edbadk &t iepudeidrs  a
GKSNB Y2alG L2¢Qa ¢af{a dasS (GKS LIKeaialorft oSKI
trustworthiness, itisnecessary to find a suitable solution the mentioned issue. In this researale

exploit the agentapabilities for two main reasons, the first is, the loT devices become smarter with
higher capabilities which make it behave like agents. Secavdlyi-Agent system (MASS) is rigfith

different level of TMSs that can be redesigned to cope the mentisse:. This combination between

IoT and MAS will generate a new generation of I0T devices that can deal with autonomy,
heterogeneity, as well the social relations; that will maximize the satisfaction and the performance of

the |oT applications of solvirige problems and making decisions.

The purpose of this chapter is to give an overvidwome fundamental background knowledge, which

is essential to understand the overall research. We discussed the smart factories as an application of
IoT environment iraddition to some related knowledge such as MOM, MES, SCM, and SRC. In the
second and third sections we discussed the basics about Internet of Things and the Multi Agent
Systems. In the fourth section the Trust and Reputation was reviewed in déilag section
discussedall the fundamental mathematical operations and methods that wezquired in this

research.
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The next chaptediscusses the empirical studiekthe applied trust and reputation techniqueslated
to the main objectives ofthis research It alsodiscusssthe fundamental factors that are used to
distinguishandsummarizehe characteristics of thegechniques The next chapter also identifies the

research problemand discussethe research questions
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Chapter 3

Literature Review

The pupose of this chapter is to review the state of the art of the applied trust and reputation
techniques that are used in 10T, MAS, and agent based IoT. The exploration of the empirical literature,
which are summarized ifiable3.3 based on six fundamental factors, which are: model, network type,
data source, attacks addressed, context awareness and updating technique, show us that the current
research lacks a compreheéws study that is able to solve the open issue of devising an effective and

efficient trust computation method for dynamic assessment in an 0T environment.

This chapter istructuredas follows Section3.1 explainghe current state of the art ithe applcation
of trust and reputation in loand multi agent systems Section3.2 describestrust and reputation
methodsfor 10T aentbased trust and reputatioifhe chapter ends with a summary Bection3.4

which identifies the research gap

3.1 Trustand Reputation Models

3.1.1 Trust and reputation in loT

TheloT can be vieweds a peetto-peer ownercentric community, with an enormous number of
heterogeneous devices (things) that request or provide services on behalf of its owners. 10T has a
wide variety of applications including-heealth, smarthome, smaricity, and smarcommunity.
Considering that the traditional 10T is usually sensitive to information security and p(Aabghri et

al., 2018; Sun et al., 2018; Yu et al., 2017} important to assess trustworthiness for two main
reasons: first, to increase the satisfaction and performance of loT applications, second, it is crucial to
maintain successful collaborationtieen the nodes deployed in the network atwensure all nodes
operate in a trustworthy mannefAlshehri et al., 2018; Sun et al., 2018; Yu et al., 201® general
motivation for providing a trust mnagement system for 10T systems is to prevent misbehaving devices
(or owners) of performing discriminatory attacks based on their social relationships wign tutf
devices that provide similar services for known or unknown reaéGnos et al., 2017; Maddar et al.,
2018; Majd & Balakrishnan, 2016; Yan et al., 2014)

In 2014, a survey conducted Man et al. (2014)osed several new issues in terms of trust in three
layers of I0T architecture, which are the physicaklayetwork layer and application layer. These
issues are (1) data-collectiontrust, the service quality will be greatly influenced and hard to be

accepted by users if the collected data are not trustworthy due to the physical/logical damage of some
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input sensors that may happen naturally or maliciously, which may corrupt the collected datat4?2)
process trustdata processing occurs when ddta its raw form)s collected and translated into usable
information, so, it is important for data processinto be done correctlyaccuratelyand securehas

not to negatively affect the end product, or data outp(®) when users enjoy advanced services, they
also need to discloser share their personal data which introduces a pityacychallenge in curren

IoT researchln addiion to the issues raisean et al. (2014¥how that trust and reputation
mechanisms have been widely studied in various fields. However, there is little work on trust
management for I0T. The current researcm 0T environments have not comprehensively

investigated how to manage trust in l@fivionmentsin a holistic manner.

In Public Reputation Systems (PRS), users rate each other in order to build trust through reputation
This kind of reputation system is based on a central unit (server)abategatesp all the feedback

after any eventFive modelsbasedon a centralised model have beproposed byChen et al. (2018)
Shayesteh et al. (2023 Ishehri et al. (2018andMaddar et al. (2018and these ardoTrust,HAMS,
IoT-TM, and Hierachical ZonesloTrust developed byChen et al. (2018)is a centralized trst
architecture which is made up of five layers; the nodes layer, Software Defined Network (SDN) layer,
the organization layer, and the reputation management layer. This model aims to identify trustworthy
partners The reputation management layer is respsible to evaluate the behaviotrased
organization reputation, which is necessary for all organizations and nodes that cooperate with each
other to avoid the malicious node (or organization) that gains access to the tags in the objects layer
and can launciRA G SNBy G FaGdFO0l1az 6KAOK YlF& &aS@OSNBte RIY
Shayesteh et al. (202@yesented tle HAMS (Health/Accessibility Monitoring Service) model. HAMS

is a centralized service that collects the observations (freshly observedp#&era and evaluates their

contributions and estimate the trust score of the users (entities) using Bayesian lgaased

procedure.
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Figure3.1: Architecture of the l1o-TM.
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Similarly Alshehri et al. (2018htroduced I0FTM (loT-Trust Management) as a clusteased
approach to address the issues of 10T trust management such as courtacingouthing attacks
and memoryefficient trust computationThe architecture of IocTM consists of Cluster Nodes (CN),

Master Nodes (MN),|Gsters and é&uper Node (SNFigure3.1).

IoT nodes in Io0TM are grouped into clusters based on their trust value, and the trust values for the
nodes can be chaed (gain or lose) progressively with the interaction with other within a cluster. SN
stores the trust values of all MN, which in turn, stores the trust values of the nodes within its cluster.
The SN allocates trust value thresholds and memory thresholdallf master nodes, and the trust
value of any of MN is the average trust values collected from other MNs for that MN. In case one of
CN needs to move into another MN, CN can move if the total trust bound of the target (MN) and CN
do not exceed the memomreshold of the new MN. Therefore, the CN and its trust value record will
be transferred also to the new MNUsing the same concepa hierarchical networko detect the
intrusion nodes by dividing the 10T nodes into zones (clusteas) been proposetly Maddar et al.
(2018) The zones are managed by the base station (which is assumed as trustworthy) to protect the
data transmitted on the network by eliminatingghmalicious nodes that spy on the othgfherefore,

every node needs to evaluate the trust value for a node that wants to communicate with based on

physical network parameters such as received radio power, noise, and number of received packets.

Unlike the models that are based on PRS, a number of trust and reputation systems and mechanisms
are proposed to reduce the impact of the disadvantages of the centralized system such as the
diversity, network failure (physical or logical) and the attaska decentralized nuel, a smart trust
management method was introduced reduce the influence of O®ff attackers (OA) b§aminha et

al. (20B). Usingthe machine learning and an elastic slide window technjgbes modelassesses the

0T resource trusby classifyinghe data into classes and elastically determines the window size for
the identified classThis technique accepts only thelvas that are assumed to be trusted (the values
between the lower and upper bounds of the elastic slide window). Otherwisepfatgtnge values are
assigned as outliers. For instance, the annual summer temperature range in ChristcRexh
Zealands 20°Q; 24°C in the daytime. Stemperaturedata(or values) in the range of 20€@4°C are

assumed to be trusted.

Preventing misbehavingevices enhances the overall trustworthiness in laTthis respectyu et al.
(2017)proposed a model with theia of increasing the level of datxchange security in addition to
evaluating the trust value of the sensor nodes by monitoring their physical behaviour including packet
forwarding capacity, the repetition rate, the consistency of the packet contentdtiay, and the

integrity. Besides monitoring the physical behavio#iwwshalya and Valarmathi (20pfesentedthe
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Social Internet of Things (SIa}stem which evaluates the level of the trust of the other nodes based
on the energy, community interest, centrality of the object, cooperativeness, and service score in
addition to the information of the mevious interaction. This model aims to prevent-Ofi selective
forwarding attacks and identify and isolate untrustworthy nodes without giving any opportunity to

the low trust value nodes to perform in the network.

The relationship between trustand pride2 = ' yR K2 g GKAa NBfFGA2yaKALl O

location is studied bgpuryani et al. (2016)n this research, the node evaluates the trust value of the
other target nodes or objects based on past activities using the connection matrix, taking into

evaluation the ability of the objects to move from one network to another and the locationeof th

target object.The connection matrigza S& (G KS @+ fdz2S 2F WmQ AF GKS 20628

for vice versawhere of the matrix describe the available networkand columns of the matrix show

objects that are connected to eadletwork.InthhA & Y2 RSt X GKS GFNBSG 2062504

only if the overall trust value for all the nodes in the chain between the source and the target (total
aggregated trust values) is higher than the threshold value, which is predefined by the system us
Similarly,a security mechanismwhich ains to detect legitimate Fog Network and 0T deviceas
proposed byRathee et al. (280). This methodcomputes the Trust Value/Trust Factor (TV/TF) of
individual nodes andrates eachneighbouring node depending on previous interactioAgyraph
based trust manager is established between the fog layer and 10T layer todaas of all fog nodes

in its lookup table and to detect malicious fog and lIoT nodié® trust manager computethe TV/TF

of the route between source and destinatiavhen a IoT device moves from one place to another

using aBreadthFirst Search (BFS).

In another studya generic context awareness framewdrk? LINS RA Ol (i K Sor mizbile NI &
service personalizatiowas proposedOtebolaku & Lee, 2018Jhis conceptual frameworkgollects

the information from loT objectdilters the candidate service items, and evaluates the importance of
trustworthiness by thecontextaware preferencecentred evaluationsiuring the recommendation

process.

Finally in some models such as the Soci#fiternet of Things @T), the relationship between
computing entities (objectsyvas strengthenediy establishing aroup of socialcircle to resolve
complex tasks that require mutual supportld, whichwasintroduced bySharma et al. (2019)sed

the EdgeComputing environmentwhere every active node (person) must use a handheld device
(mini-edge servers) that is used to forward the traffic gadform computations. In this network, the
nodes communicate using three different types of queries: Main Query Manager (MQM), which is

used to manage the traffic of the information flow across the network. Crowd Q¥anager (CQM),
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which is operable atite Access Points, as well the Individual Query Manager (IQM) which is used by

each handheld device.

3.1.2 Trust and reputation inMulti Agent Systems

Trust and reputation mechanisms have been considered key elenretiie design of multagent
systemgMASS) In distributed environments, agents depend on trust and reputation mechanisms to
evaluate thebehaviourof potential partners, due to the uncertainty of their potentishaviour Trust

and reputation mechanissmineedto control the interactions among the agents and protect good

agents from fraudulent entitie@Pinyol & SabateMir, 2013)

One of the earliest models that study trust and reputation mechanisMASs islescribed byMarsh
(1999) In this model, the proposed mechanissintended to help the agent to decide if it is worth
cooperating with another agent or not, based on the previous direct interadtigtween them. This
model differentiates three types of trust which abasic trust general trust,and situational trust

Basic trusis representative of the general trusting disposition independent of who is the agent that
is in front, and it is calcated from the pasexperience in all situation§&eneral trustepresents the
general trust between the agent (x) and another agent (y) without considering any specific situation.
Situational trustis used to calculate the amount of trust that one agens ha another agent for a
specific situation. In this model, the trust takes a value in the raryetl], where the value ofl

would represent a negative trust (distrust), 0 means there is no trust, and 1 would represent a strong

positive trust.

Also, based on the past direct interactiorZeynalvand et al. (201®roposed a framework called
Contextaware Bernoulli Neural Netwottiased Reputation Assessment (COBRA) to make an accurate
prediction of the trustworthinessf a target agent. In this model, an agent predicted the conditional
probabilityp indicating how trustworthy the other agent is for a given context, which means there are

no assumptions on the existence of stereotypical or sociocognitive information.

The effect of partner selection on the emergence of cooperation in decentralized society, is analysed

by (Anastassacos et al., 20Mhere the agents can learn how to interaantd cooperate with each,

and the outcome of this study showed that the stability of a cooperative outcome is dependent on

K2g¢g adz00Saa¥fdzZ GKS F3ASyda OlFy dz&aS AYyF2NNIGA2Y |

selection and their strategy in the Ditena.

In MASSs, the computational trust and reputation models considered two different information

sources, the direct interactions among agents and the information provided by members of the society
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about experiences they had in the past. In théspect Khosravifar et al. (2012)evelopeda
Comprehensive Reputation Model (CRWjch is a probakistic-based reputation model. CRM aims

to secure multagent systems by reducing the impact of getérested agents. In this model, the trust
assessment procedure is composed of-libe and Offine evaluation processes. In the Gme
evaluation processagents evaluate the trust level of other agents that are not known (or not very
well-known) by collecting some relative information, either from their direct interaction history or

from consulting other trustworthy agents that can provide their suggestim the form of ratings

(indirect interactions). According to this model, the direct trust value was described as the ratio of the
Gydzyo SNJ 2F &dz00Saa¥fdzAg 2dz2i02YSaé¢ G2 GKS a2l f
evaluate their interactions aceding to a scale afitypes numbered from 1 té, where 1 is the most
successful interaction andis the leassuccessful interaction, and the results of the trust evaluation

are generatedasNB I £ Yy dzZYo SNE Ay ( KS eddllsh &y gdod, yood, Tair &2 NJ SE I
pooE A& | D tyipes, the MosisiicEeSsful interactiofisy ¢ 'Q carnd theé Idast successful
interaction takes the value of ¢ ¢ Ih the offline process, consulting agents expect the trustor agent

to update their information about the trustee agent after a variable period of direct interactions to

improve the accuracy of the system trust evaluation by minimizing the estimation error.

In the samerespect AbdutRahman and Hailes (200proposed a model based on sociological
characteristics of trust. This model is a contdgpendent trust model and supports negative and
L2aAGABS RSINBSa 2F o0StAST 2F |y |3ISydoQa (NHzai
information about pastd NS Ol 6 A (i y S & & Supl@andtered$hih i tfieiStdbask. Each

tuple 0 ‘@onsists of four degrees of belief to typify agent trustworthiness: very trustworbhy (

trustworthy (©), untrustworthy ¢) and very untrustworthyd ¢. Therebre, the agent represents his
0SEtAST AYy IYy20KSNJ 3SydiQa ol0 UGNHAGE2NIKAYSaa ¢
o i Q

In a different way,the trust was evaluatethy combininghree mainaspectsoReputationDistribute
Conflict about theall theother partiesin the environmentduring the trust evaluation procesk this
model, whichwasintroducedby Majd and Balakrishnan (201 6he disreputedescribeghe negative
opinions while theconflictimplements theconsistency of the agent behaviouveherethe reputation
is used tandicates the positiveopinions toenhance the process of selecting a trustworthy provider

in multi-agent systems. The propos&eputationDistribute Conflict(RD-C) modelused the TOPSIS

3 TheTechnique for Order of Preference by Similarity to Ideal Solut{@®PSIS) smulti-criteria decision
analysianethod, it hasbeen used to develop index and rank performant®PSI®as originally developed
by ChingLai Hwang and Yoon in 1981 with further developments by Yoon in 1987, and Hwang, Lai and Liu in
1993(SeeSection2.5.2 for more details).
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to solve the problem of ranking and comparing algorithms. Inrtidgel, the agent needs to calculate

the RD-C value for each provider to select the most trustworthy provider using the decision matrix.

In MASs, computational trust and reputation models consider two different information sources, the
direct interactions among agents and the information provided by members of the society about
experiences they had in the past. The ReGreT sy&atmater, 2004} one of the earliest models that

uses social relations as a third source of information. Moreover, ReGreT is designed to be used as a
module that extends the capabilities of the agent to deal with reputation and trust to improve the

' 3Sy i Qa imaRdétiplékiedndaidice environment. The main characteristics of ReGreT are: (1)

It takes into account direct experiences, information from third party agents, and social structures to
calculate trust, reputation, and credibility valugg) It has a trusinodel based on direct experiences

and reputation;(3) It has a credibility module to evaluate the truthfulness of information received
from third-party agents; (4) It uses social network analysis to improve the knowledge about the
surrounding society; (5t provides a degree of reliability for the trust, reputation, and credibility

g tdzSa GGKFG KSfLA GKS F3Syid G2 RSOARS Haking i A&
process; (6) and it can manage at the same time different trust apdtaéion values associated to
different behavioural aspects; (7) Also, it can combine reputation and trust values linked to simple

aspects in order to calculate values associated with more complex attributes.

The ReGreT systeshown inFigure3.2 maintains three knowledge bases to store different types of
information. The first database is the Outcomes Database (ODB), which is usexbrtsiner for
previous contractaand their result; the second is Information Database (IDB) that maintains the
information received from other partners; and the third is Sociograms Database (SDB), which used to
store sociogrants In addition to knowledge baseReGreT incorporates other models to deal with

direct trust, reputationand credibility.

The direct trust model is used to deal with direct experiences and how these experiences can
contribute to the trust of thirdparty agents. The reputation model ihi$ system is divided into three
specialized types of reputation depending on the information soufideNitness reputation which
usesthe information coming from witnesses to calculate reputation; (ii) Neighbourhood reputédio
calculated and used fanformation coming from witnesses; (iii) System reputation which is based on
roles and general properties that modelled by the reputation model. Finally, the credibility module

allows the agent to measure the reliability of withnesses and their information.

4 Sociograms graphs that represent social relations
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Figure3.2: The ReGreT system (Sabater, 2004)

3.2 Agentbased trust and reputation in 10T

Implementing MASSs in loT environments has become more pgphiarcombination between loT
and MAS, generate a neweggeration of 10T devices thamaximize the satisfaction and the

performance of the IoT applications to sol® complexproblem and make decision.

TAEC (Trustworthy Agent Execution Chip) is an autorageicttrust model for loT systenmXu et al.
(2013)whichaims to enhance the security by using a pukby to achieve the high safety of the agent
operations. This model assumes that eachsse node must install a TAE&d theagentsrun in
containerswhich are managed bsgencies Moreover, agencies provide for the agent the required
services such as providing the communication service, the registration service, the management
capability, the migration function, the persistence service as well as the security and reliability
protection mechanism. Similarly, a centralized Trust Management Systems $EM8)et al. (2013)
isdedicated to manage security procedures by tracking the past interactions in the network to detect
malicious attacks and selfish attitudes in 10T. In thaxlel, the TMS obtains information about the
trustworthiness of the available proxies and service providéer the evaluation process and
providing the service, the node must return the evaluation report (feedback which is to tack one of
the values1,0 and 1) to TMS to use in the next trustworthiness evaluation process by the others, and
it will be available for any node who needs to contact with any available proxtesAnother
centralized approacopigneaux (2015pcusedon the authorization of data operations to solve the
trust issue and the decision making in 10T. This appréadwn as BUTLER, aims to ensure the
GAWBRNIO2yaSyiaé 2F GKS SyR dza SN ¢ K She ersany{or LINR y O A
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agent) about the benefits and risks of a particydewcedure, and he should agree or disagree on that

LINE OSRdzZNE 06SAy3a dzy RSNI I { SYyA @Yy &K SIYa N SIBRy Byd (1 KS
On the other handAzad et al. (2018)nvestigated the privacpreserving and reputation in the
distributed Machineto-Machine environment, and they proposed M2REP to detect the infected

and malicious machines that can damage the form of network which can reduce data integrity and
increase the financial loss. M2RIEP evaluates the global reputation scores for any machine by
aggregating the direct trust scores fnothe other machines that have had interaction with it using a
directed weighted graph, which represents the hurrraachine or machine to machine network. The

result of this evaluation takes one of these cases: trusted interaction (1), untrusted inter@tjion

uncertain or no interaction (0). Likewiséref and Tran (2020proposed an Integrated Trust
Establishment model (ITE) which integrates two major sources of information to produce a
comprehensive assessmeat¥ | (I NHz&A (G 2 NDa Yy S 8dRj ITR ubes fegdbaSkNdgrs G 2 F
trustors regarding how satisfied they were with recent transactions and their retention, to predict the
importance of different service dimensions for trustors and to adjust trusjdeglkaviour accordingly.

With regard to QoSa Multi-agent Subjectivity Alignment (MASAs proposed by eynalvand et al.

(2018)i2 F RRNX&aa (GKS GNM¥zad YIylFr3aSYSyidx LINRARGIFOes KSi
issues in l0T. In this model, each agent evaluates the outcome of its interactions (IOE) with other
agents based othe regression technique where the sources of the information (input) of IOE are the

direct experiences (the firdtand evidence) and the advice from others (secbadd evidence).

Moreover, MASA considered three metrics to evaluate the quality of sef@o&) which are the
Response Time, Latency, and Packet Loss. Unfortunately, this model did not clarify how to detect
malicious agents, and also it did not address the cortevdreness issue and its influence on

subjectivity on the 10T environment.

3.3 Model Comparison

This sectiopresentsa brief summaryf these models in the literature that dealt with trustworthiness
in 10T, MAS, and agent based l@ak{le3.3); then we compared them according to six fundamental
factors, which are: Model, Network Type, Data Source, Attacks addressed;Qdotéxt andThe
ability to update the other knowledg@Vhichreferred to adUpdate (Table3.1).
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Table3.1: factors for comparison

I0T-TMS:IoT trust and reputation
) ) MASTMS: MAS trust and reputation
Domain | - Research perspective
IocTABTMS: agenbased trust and reputation in
loT
- The evaluation mechanism that is
O e\ r oo 2 O oy /Y, T ooy v, 2 v
used by the model. Ybotio YQwol Qo w
Model ) — and /or —
- It could ke mixed between any of O YQROOMOQEE O i Q0 HOG
options
Centralized
Network .
- The topology for the evaluation Distributed
Type
Clustering
Direct
Data - The type of information resources Indirect
Source that are used for evaluation. Witness Information
Sociological Information
Attacks | - The kind of attacks that can be
) ) Table3.2
addressed| detected if available.
) - The ability of the model to deal )
Multi- Single trust
with Single trust or more at the
Context ) Multi-context trust
same evaluation.
- The ability to update the other Timedriven
Update
knowledge. Eventdriven
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Table3.2: Trustrelated attack types with their description

Selfpromotion
attack

A dishonest node provides good recommendations for itself to promote
importance in order to be selected as a service provider. Then, it exploit
reputation to provide malicious service. An example of this attack oc
when a dishonest node positly fabricates fake feedback about itself
adjusts its own reputation during data dissemination.

Badmouthing
attack

A dishonest node can ruin the trust level of wedhaved nodes by giving ba
recommendations about them. Consequently, their reputatiois negatively
affected and the chance of these wbkhaved nodes to be selected fi
service is reduced.

Ballotstuffing
attack

A dishonest node can boost the trust
dishonest nodes by giving good
reputation.

levels of other untrustworthy
recommendations. Ash,sugoosting their

Opportunistic
service attack

An untrustworthy node with a bad reputation may provide good service g
certain time to improve its reputation.

Collusion attack

This attack occurs when one or more nodes conspire together to defraud
trust level of one or more nodes.

Onoff attack

An untrustworthy node can randomly perform trustworthy service to hide
untrustworthy behaviour.

Whitewashing
attack

An untrustworthy node can disappear and -joén the application to wash
away its bad reputation.

Discriminatory
attack

Anuntrustworthy node can discriminate against specific nodes.

Selective
forwarding attack

The malicious nodes usually perform as normal nodes on the occasion ¢
selective forwarding attack, which will selectively discard valuable
packets andnay lead to network failure or even collapse.

The hacker must have access to multiple copies of the same data to emkf

Data forgery new watermark rather than removing the old one, which allow him to mo
attack
and corrupt the protected data.
An attack aimed to shut down a machine or network and makirg
DoS attack

inaccessible to the intended users.

Packet delay

This attack aims to increase the variation difference in -emdnd oneway
between selected packets in a flow with any lost packets being ignored.

Flooding attack

The hacker aims to fills th& 2 4 1 Qa4 YSY2NE 06dzFFSNJ o

and connection requests.

41



Bylooking toTable3.3, it can be seen that most of the 10T trust and reputation evaluation models in
the literature are based on implementing the security mechanjsnmitoringphysical behaviour and
detecting the infected and malicious entities (nodes or agents) that can damage the form of network,
reduce data integrity, as well as financial Ig&kshehri et al., 2018; Azad et al., 2018; Chen et al., 2018;
Maddar etal., 2018; Saied et al., 2013; Yu et al., 20Tf)s result is alsmentioned byWhite et al.
(2017)in hissurvey Figure3.3). On theother hand,most of the agenbased models liké\bdul
Rahman and Hailes (2000Khosravifar et al. (2012)Kowshalya and Valarmathi (201K)ajd and
Balakrishnan (2016Marsh (1999)Pinyol and Sabatdvlir (2013) andSuryani et al. (201&onsider

the interaction behaviours between the agents for the trust and reputation evaluation.

Image removed for Copyright compliance

Figure3.3: Percentage of articles addressing each I§y¢hnite et al., 2017)

From a different view(Table3.3) shows thatthere are a few computational trust and reputation
models(Copigneaux, 2015; Kowshalya & Valarmathi, 284a¥d et al., 2013; Yu et al., 201¥t deal

with the multicontext nature of trust and reputation. Most of the trust and reputation evaluation
models such agAlshehri et al., 2018; Azad et al., 2018; Caminha et al., 2018; Chen et al., 2018; Maddar
et al., 2018; Sharma et a2019; Suryani et al., 2016; White et al., 2017; Xu et al., 2013; Zeynalvand et
al., 2019)can perform a singleontext trust, and they focused on spécifscenarios with very
delimited tasks without losing too much versatility. In both cases, 10T entities evaluate the trust and/or
reputation of the other peers before starting cooperation and interaction. ModelsAikad et al.
(2018)and Chen et al. (2018)sed onlyDirect Informationwhile Caminha et al. (201&nd Maddar

et al. (2018)used onlyDirect observationHowever, most of the other models aggregated the
information from Direct history and Indirectsuch asWitness and ReferralAref & Tran, 2020;
Copigneaux2015; Saied et al., 2013; Shehada et al., 2018; Suryani et al., 2016; Yu et al.ln2017)
addition to the direct and indirectKowshaya and Valarmathi (201 gnd Sabater (2004)o0k the
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advantages of usingocial informatiotin their model. MoreoverCopigneaux (201%jsed in his model

the EndTo-End Predefined Rule as additional source with direct and indirect information to evaluate
the trustworthiness. Further, after the evaluation process is completed, updating the other knowledge
is very impaotant to improve the accuracy of the system for the future transactidsdels presented

by Alshehri et al. (@18) Chen et al. (2018Copigneaux (201%)nd Saied et al. (2013)eed to update

the central database information for the latest interactions, wiilead et al. (2018)Maddar et al.
(2018), Zeynalvand et al. (2018Xu et al. (2013nodels inform all thaVitness and Rerrals directly

in the distributed decentralized systems. Another approach of updating the knowledge to the others
is the timedriven updating method, which was used Kgwshalya and Valarmathi (201Xy et al.
(2013)andYu et al. (2017)
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Table3.3 :A general summary of the literature in the three major perspectives

T
T =
iz o | 3| 8 . . & . .
§ | =3 X Direct observation, Detect Attacks | = = l0T-TM is a clustebased approach to address the issues ¢
o3 '|: o3 s monitoring physical Bad Mouth = -‘CEJ IoT trust management such as countering maduthing
52-:« Nl e g § behaviour(memory usage) (EEneline, 2 = attacks and memorgfficient trust computation.

2 m
,'I =
o
b g
o > = L o
c = 5 © | Improve security in 10T by identification of @1 trust attacks,
E = g § % Direct observation, % S | using less data. Based on machine learning and an elastic
8 3 |': w 2 monitoring physical OnOff Attacks | £ E window technique thaautomatically assesses the loT
4 Nl e g o behaviour o ) resource trust to reduce the influence of €f attackers
= | 2 = (OA).
g z
O
T 2 . . _ "
= = = _ _ - I_oTrust is a centralized trust architecture which is made ug
c_ | 0| a Direct Information, o o | five layers; the nodes layer, Soft Defend Network (SDN) I3
2 = E = 'c—zs monitoring physical Detect attacked :_Cm 5 | the organization layer, and the reputation management lay
%} K Ic—'> 'g % behaviour nodes D ‘GC'; This model aims to identify the trustworthy partners and th
5 - = (&) Behaviourbased kT reputation management layer is responsible to evaluate th
5 & behaviourbased organization reputation
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S
s d ‘? . o SloT is a trust management scheme based on behaviour
| N | 3 2 : . . : g o objects, trust estimated by object to another one based on
=S| Q = Direct observation, Indirectf On Off seletive | © | 2 ’ . : " .
2 |E | O 3 R ) . = | 5 own experience (direct opinion), stores and shares its
5 i 3 = ecommendationenergy, forwarding X 3 . : . . .
SCeE| = - . ) experience with others. Trust metrics used includes direq
S| 2| B % Social information attacks c | E : : L
i‘—g < > e 8 = trust, centrality of tle object,energy, community interest,
N ‘>° = cooperativeness and service score.
@ 2
& § o Detect abnormal s
B g g E -GE) Direct observation, packet delay % .2 | This evaluation of node behaviour was based on network
= N ||: Y 5 monitoring physical events, hello k= g parameters such as received radio power, noise, number ¢
ST | 2| B 8 behaviour flood attack, 2 © | received packets.
S S flooding atack L
=
Theauthors of this article proposed a conceptual framew
F2NJ LINBRAOGOAY3I GKS dzaSNDa
< CKAA FTNIYSEg2N] SELX 2A0a (A
I % supports contexiaware personalization (context sensir
< = 3 - recognition, cogtive reasoning, and inference and modelli
g n % B g O | support), that provide a generic context awareness framew
°§ E = 5 Based on the iformation Not Support 8 | § | for mobile service personalization based on the informat
=5 lé 3 # | that collects from IoT object] PP § ‘g“ that collects from IoT objects. During the recommendat
9 -2 & S | @ | process, this framework filtersie candidate service items ar
9 a © evaluates the importance of trustworthiness via contextare
) ~ preferencecentered evaluations. Finally, the authors in t

article are willing to use trust to ensure that data or informati
from malicious entities is not lawed in the contexaware
personalized service recommendation process.
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TVTHRathee et al., 2020)

I0T-TMS

Trust & Security

Distributed (mobility)

Direct information (previous
history interactions)

Preventing
malicious fog
node attack
during the
handoff (mdoility)
traffic congestion,
endto-end delay

Single

NA

This research proposed a security mechanism to detectg
legitimate Fog Networks and |oT devices by computing
Trust Value/Trust Fact@mV/TF) of individual nodes and rati
of each neighbouring node depending on the previous his
interactions. As a grapbased phenomenon, (TV/TF) compul
based on Breadth First Search (BFS) to calculate value ¢
trust of the route between sourcera destination when the 10]
device moves from one place to another. A trust manage
established between fog layer and IoT layer that keeps
record of all fog nodes in its loalp table and detects the
malicious fog and loT nodes during the mobilitgr{doff).

SloT(Sharma et al., 2019)

[0T-TMS

Reputation & Privacy

Distributed

Direct experience and
Indirect (reputation
ranking)

Fake news.

Single

Single

Socialinternet of Things @®T) fortifies the relationshi
between computing entities(object), where these objects fg
a group by establishing a social circle for resolving com
tasks that require mutual support. This approach uses an ¢
computingenvironment formed by utilizing a crowd as mi
edge servers. This model assumed each active person

have ahandheld device (mirserver) that can forward the
traffic as well as perform computations to format an el
crowdsourcing network. Also, thigtwork uses three kinds ¢
queries: Main Query Manager (MQM), used for managing
traffic and information flow across the network. Crowd Qu
Manager (CQM), which is operable at the Access Points, a
as the Individual Query Manager (IQM) whichssdiby each
handheld device.
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Health/Accessibility Monitoring Service (HAMS) is a hy

content, the delay and

integrity

T
5]
< ‘? = % entity/data trust management scheme for an lemabled
B~ 0 § Q - Direct observation = environmental health monitoring service. HAMS s
%g E ) E (monitoring) Phvsical Attacks ; < | centralized service that collects thebservations (freshly
&5 N 5 3 ‘qc‘) _ Directinforgmation y @ | £ | observations) from the users and evaluates their contributi
o - g (&) S and estimate the trust score of the users (entities) us
<§( = & Bayesian learningased procedure.
T
=
) 5
Té _g Rep_utation is used to
,*0_7 %) g 2 de;irdn]i![n:a;hgéer\:gaf&ig o Interaction with trustable object forprivacy. Selecting
S E s 3 . Detect Attacks | © | <« | trustable object pocess was done based on past activities
> o S 2 based on prior knowledge o £ | 2 . . .
S S | = = he | . ith oth (Bad Mouths) %) the trust history of the object and by applying a threshold v
D - g & the interaction with other to determine whether an object is "trusted" or not
=4 2| B objects and based on the :
g A experiences of other object
?
Direct and indirect. direct
< trust is evaluated by
§ > monitoring and measuring Selectie T Aims to achieve security data exchange and deal with exte
: S| T based on multaspects forwarding S c | Gidlr01a Ay L2¢I Y2yAiU2NARy3
& g 3 % communication behaviours|  attack, data 2 2 |evaluatet YR OF f Odzt | GS aSyaz2N) y
g |': Y = such as the packet forgery attack, g D | trust factors related to the behaviours of senspodes is
& o 17 .é’ forwarding capacity, the | DoS attack, on/off ::-; £ | measured, including the packet forwarding capacity,
I|-I_J E repetition rate, the attack and bad g F | repetition rate, the consistency of the packet content, t
Tl consistency of the packet | mouthing attack delay, the integrity, etc.
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Ntropi (AbdutRahman &
Hailes, 2000)

MASTMS

Trust & Reputation

Distributed Decentralized

Direct Interaction and
Witness Information

model has
specific
mechanisms to
deal with liars

contextdependent

Timedriven

Model based orsociological characteristics of trust. This mo
is a contextdependent trust model and supports negative &
posihk @S RSINBSa 2F o0StAST i
¢t KSNEF2NB = GKS 3SyidQa 0
trustworthiness within a certainantext (c) to a certain degre
(td) represented as t (a, c, td).

(Anastassacos et al., 2019

MASTMS

Reputation

Decentralized

Direct interaction

Selfish Objects

Single

NA

This paper presented an analysis of the effect of part
selection on the emergence of cooperation in decentrali
society, where the agents can learn how to interact ¢
cooperate with each other in an environment beyond inter
I 3SyGa olFaSR 2y NBLSIF ISR -
agent reinforcement learing. The outcome of this researt
showed that the stability of a cooperative outcome
dependent on how successfully the agents can use informg
Fo2dzi Fy20KSNJ I 3SyiQa KAAa
their strategy in the Dilemma.

MARL(Asghari et al.,
2020)

MASTMS

Reputation
connerative

Decentralized

Direct interaction
Indirect information

NA

Single

Eventdriven

Multi-Agent Reinforcement Learning (MARL) attempted
tackle the situation of multagent sequential decisiemaking
where the environment model is not completely known to t
agents in the context of online decentralized learning in m{
agent linearquadratic (LQ) dynamical systems. in MARL ¢
agent need to learn the environment while interacting with
to collect rewards and all agents share the same reward
cost) function, otherwise, no learning policy can be guarantg
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As a probabilistibased model, CRM aims to secure my

T
5] _§ " agent systems by reducing the impact of setérested agents
8 0 = = . S c | The trust assessment procedurec@mposed of O4line (direct
S| = 3 @ Different types of| & g | . o . ) .
3 N = . : S ) @ | .= |interaction, indirect interactions) and Glihe evaluation
s | = | 9 2 | - Directinteraction, indirect] possible attacks| = | 5
2o | @ | X e, : : , . o | 3 | processes. Agents compute the trust value of each other u
N | g 3 = interactions like reputation ol _ : L .
Z s o 3% squeeze = | E | their interaction histories and generate real numbers in {
4 = =) q 2 | F |range [0,1]. The direct trust value could Hescribed as the
&5 = NFGA2 2F GKS aGydzYoSNI 2F &
YydzY6OSNJ 2F Ll2aaAoftS 2dzio2YS
|-
]
£ c - Direct Interaction. The
§ S value of RD-C is an Based on three main components reputatiatisrepute and
f_cg 0 g 5 integration of Reputation conflict, RD-C aims to enhance the process of select
4] §| E S % value (positive opinions), % trustworthy provider in multiagent systems by presenting
o3 S| o | 2 Disrepute value (negative NA k= <z( computational model based on Technique for Order Prefere
'_% <§E 3 X4 opinions) and Conflict o by Similarity to Ideal Solution (TOPSIS) method, which
>3 g o value (measure multi-criteria decision analysis method used to solve
8 = consistency of the agent problem of ranking and comparing algorithms.
o behaviours)
o
(o2}
(0}
— 5
_5)" g ko o Marsh model helps an agent to decide if it is worth
= = 9 = : : , . © | <« | cooperate with another agent or not, based on the previg
2 2 = = Previous direct interaction NA UE) Z | direct interaction between them. This model differentiat
ﬁ = & three types of trust Basic, General, and Situational.
IS
=

49



5 | €
& S |8 < | ¢ . :
2 _ |9 S | A . . . L © | ReGreT is designed to be used as a module ¢rtnds the
T = o | = © | Direct Interaction, Witness o c = . .
& = U) 23 @ Information and social Can deal with liar 8 5 | capabilities of the agent to deal with reputation and trust
PN | £ | 3| 5® : nodes ~ S [AYLINR @GS (GKS | 3SyiQa -ocohwérd
o s a = relations =S o .
2 | = = = | environment.
@ 2|2
= | O
i As a machine learning model, this research propose
§ c S = framework called Contexaware Bernoulli NeuraNetwork-
[ 3 g k) o g based Reputation Assessment (COBRA) to make an ac(
> = 'J) % g Direct interaction Deal with 8 < | prediction of the trustworthiness of a target agent. Based or
R = | £ = § malicious = Z | past direct interaction, agent predicted conditional probabi
% = x 2 § by indicating how trustworthy the other agent is for a giv
@) context; which means there are no assumptions on
O existence of stereotypical or sociocognitive information.
I The Internet of Agents (IoA) is an emerging field of rese
N c = that extends the concept of Internet of Things (loT)
%‘ %) -% o 15 S augmenting internal reasoning and intelligence capability
= E 5 % incorporate 2 | .= |traditionally, naive things used in IloT. IT& a trust
3 g @' 2 | Direct, Indirect explicit and g l'é establishment model that integrates the two major sources
© 5 B foﬁ implicit feedbacks :-; ® | information to produce a @mprehensive assessment of
< | 7| 2 S| W IiNHAG2NDE ySSRa Ay L2! & { L
m [ s - o . .
= explicit and implicit feedbacks to provide trust establishm
under a wider range of circumstances.
= Attacks such as As a privacypreserving MZMREP was proposed to evalucf
7 c = injection of the trustworthiness of machines in the autonomous M2
o o | S (< c | communication system. M2M evaluate the trustworthiness
S | s < i malware to the o : : . .
Ro | E 5 © 2 | .2 | aggregating the direct trust scores obtad from the maching
= |5 a| & : unsecured o | 5 : : ) :
Ir o ) c Direct trust : < < | users who already have had interactions with the machine
wa | L= @ machines, h | € . . :
o 3 O : © | detect the infected and malicious machines that can dam
i =) 3 o physical o ; : ,
> = e . the form of network, reduce data integrity, as well as finan
N ~ tampering of the : ; : .
s machines loss using global reputation scores, which use tirected

weighted gaph.
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BUTLERCopigneaux
2015)

[0OTABTMS

Trust & Privacy

Centralized

Direct interaction, indirect
interactions and Predefinec
rule

NA

Multiple Context

Eventdriven

BUTLER focused on the authorization of data operations i
GKIFIG SyadaNBa GKS aAyF2NI¥SR
of informed consent means a person (or agent) is fully infor
about the benefits and risks of a particulaopedure and has
agreed on that procedure being undertaken on them based
GKS a9yR !'aSNI[AOSyasS ! ANk

TMS(Saied et al., 2013)

I0OTABTMS

Trust reputation

Centralized

Direct Interaction and
Witness Information

Bad mouthing
attack, onoff
attack and
selective
behaviour attack

Multi-contexts

Eventdriven

This model assigns dynamic trust scores to the cooperg
nodes according to different contexts and different funcis.
Trust Management Systems (TMS) was introduced to ma
and dedicate security procedures by tracking the past ng
interactions in the network to detect malicious attacks 4
selfish attitudes. After providing the service, the node m
return the ewaluation report (feedback which is take one of t
values-1, 0 and 1)

(Shehada et al., 2018)

[OA-TMS

Trust reputation

Distributed

direct and indirect
(reputation from witnesses)

Malicious agents

Multidimensional

Eventdriven

This paper proposed a new adaptive trust and reputat
model for MASs to cope with changes in the behaviou
witnesses in the decentralized Mobile agent's system.
model evaluags the trustworthiness using the direct dn
indirect (reputation from witnesses) information employing
dynamic weights system. Moreover, this model also introdu
YR dzaSR aLYyOSyGA@Sa | yR
I LILINR I OKS & o Ly 0dKS aLyOS
witnesses gain or lose URits" according to their curren
behaviour status and amount of improvement or degradat
in their honesty levelThese units (Eunits) are used to purchg
information from other witnesses¢ KS & { SO2 y R
used to give malicious agents the chartceenhance their|
behaviour.
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Autonomic Agent Trust Model for 0T systems based on T

(92]

§ ? = Plrjgtléccrtehyeto c (Trustworthy Agent Execution Chiphhances the security @
< g § N tr:f nsmission of | @ o the software and hardware. Agent runs irethgency, which i
ot 5| © 'S Direct interaction, indirect code and data Er: 5 | the running container of agents that is providing t
> |<j 3 % interactions and rely on "I ? g communication service, the registration service, {
tLa’ = g O traditional iZ | management capability, the migration function, tk
< = . persistence service as well as the security and reliak
[ network security . :

protection mechanisn.

—

8 Multiagent subjectivity alignment (MASA) is a mechan
(—g proposed to address the issues of the heterogeneity and
o I5 - |[RSOAOSAaQ aSyaz2N) tAYAGLGAZY
= 0w | 8 B o © | uses a regression technique and exchanges the modelsau
g E = _§ Direct. Indirect NA En 5 | agents as the input to an alignment process. MASA cons
Tg <§ fl:’ 2 ’ 175} % the firsthand evidence (experiences of self) and secbadd
& - g [a) o | evidence (advice from others) as the source of information
'i‘, ~ interaction outcome evaluation (IOE); and it uses the respq
2

=

time, latency andpacket lossmetrics to define quality o
service (QoS).
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3.4 Research Questions and Obijectives

¢KS 02y OSLIi 2F GKS aLYUGSNYySiG 2F ¢KAy3Iaeg oL2¢0
any time together. 10T is a global infrastructure that provides advanced services by interconnecting a
huge number of heterogeneous smart things (virtual physical devices) through existing
interoperable information and communication technologies. 0T has been employed in a wide variety
of applications including -bealth, smarthome, smaricity, smartfactory; taking the advantages of
saving money and tim and aid humans to make better decisions by providing a large amount of

information collected by loT devices, as well as help them to keep track of data resources.

Data sensitivity and privacy are very critical issues that need more attention. ifold@te, studies of

data sensitivity and privacy show the importance of evaluating the trustworthiness to maximize the
satisfaction and the performance of the 10T applications, especially, for applications that deal with the
decisionmaking and partneseletion to maintain successful collaboration in the netw@tshehri et

al., 2018; Shayesteh et al., 2020; Sun et al., 2018; Yu 204T)

0T devices will become more intelligent day after day, and these devices will have the ability to contact
and cooperate with other entitiethat are not predefined. Based dhe reviewed studies, it can be
observed that there are very limited works to deal with the issue of establishing trust mechanisms that
can facilitate decisiomaking amongst agents in 10T settifidnese agents should béle to decide

how, when and who to collaborate, negotiate and operate with the other behalf its olwpeaking

into account multicontext QoS. To this enthe following remains an open research question

How to select the best service provider in an keivironment based on the trustworthiness and the

reputation of the service provider?

To address this question, other related questions also arise

1- What are the criteria and procedures thean be used for gathering Information about entity,

entity scoring and ranking, and entity selection?

2- Also, how these systems (that allow devices to contact and cooperate with other entities) can deal
with other 10T challenges such as integrity, heterogeneity, bdaja network and Infrastructure,

and data stoage.

3- Finally, howcanthese systems deal with the entities that are misbehaving or providing bad

services?

There is an urgent need to address the data sensitivity and privacy prolitemsintain successful

collaboration between the nodesith regards to he future state of 10T, where realorld objects will
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be transformed into smart objects that can mattecisions on behalf its owner especially for these
applications that need a decisianaking and partneselection to increase the overall satisfactioneTh
nextchapterpresents the proposed methods and technigulat are used taaddressthe objectives

of this researchwhichaims to enhance the overall accuracy, performance, and satisfaction of selecting
the mosttrustworthy service provider idoT by considering the mairhallenges such as integrity,

heterogeneity, scalability, network and Infrastructure, and data storage
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Chapter 4
loT-CADMDesign

This chapter outlines the design and implementation forrevel IoT agertbased mechanismfor
cooperative partnesselectionbased on trust and reputation called K&CADM (Comprehensive Agent
based Decisioimaking Model for I0T}o addressthe main researchquestion usinga trust and

reputation algorithm, which lead taid humans to make better decisions, saving money and.time

IoT-CADM is applicable mwide variety of smart applicatiossich as théndustrial Internet of Things
(lloT) The increased use of lloT and automatic and autonomous behaviour requires mechanisms to
establish and determine the trustworthiness of data from other sources and to detect misbehaving
actors in the system, whether @duto misconfiguration, failure or malice. The ne¢o assess
trustworthinesswhen collaborating wittother parties is beaming more urgent especially in dynamic
open environmens. In suchrust management systemsyhich rely on norphysical parameters have
been developed but often have issumschas:how these systems cagatherthe requiredinformation

about entites, stordnformation, scoring and rankintge entities,and entity selectionAlso, how these
systems (that allow devices to contact and cote with other entities) can deal with other 10T
challenges such as integrity, heterogeneity, doiditst, network andnfrastructure opennesssecurity,

and data storageandhow these systems can deal with the entities that are misbehaving or providing

bad services

To achieve thisoT-CADM is designed as a decentralized adpased decisiomaking modelwhich
aimsto avoid the negative aspects céntralised reputation systems such as changing the overall rating
by the dishonest nodes for their benefit in different ways including-melmotion attack, bae
mouthing attack, or ballestuffing attack. For thidoT-CADM introduce contexdware agentbased
framework, whictcan deal with more than one context for the single trust evaluation. fidaisework
evaluates the trustworthinesand degree of confidencéhat should be placed on other partiesing
I0T-TESM (I0CADM Trust Evaluation and Selectinadel) (Section4.2). Based on thguality of the
provided Servicel £ )™and quality of the provider of the Servicé £ Y) loT-TESMevaluaes the
trustworthiness by combiningnformation from different sourceswhich aims to increase the
evaluation accuracy for servigeoviders and givesmore chancdo new serviceproviders. loT-CADM
providesa dynamic techniqgueASW(The AutaeScale Weigh)swhich aims todynamically adapthe

weightsused byloT-TESMo increase the overall performang&ectioré.3).
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IoT-CADM exploits the agent capabilities to cope with the mentioned ssiection 2.2 ) taking the
advantages of the mukagent system (MAS) of its ability to deal with autonomy, hetgeneity, as

well as the social relations. [dFTADM can be applicable for a wide range of 0T environments such as
largescale online environments, smambuses, smatrtity, and so on. In this research, {6ADM
model is implemented in a smart factory gptbased on a supply chaif.{) by developing different

lloT smart agents that implement the intelligent machines to work togethesetlers and buyers to

manufacture COVHR9 Personal Protective Equipment (PPE).

The main features othe proposed model IccCADM are:

1. Anew technique for collecting and gathering the Information from different sources.

2. Anew evaluation mechanism for scog and ranking.

3. Anew selection method to select the best provider based on the evaluation method.

4. Prevent the misbehaving entities using the puldey security mechanism and the machine
learning and analyses.

5. Increase the accuracy, by storing and sharing the experience (with others to the others) for
further interactions.

6. Monitoring the local 10T deges and detecting the failures and the physical attack.

In detail,this chapter is organized timtroduce the I0TCADM trust evaluation and selection model
(loT-TESMin the first sectionNext,in the sections from thaecondo the fourth, respectivelydliscuss

the Auto-Scale Weights (ASW), establishing a new services and service providers, and preventing the
dishonest Agents.Then, the fifth chapter presents the 10ACADM architecture and the main

assumptions. Finally, chapter summary is preseieitie last section of this chapter.

4.1 loT-CADMModel Enhvironment

Trust and reputatiort are useful methods to assess the behaviour of the objects (agents) in the
dynamic smart environments, which can protect good agents from fraudulent entities to increase the
overall performance of the environment. Considering the racttintext, QoS, dynarmsin , and the
openness;the performanceand efficiency of the proposed method anexisting models will be
investigated byimplemening them in a multtagent framework to understandheir relative

performance and limitations

5 Trust isthe dbelief that someone or something is good, sincere, honest, etc. and will not try to harm or trick
YOUE (section 2.4.1)

6 Reputation is the opinion thgieople have about what somebody/something is like, based on what has
happened in the past after some direct or indirect interaction with the individsedtion 2.4.1).
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loT-CADMcan beappliedin widerange ofrealtlife applicationincludingintelligent vehicular systems,
intelligent surveillance in a smart house, intelligent health systems|]rethis researchanlloTcase
study based on a smart factory supply chiaimplemented b evaluate thebehaviour of thdoT smart
agents which represerg the intelligent machines workg together in supply chainduring the
manufacturing cycleEvaluating thegoodhess sincerdy, honesy of the other agent ifitelligent
machine$ in such environment, make it suitable as a casetudy according to the topic and the
research questions to assess the ability of the models to deal with the-omuitext, QoS¢gynamism,

and the openness as discussed earlier.

In this case studyheloT smart agenteepresentthe intelligent machines the supply chairas sellers

and buyers to manufacture COVID Personal Protective Equipment (PPE) products including medical
masks, gloves, respirators, and oxygen concentrators which are needelihfcalocare and health
workers. In suclanenvironment, high demand for the products means that industrial companies face
a lot of challenges (like finding the best trustworthy supplier who can provide the highest quality and
lowest cost replacement raw aterials), due to supply chain disruption, cost escalation and workforce
dislocation. We implemented each model using agemsed approach to enable them to make
decisions based on the trust and reputation scdriee reasons behind choosing the smart fagtare:

1. Smart factory is considered the heart of the new Industrial revolution.

2. Smart factores are considered dynamic structures that lead the intelligent machines and
factory automations to interact with each other without human control to improve the
manufacturing processes.

3. Smart factorycanconsistently deploy advanced shop floor technologiean open platform.
4. Smart factory has the ability to address immediate needs of the requested services.

5. Inthe smart factory, it is easy to define a businesxpss from beginning to end before work
begins using tools such &POC

The case study environment is showrTable4.1. At the stageStg(i) , the smart factory $mP) plays
three main roles: services customef8(Q, service producerRR, and service suppliers (or provider)
(SB. For example, th&F(Yronsume services that are provided from the previous stagf - 1)
providers to producehte goods or/and services for others in the next stage c$ulg +1) as service
provider. In this cas&§F(Yas aSheeds to choose one (or more) service provid&B {o provide the
service from the factorieSF(X)n the previous cycle. These seevjaroviders may be unknown to the
service consumer and hence service consumer needs to determine if unkaBg@will be able to

provide higher (or acceptable) service quality. At the same time, these new service providers need to

7"(s the stage number of the staggo."Q

57



sell their service to survive in the market. These services customers, service producers and service
produces are represented as agentstiie simulation, and they are able to communicate with each

other.

Cash flow

sInternal customer

*Direct raw materials

sIndirect raw materials s External customer
s Intermediate customer

sUltimate customer

s Consumers

Product flow
Figured.1: Testing environment Supply Chain.

For example, théYd "0l ¢ Tt "Yo & needs to have the services and/or materials (as inputs) form
"Y& "© or®"Ylat YO & to produce the product (which are the outputs) for theYd "© or & "Y6 i
at"Yo fQas shown imable4. 1.

Tabled.1 :TheSIPOGor the smart factory’Ya "0l ¢ T

i "Y§ Process
SJplee“r sc 1(0( @ Inputs . CQutputs | . ,OJ,‘Stom?rSF -
at"Yo @ outputs inputs Ya "Mat Yo M2
92, 98, 93, 45, 12, 32 Blended Fabrics Fabric work shoes | 4, 60, 31, 11
30, 52, 59, 56 Cotton Leather Body bag 15, 50, 34, 89, 29, 54
21,22, 48,52,85 | Fabric Work shoes|  \eta Face masks| 46, 64, 1
81, 32, 22, 20, 67, 59 Leather Plastic | D'SIfectant o) 49 44,18, 64
sprayer
47, 61, 19 Meltblown Fabric Coverall 35, 11, 23, 2, 29, 38
8,73,99, 72, 66, 39 | Metal Leather Scrubs 40,5, 43, 82, 29, 63,
Body bag 26
65, 85, 69, 22, 7 Plastic Metal
12,92 Polyester Plastic
84, 6, 27, 10, 16 Polyester Bl
Fabrics
12,51, 66, 53,78 | Rubber Face masky  cotron
84, 3, 27, 10, 16, 88 | Steel Polyester
Plastic
Disinfectant| Polyester
Sprayer Rubber
Steel
Cotton
Coverall
Polyester
Scrubs Meltblown
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Table4.1presensthe SIPOC for a specific smart factory which is identifieY @as'®l ¢ The data in
the tablerepresentsa part ofrealworld manufactuing supply chairio product COVIEL9 Personal
Protective Equipment (PPE) produdtsthe first column, every row has the potential supplidsfor

a specific services or materials, therefore théda "0l ¢ Ttas @ Y@ T needs to evaluate the
trustworthiness for all of them and choose the most trustworthy one to provide that service.
Simultaneously)Yd "0l ¢ Tis a potential suppliet “Y,las part of thesupply chairfor specific service,
forthe'YO 8 KA OK | NB A RSY (iQusfom&R Thiyes. 1i He, itGavorttizvightioding
that the SIPOQeeds to be always up to date because of the ldghamismof the 10T, where the
devices and the services start and stop at any time, which is the main reason for usingytiethe

proposed mode(Setion 4.7.7).

In this testingenvironment the most trustworthy provider for each model is selected based on their

evaluation method, and wassume that:

1- All the environment components are connected tioe OpenloT network, regardless of the

connection media.
2- Service provideraSPimust provide at least one service.

3- The servicéY'Y cedld be provided by different providers with a minimum degree of similarity
a YQa Q

4- The serviceonsumeri Y &€éRcts the best service provider based on the trust and reputation

evaluation that is provided by each model.
5- The agents in this environment communicate using secured XML endieasani et al., 2008)

6- Non-honest agents (or attacker) may exist in this environment and are generated randdrege
dishonest agents usBadmouthing and/a Onoff attacks.In Badmouthing attack, a dishonest
node can ruin the trust level of wellehaved nodes by giving bad recommendations about them.
Consequently, their reputation is negatively affected and the chance of thesb&reled nodes
to be seleted for service is reduced. With ti@n-off attack,the dishonest agents can randomly

perform trustworthy service to hide its untrustworthy behaviour.

Finally, studying the behauwioand measuring the performance of the proposed model is necessary to
compae with the most recent relativecompetingmodelsthat use sam context which help to
understand how these models can deal with early mentioned challenges such as the autonomy,

heterogeneity, as well as social behar®and relations.
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4.2 10T-CADMtrust evaluation and selection model (IGTESM).

The 10TCADM Model aims to provide a trust mechanism that can facilitate deemsaking amongst
agents in loT setting, where these agents should be able to decide how, when and who to collaborate,
negotiateand operate with others on behalf its owner by taking into account roaltitext QoS. The
Quality of Service (QoS) can be defined as the description or measurement of the overall performance
of a service. I0cCADM uses the QoS to measure trustwortmd the satisfaction of the service
consumer, and it can also indicate the honesty between the service consumer and service provider
using the reputation mechanism. In terms of mugtintext QoS, IcCADM is contexaware, and it can

deal with more than one cdext for the single trust evaluation. Moreover, the proposed model uses
two different approaches in the trust evaluation which are: the quality of the provided Setvieg Y

and quality of the provider of the Serviae ¢ Y0 which can lead ta higheraccuracy of the evaluation

for aservice provider, giving more chance for the provider which provide a new service, and decreasing
the impact of the attackers like the Badiouthers (giving a fake negative ratings) and Béffittffers
(givinga fakepositiveratings). In loITADM trust evaluation, there are seven properties that are taken
into account which are: Service Lead Time, Service Simi&itye, Service Description Accuracy,

Service Guarantee, Service Satisfaction, Service Cost, and Over Reglesvn infables.2.

Table4.2 : Evaluation properties (Muliontext QoS)

Time based. The bounc
The latency between thg chanae based on th
1 | SLTPe Service Lead Tim| initiation and execution of & g. :
rocess scenario. Normalized valu
P between 0 and 100%
Service Similarit The measure of the similarit
2 | SSIM value y between requestedSmR and | 0% < SnP¢ SmR< 100%
provided servicg$SnP)
Service The measure of how exactly th Rated by &rvice
3 | SDAv Description description is  similar g requeste.
Accuracy provided services 0% <SDAv< 100%
A service guarantee is
romise by a company that . .
p. y p_y Provided by Service
. will perform at a certain level. .
Service ) provider and rated by
4 | SGUR that level is not met, the .
Guarantee compan romises i« Service requeste
pany P ! 0% < SGUR < 100%
compensate the customer i
some way.
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It is usedto determines how
happy customers are with
company's products, service
: and capabilitiesThe aistomer
Service . . . .
5 | SATv . . information, including survey
Satisfaction .
and ratings, can help
company determine how tg
best improve or changes it
products and services.

Bvaluated based onthe
averageof the pastSATYs)
values.

0% <SAT\« 100%

Cashbased. The bound
change based on th
scenario and  service
Normalized value betwee
0 and 100%

Cost is a value of money that
company had to spend tq
produceor consume)goods or
services.

6 | SCOST | Service Cost

Indicates the total values thg
7 | SOVRg | Over Request are over the expected value Equatiord.11
for the previous parameters.
It indicates the time effect o
. : . the transactions. The recer .
8 | STime Service Time L . Equatiord.12
transaction is more importan

than the older.

The values of these may reflect different meanings based on the environment and services; for
example, if we looking to theelivery services , the lower value of SLTPe is better that the higher value.
While, if we looking to long period contract, the higher value of SLTPe is btiether examplethe

value of theSCOSTor some servicesould becouple of hundreds of dollars such as delivery service,
GKAES GKS O2aiG 2F o0d2@Ay3 &a2YS aNIdddSthevufpérranda ¢ Y|
lower boundsof each parameter change from one scenario to another, which sitilem hard to
determine However, all the values will be hormalised using a statistical methuch as TOPSISat

make all the values comparalbded bounded between 0 and 100

IoT-CADM Model aims to aid thagents ¢ervice consumer aSto)make adecision and select the best
service provider Y fer further collaboration, negotiation, and operation with it. {€ADM
provides IoT-TESM (lIocCADM Trust Evaluation and Selection model) to evaluate the trustworthiness
by combining the gathered information from different soes including Direct experiencé® ¢ "YD Q
Indirect experiences@¢ Q 0), ¥0d Market evaluationd(i "Qa).cblée service consumed "Y éelects

& "YBy evaluating IcTTESM foevery service provider aSP who provides a particular seéiiaa QT

TESM is computedsing Equation4.1, and then,the aSP with the highest evaluation valél be
selected to perform the service (or highest evaluation value will have the highest chance to be chosen
02 LINRPGDARS (KS a S NidhoOdfie theermisgidio thesh§eyftiioGelectd 4y S NJ

3o o mmadrb s e W 50 rEpte Equator
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Where| R & ¢ [Qare weights, and i r p. The values of these weights are seanually
08 GKS 3&eé 3aasmaicallydsing tNéprogosidd method ASW (ABtmle Weight8which

aims to give a balanced and fair values of the weights to increase the lgyerfarmance.

Direct experiences'@0 "Y0isQthe main source of information, which reflect all the previous
transactiors between the aSC and aSP. The valu® of "Yi8 &lculated bgvaluaingthe QoS of the
service SRi and QoP uskguationd.2.

006 YO @O0 O 00¢ Equatiord.2

VL'MI @ w p,andthe value 000 & s calculated byEquation4.3 for the particular service
"Y'Y dfd the total sum of the weight§utHORCH B0 ¢ "Omust beequal to 1 TheEquatiord.3can
be generalized as the form dquation4.4 which alows the user to add or change the default

parameters for more flexibility.
00 ¥ QYD YD @"Y'YEOD ®©"YOB w Q°Yd By Equatiord.3
QUYORY'Y QY6 0 BYY QYO 1P'Y OYY Q8 Q
00 By # 00082k Equation4.4

The value 0D 0 & is calculated b¥quation4.5which is used to evaluate the behaviour of aSP of

providing the other services excluding the particular serA€¥ dfQd the obtal sum of the weights

ORI ¢ Omust be equal to 1, and these weights may have a different values than the
weights in theEquationn.3. TheEquationn.5 can be generalized as the form Bfjuationn.6 which

allows the user to add arzhange the default parameters for more flexibility.
00 8 O WYD" MO 6 0AYYO) 0 wdYOsw Equatiord.5
O ®MWYd "B 0 @ QYOPVY 0@ WS U WY

0 0 @YO YO ® @WYYQRQ
00 8 B dwOomnro OB 2 W Equation4.6

Where 0 1 is the weight of the propertiesD Ols the properties, and3 2 Us a servicen
01 £ 0'QWMWD GM®3 2 U3 2 E

8 More details about theAuto-Scale Weightin section4.3.
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The second source dfi¢ information that is used in this model is thedirect experiences®¢ Q 0),"Y0O "Q
which generally reflestthe experience and relation between the same aSP with the otraardit
indicatesalsohow the others think about the aSP. The valué@afoQY is €alculated by evaluiaigthe

QoS of the service SRi and QoP uBingation4.7.

"0t Q0 Y®O'DE Q¥ 0 &€ 00t Qb 0 ¢ Equationd.7
LM @ & p,andthe value ofO¢ DBY andO¢ VI are calculatedusing Equation4.8
and Equatiord.9 respectively for the servic&Y clifthe same way, the weight$thiHORE®Q) ¢ Q
must be equal to 1, and these weights may have different values than the weights in the previous
equations)t 'Q'Y'QR "YQi us@dsoall i@spondeatquests from the other pies.

"0¢ 'QOYD ¢ )EQYQA YQL U QR 008 X Equatior4.8
"0t QOO ¢ B ¥ QYQR YQI 0EQH0OP0OB 2 (b Equationd.9

The parameterd-6 in Table4.2 should be normalizednd the valuevounded between 0 and 100
however ,if the service provideprovidesserviceoverthan theexpectedthe parameterSOvVR(s used
accumulatetheseextravaluesusing the following equation:

0OOB2Epmnmnpb OOB2Epmnm .
YU U Y - 0082Epmm Equatior4.10
Where Qepresentsthe parameterlD inTable4.2. Finally, the Market evaluatiod (i "Q¢) & ased to
increase the evaluation accuracy and reduce the risk of the dealing with a new pravideéRw & a
combines the value of the propdres:i 1 "Y& {Qipd hiOg 0 ohii § O didd QO &O and it is

calculated by=quationn.11.

D1 Qoo A Yo Qi o0 Oti NO6T i nO6i & n &O
Equatior4.11

Where the weightscfofudiohd ¢ ‘Qalsomust be equal to 1, and these weights may have different
values than the weights in the previous equationBor all the previous equatisn the
parameter’Y"Y'Qés ‘sed tandicatethe time effectwhere therecent transaction is more important
than the olderones; the value of this parameter is calculated usingThmeely Relevance functidm
the Equationn.12.

YYQEQ X h Equatiord.12

where K S @I NA | 6 f S-dependeat andd JIEID 4 tAeltitheldifgfence between the current

time and time at which interactioffdf type ‘@ook place.
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Taken together, in this evaluation mechanism, it is expected that the aSC will be able to select the most
trustworthy aSP aaresult of usinglifferentkind of poperties and parameters that hal®enchosen

carefully toincrease the efficiency and accuracy of in the open dynamic IoT environment.

Thethird part of Equation4. 1 that is used to evaluate the trust is théarket valug¢d i Q) Qw & &

is commonlyused in the investment community to refer to theamket capitalization of a publicly

traded company and to determine the exchargaded instruments such as stocks and futures.
a2NB2@SNE Al Aa | 3J22R AYRAOFGAZ2Y 2F Ay@Sailz2NI
investment risks. This is bagse of the dynamic nature of market value which depends on an
assortment of factors, from physical operating conditions to economic climate to the dynamics of
demand and supply and how it can fluctuate operiods and is substantially influenced (plungela

rise) by the business cyclT-CADM explog this point to indicate the general behaviour of the
suppliers (companies or investors) which can help to reduce the risk of the selection and to give a more
chance to the new providers which have an ecoromipansionThisd i Qaisdcalculated in IoT

CADM based on different kind of parametefsilfle4.3) usingEquationn.13.

0 i ’Qd)dm: 00 0B 0K Equation4.13

Tabled.3 : Evaluation properties (Market Evaluation).

SpStkV Stock Value The stock price for the company the StockMarket

The remaining amount after expenses aexlucted from

spYNIn Annual net income
total revenue.

Indicates the physical distribution and the type of servi
spNBrn Number of Branch | consumers. More branches capture a wide variety of
service consumers.

Indicates the level of customeervice, and the
SpNCst Number of Customer | satisfaction of service consumers to the services provi
by the service provider.

The total amount of money being transferred into and

CshF Cash FI . . o
spLs ash Fiow out of a business, especially as affecting liquidity.

4.3 The AuteScale Weights (ASW).

IOT-TESM is an evaluation technique used to evaluate the trustworthiness of th€ ADM

SYGANRYYSyiaQ YSYoOSNES o6& O2YoAyAy3d GKS 3L GKSN
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Direct experiences@ o6 YD Iff@direct experiences "0¢ ‘Q 0),"abdMarket evaluationd(i Q) @t
discussedkarlier. According toEquation4.1, the values of the weights,T andl need to be set
correctly and carefully. In this model there are two ways to set up thvedees; first, by giving the

owner the right to adjust them manually or using the proposed technique ASW.

ASW is a dynamic technigwhichaims to give a balanced and fair values of the weights to increase

the overall performanceASWecalculaesthe values2 ¥ h = i | yERuations4old &415&nd 2 v
4.16 respectively .
. x00 "Y0 'Q :
W X505 YKOE 06 Yo Qa0 6o Equationd.14
x'0¢ Q0 YO 'Q .
I X006 ViX0E Q0 Yb 000G Equationd.15
x01 Quoa .
" X000 Yx0E 06 Y6 00 &a Equationd.16

wherex' 06 "¥® E Q ohAYIDAD | "Qaoededhescale weighfor the direct, indirect, andthe market
value, and these values are calculated using the next thrpaationst.17,4.18, and4.19 respectively
Thescale weight$n ASWare calculated as thaverage of the highestvalues(AvgMax) of aSPs for
each of theO 0 "™ADEQ YD N "Qovalesand w 0'AQ is the time difference between the
current time and time at which interactioff type ‘Qook place The X valueepresent the number of
the top highest values that wible includedn the calculation The X value getermined by the systef a
users based on the level of the required accuracy.
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4.4 Establishing a new services and service providers.

AsweY Sy iA2y SR SI NI A SNE ( 6 0¥ dabasrlered asahe inputfathe hextQ a
one"Yo "Q phY for the serviceY Hence, during the single cycle of the chain, Y& "@Y plays three

main roles, the first one iservice consumer 3@ the services that are provided frofivo "Q pRY.

The second role is producing the goods or services as service producer, then providing its services to

the others in the next stage cycl® "M pRY asservice provider SPlowever, the SP may not be the
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only one who provides the same service, which means the SC for the next cycle needs to pick one (or
more) to provide the servicdBut what if the service provider or its services are unkmfor the service
consumer, how will the service consumer know if these unknown SP(s) will provide higher (or at least
the similar) quality of service? At the same time, the new service providers need to sell their service,
to survive in the market. Sostablishing new services is considered as one of the most significant
issues facing the service providers and the service consumers, especially if the new services have higher
quality but untrusted. Unlike most of the current trust and reputation modelst ttho not give any
chance to the new providers by using thresholdevel, which usually gave the chance only to the
highly trusted to perform the service; the proposed model aims to build ectainprehensivemage

about every service and service prasido give more chance for new providehs.this context, there

NS GKNBS OF asa NebSelvickBaRneédao bé de@aret ia thiSs@pply anain which

are:

1- Existing supplier (ESP) start producing or providing a new service. . O"YD GYi 0

2- New service provider (NSP) producing or providing an existing service (ESiv)Yd O"Yi 0

3- New service provider start producing or providing a new service (NSrv): 0 Y3 0 "Y1 0

Essentilly, the proposed model can deal with these scenarios based on the design of the model itself
and the used parameters. |6IESM evaluates the trustworthiness by combining the gathered
information from theO 6 "YD®'Q 6 &l 'D "Qay daking into account the) ¢ ANd0 & (n addition

to that, the use of ASW in I6lIESM used gives a fair balance weight for these paramétignsré4.2)

below.

Inthe first case ‘O"YD 0 "Yi (theD £ Tor the new unknown servic&Y ds'Rery low because no

one has triedthis service before, which meai® 0 & and'0O¢ ‘Q6YD éwill not take any place in

the evaluations in théquaton 4.2 and Equation4.5. However, the service provider still has a good
chance to be selected if he hasigh evaluatiorfor the other parameterfO0 &  HO& QO 0 £

and0 I "Qob@sed theEquationd.1. In case of 0 "YO 'O"Yi (the service provider is unknown for
many reasons including changing the ownership or the management. In this ca&pt@e and

"0¢ 'Qd 0 éwill not be taken in to account in the evaluationsttire Equationn.2 and Equation4.5.
Instead, the other parametef® 0 & HO& Q6YD ¢andd | Qalaésed theEquationd. 1 will give

the service provider a chance to be selected. In the last cas&Yd 0 “Yi ptheD € &ye ¢ bor

the service"Y'Y cai® unknown, however, the service provider has a chance to be selected based
the 0 i "Q(Exwationn.1). Ingeneral,giving the providersvho have lowd ¢ &Yi0 € @ chance is a
very good idea and will provide a high quality of service, but at the end, the service consumer needs
to makesure that he will be served highly ; and tiesvhat thismodel aimsto do by giving a chance

to service providers to establish a new services, and shidlp service consumer pick the most

trustworthy service providers
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Figured.2 : Evaluation parameters

4.5 DetectingDishones Agents

In reaHife systems, detecting the misbehagior dishonest agents is very hard. Most of the existing
approaches that detect such behaviours rely on supervised learning over classified and known attacks
where these approaches are not able to detect the attacks that are missed by the operator while
labelling or when the attacker changes stratgiyjiswanath et al., 2014From this point, it is very
important to include and improve the machine learning strategy to prevent anomalous agents in such
unsupervised environments. In this research, detecting and mtawg misbehaviar or dishonest
agents is one of the most essential priorities that we need to achieve to increase the performance and
the trustworthiness between the agents; and that will be mainly based on two criteria whiarssrg

the encryption anddecryption methodsanddetecting the dishonest agents using the PCA

4.5.1 Encryption and decryption methods

Encryption is a technique that transforms the original information into an unrecognizable and
unreadable form for anyone who can gain access illeffaigker). Although encryption and decryption
algorithms differ in complexity and speed, there are three different types of encryption
methods:Hashing Symmetric andAsymmetrieencryption methods. In the IcCADM environment,
agents exchange informatiorhitough communication messages, and therefore, it is necessary to
encrypt the content of communication messages to increase data privacy and authentication services.
For this reason, using the pubkey cryptography as asymmeteacryption is the most apppriate
method for the nature of the high heterogeneity and scalability of the@@DM. In this method, a
public key freely available for everyone to encrypt messages, in addition to the private key which is

used only by the recipient(s) to decrypt megsaare used (as shown Figure4.3).
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. Agent A generate and Send public Key to Agent B

. B
3- Agent A decrypt the 2- Agent B send encrypted
message from Agent message to Agent A
B using the A’s Private using the public key

key
pecrypted Original
~ I Encrypted T
. HS%H# 2 Hello
Vo | S
‘Decryption ncryp ion g
Private key Public key

Figure4.3: Encryption and Decryption in I<JADM using the Publi¢ey

As shown irFigure4.3, before agen® starts communicating with any other agemt 0 needs first o
share its public key 6 pwhich will be used to encrypt the communication mess@gefrom 6 to 6.
In his turn, agend uses its private ke§ i to decrypt the encrypted messad@@ 0. In general, both

encryption and decryption ifoT-CADMcan be presented in equation$.20 and4.21) respectively.

00 w 0¢ 0l BGRODHM 6 0 Equation4.20

00 wuy OQ@i GHPOM i v Equaton 4.21

4.5.2 Detecting the Dishonest Agents using the PCA

In 10T environments, devices exchange a huge amount of data. However, before mining the data and
extracting the information, there is a need teduce the size of the data set (number of columns)
without losing any amount of information as possible, whigdreases thelataanalysegperformances

and reduce the recourses consumptioloT-CADM exploits the PCA to analyse the collected
information from different sourcesEquationd.1) during the trustworthiness evaluation to detect bad
behaviour agents and distinguish them from normal behavipaiterns. PCA is a dimensionality
reduction technique that uses the statistical procedures (including thenmeariance, covariance,
covariance matrix, eigenvectors, and eigenvalues) to identify the petie data and express the data

in such a way as to highlight their similarities and differer{eestion2.5.1)So, how can the PCA help

to identify thebad kehaviour agentén I0T-CADNP

As we discussed beforlT-CADMevaluateghe trustworthinessbased on the information ( including
YO "WYY 'B¥0 shy"O"YO "N¥6 0 AWl 0 AdE W'Y Qatlat are collected from differen

resources. Hence, there is a need to identify pgatternsof the data and the relation between the
evaluation parameters, thetio -CADMwill decide to terminate, notify, or allow the agent to continue.

For more understanding let us take the followirngsario: inFigure4.4 (A)below, which descrilb&the
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common relation between th&ime, Cost and the QualitfhisrelationisOF £ f SR a ¢ KS v dzl f A
In this case , we expect that any normal behaviours rivestione within the borders of the quality

triangle as shown ifrigure4.4 (B), where the'Oi ‘Q &yents provide their services normally and they
consider the normal limitation of the time, cost, and the quality. On the otiard, the Y ‘Q &yents

seem willing to do somethinthat is not real, like offering a very cheap price and very fojgality
comparedto the others; or willing to complete a service in short timéhile the service cosixceed

its budget(lying). TheDrangeagentsare therisky agentsandchoosing any of them to perfortasks

or providing services the responsibility okerviceconsumersThisprocess will be repeated to find

the relation between all the parameters thate used in the evaluation duringuntime.

Time
Dowc‘ (slchk-y © : \
o
: / @ @
) [ / g
% o ¢ © & P
® \©
LowCost = Lowbriorty | Hion ualty . © ® @ @
%ality© © © Cost
(A) (B)

Figured.4 : The Quality Triangle

In summaryJoT-CADMidentifiesthe bad behaviour agentsased on the PCif the following steps:

1- Collecting and gathering the information.

2- Finding the relation between the parameters anbting i KS | 3Sy i Qa o6SKI @A 2 d:

defined relation. In this stage, we will saesomething like the graph in thiégured.5(A).

Y

¥(Time) I 3
r Quality
2(Quality) [ ]
©
0@ o
00 ¢ ©
® %, ©
© ©
Q) e ©
X < e » X < >
X(Cost) Cost
J' A 4

(A) (B)

Figured.5: Three axes behaviours
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3- From the current view as shown frigure4.5(A),it is very hard to see if the&r Q &gent is doing

anything wrong; in this casthe use of PCA carelp to see more details as shownHimure4.5(B).

Y PC2

r 3
Quality

PC1

A 4

X «
Cost \

A\ J
Figured4.6: Calculating the PC1 and PC2
4- Finding PC1 and PC2 by calculating thean, variance, covariance, covariance matrix,

eigenvectors, and eigenvaluas shown ir-igure4.6.

5- ldentifying the © & & 'Q Q6 &gérits that is located outside the predefined borders

0 Q& PO O o PR Q¢ ddBE MO o a,ds shown irfrigures.7.

Y PC2 Max PC2
\
r
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'y Ambiguous 1\
Min PCE\\ ‘-
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\ - A
Max PC] - © — \
- —___—__,.——-"' -
\,.- - @,;--" ___\ -
P 1 ® f,@ﬂ-"' 5 © ® ="\
- =0 - \
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Ambiguots |@ - \
X —_ » \
-
- - Cost \
- - - \
 J \

Figure4.7: PC1 and PQG®undaries

6- The previous steps will be repeated for the other parameters to avoid any suspected bad

behaviour agents.
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7- Inthe last step, the service consumer starts teealuation and the ranking process after
exceeding the suspected bed behaviour agents, to end with selecting the most trustworthy

provider?

4.6 loT-CADM Environment

In loFCADM environmentthere arethree main roles, which are consuming services provided by
others, producing services, and providing services to others. As an-bgsetl environment that
exploits the agent ability to deal with autonomy, heterogeneity, as well as the social reldtdns
CADM defines four agents to run in its environmémtaddition to other componentsloT-CADM
environment consists ofigentbased Service ConsuméaSC)agentbased Service Provider (aSP)
and Service Registry List (SRIp keep the nature of loT, where some of the entities are not able to
employ the agents @ a physical reason, owner rejection, or any other reasonyJADM considers
Simple Service Consumer (936 a part of the environment, which can be monitored and controlled

by its owner usingoT Monitoring ServicgFigure4.8).

InloF/ ! 5aQa SYygZANRyM&Yy iz 6S | aadzys

1) All the environment components are connected to the Opeh network, regardless of the

connection media.

2) All the environment components use SI€ to define the business activities and process from

beginning to end.

3) Service providesc "Y ini@st provide at least one service; and their services must be registered
in the"Y'Y(8) unit.

4) The service'Y'Y az@ld be provided by different providemsith a minimum degree of the

similarityd "Y'Qd& "Q

5) In turn, the service consumeér Y (é&Rds to select the best service provider basedttom

multi-context QoS trust and reputation evaluatithmt is provided by this model.
6) Dishonest agents (or attackarjay exist in this environment.

7) Finally, the agents this environmentommunicate usingecuredXML enquiriegDamiani et
al., 2008)

All service providerd "Y§ri€ed toregister the new servigebysending aRegister New Servic¥ () )Y

requestto the "Y"Y,vhich will make it accessible for all"Y éas shownn Figure4.9. On the other side,

9 Details about PCA can be found in Appendix A section 1.
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service consumes "Y dniéhitors the environment for any new required services (physical or logical).
As soon aso Y @é&ects a new required servicéY(Y ¢) ®wil immediately sends this to th&r'Y a
Service LookupY0 )Yi@hich contains the details of the service SRi and the Minimum Similiarity.
turn, Y'Y fesponds tao "Y & 113t ofcy "Y itHat provide the servicY'Y (dfd) € Y Q imessaye (based

on the searching criteria that is processei )™ XOncen "Y de€eives the list ofd "Y Ufrom Y'Y, 80 "Y6 "Q
contacts each "Yin the list; and waits for their response which include accurate details about the

service'Y'Y affd a list of referees (which are supposed to be served By Q

At the time ofch "Y Ge€eiving responses fro "Y 0 ¢ "Y dni@ediately starts two main types of checks,
0KS TFTANER(G 2 yBalugteKGordréct Sat@fact®that dings B sart and reduce the number of
"YO based on the contract satisfaction and similarity between the requested and the responded
contrads. After that,® "Y avillsend a request to the Refereeas (Y §, drusted Friendif “YJ, @nd the
Neighbour Agentd "Y§ @sking aboutd "Y ((tHat passed the first check) without telling which service
exactly to reduce the cheating of theedils that will be sent back to the requester. At this stage and
after collectingd "Y dotall the required information from its database and from other parti®syYo Q
processes the second main che€@héck NHA PQAvhich is mainly designed to nece the effect of

the dishonest agent using therincipal Component Analysis (P@&ilescribed iim section2.5.1

Figure4.8: IoTF=CADM Environment

After completingCheck_NHA_PGA Y @v@luates all the filtered "Y Owhich passed the second check
usingthe evaluation method §ection4.2) and seled the best provider based on the result dig

evaluation.Finally, IocITCADM needso Y &dQupdate the information of all the participants in the
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evaluation process (in the stage r@ward and punish others) which will help to enhance the further
evaluation processes to:(i) to increase the leskkhe evaluation accuracy and (ii) to prevent and

reduce the misbehavers in the environmeBtion4.5 DetectingDishones Agents.

It should be notedhat to increase the chance of the unselec®dY Uiri loFCADM environment (to
be selected in the future)y "Yn&ds to modify its behaviowsuch as increasg its market value

(Section4.7.2), and proviihg more promotions and offerso attract the @ "Y & This process usually
starts after a certain number time(ﬁa ) of unsuccessful selection frot "Y dwihere the value ofh

can be settled based on the behaviourfY aid the type of the provided services.
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Figure4.9: loT-CADM transactions

The following seions discussthe lom ! 5a Q& I NOKA & S Goinpahgts, loITCRDMirsé Y I A
evaluation and selection model (IFMESM)reward and punish others, angktecting thedishonest

agents.
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4.7 1oT-CADMComponents

As discussed, IeCADM environment consists tble main componentsvhich are: agenbased Service
Consumerd “Y)pagentbased Service Providek @) 0Service Registry LisY(Y){Market Value Registry
List 0 w ) and Simple Service Consumer"fjoAll these components are connected to each other
usingloT network andccan be monitored and controlled by its owner using loT. This sedifmusses

in detailthe architectures, featuresand functions of the IcCADM components
4.7.1 Service Registry Ligf| 4 ¥
"Y'Y is an essential component in the [dJADM environment, whicis employedto answer the

followingquestion how do the a8s know about the availabkervicesn adynamicenvironmen®

In loFCADM, SRL is an accessible database that reicdodshation about the available services in the
environment. SRL needs to be always up to date and reflect the actual status of the services, so all the
services need to be registered on stap and deregistered on shutdown. Moreover, the use of SRL
will not affect the fact of the decentralization of the KTADM, because the SRLs aim only to aid the
aSCs to find théd "YOwihich provide a specific servidgY w3,to avoid the bottleneck and failure
problems, I0TCTADM employs multiple SRLs in itsismnment. The main roles ofY"Y Giri lIocT-CADM

environmentcan be summarised as:
1. Receiving thé¥ 0 TRegistering New Service) requests from dhey Ufdr the service Y'Y & Q
2. Assessing the (0 "ahd inform the requeste) "Yihe assessment result (either accepted or not).

3. Adding servic€Y'Y caifd its provider details for the acceptéd( Wto the 0 O {Local Database
List).

4. Keeping tha@ ‘O Op to date, by checking the availability of the registered services.

5. Receiving &Y0 T®ervice Lookup) request froed"Y &by asking for a list of thé "Y lthat provide

the serviceY'Y ® 'Q

6. Responding ta "Y Gailist of thec "Y Uthat provide the servicéY'Yor( ¢ 'Y Qiadxi d doszed
on the searching criteria that is processed\i )7Y
4.7.2 Market Value Registry Listl( 3

0 ® Osone of thecomponensthat are notmonitored or controlled by I0ITCADM agentsMV/Lsare
considered as organizations that provide general information about the market. Kiias of

information Gection4.7.2) will be used during thevaluation and selection procegsaction4.2). In
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loT-CADMenvironment aSCs have only the ability to read this information; and it could be changed
only if (1) the ownerd "Y 0riirove his market activity by providing a positive transaction and increase
the profit value. (2) it "Y (st@t providing bad services, inishcase, thed "Ydcan complain which

impact negatively théd'Y&A' @ Y I NJ S @I f dzS o
The main roles dd w 0inh l0T-CADM environmenrdre:

1. Store themarket value for all registered aSPs and the recopito date
2. Receive the requests from thig "Yéasking abouthe & "Y)ri@rket values.
3. Responds to & "Y&ai list of thec "YOnharket valuesor 0 € 'Y Qiadd d dif @@ ¢ "Yoshot

registered

4.7.3 Agentbased Service Provided<{ )|

@ "Yis an agenbased organization, business or individual which offers service to others in exchange
for payment or any equivalent reward in KCIADM environment. aSPs provide different types of

services based on the knowledge, specialty, and the natureech8P itself.

- Detect the need of a new services

No, Keep detecting

Yes , new service

Producing the new service > @sﬁm RNS to SRL

asP Local DB
@ RNS Response
Gathering Ir ion about
the requested services |
I
I
¥ |
I
Collection direct SP Info. } @ Offer Request
I
I

From Local DB

¥

Applying secure icati > @ Offer Response

Wait for SSR
. - Start Servive Request
Start Service ? <« @ SSR

No, not selected

=L

L]

Update the market value and offering
more promotions for a repeated
unsuccessful selections

{ Start Providing SRVi to asGi }——}@ss"sg:":::;i::d
Update DB

Yes, Selected

Figure4.10: aSP agent architecture
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As shown irFigure4.10, aSBare employed in the I0cICADM erironment to:

1. Monitor the loT environment and detect the need of a new services.

2. Send anY 0 Méquests to'Y'Y fb register any new service. Otherwise, the new services will not be
known for the service consumers.

3. Receive ab "Y'fNew Service Request) request from aSCs. NSR includes the searching criteria for a
specific service, the minimum required similarity, and request of referees for requested service as
well.

4. Respond tab "Y éailist of the availabléY"Y that match NSRletails or0 € Y 'Q i message.

5. Provide the servic&Y'Y (d@SC after receiving the RTP (Request to Providb)Yifs selected by
@ "Y.0

6. Add the aSC information to aSPDB (aSP Database) to use as referee for another NSRs.
7. Keep the'Y'Y always up to date after any changings.
8. 0¢ i and®Q i all the messages and requests that are received or E&nittiond.5.1).

4.7.4 Agentbased Service Consumet(| )r

@ Y& an agenbased organization, business or individual which pay something to consume goods
and services that are produced, marketed, and supported by service providers -GADBW
environment. The range of theonsumed services depends on the nature and requirements of the
service consumer (customer) himself, and these services may include technical support, warranty
registration, problem notifications, account management, mediation with other vendors, or other
services. In traditional 10T, the entities connect only with predefined service providers, however, once
aSC detects a need for new (or reramyservices, aSC can select the best provider from the predefined
and nonpredefined list. The selection of the $teservice provider is considered the main contribution

of this research. In addition to that, aSCs are designed to perform other functions for their owners in
the IoFCADM environment. These functions (will be described in detail in the next sectidmvas s

in Figure4.11 are:

1. Gathering Information about aSPs and other aSCs depending on the need.

2. Monitoring the failures and detecting the physical attack.

3. Detecting new required services (physical or logical).

4. Selecting the best provider based on the proposed trust and reputation evaluation method.
5. Rewardngand punising othersagents(parties)

6. DetectingDishonestAgents.
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Figure4.11: aSGgent architecture
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Chapter 5

ExperimentSetupand Resultdiscussion

In the previous chapter, we discussed in detail the@ADM architecture and its relationship with
MOM and thesupply chainWe also discussed the importance of assessing the trustworthiness and
how it can help to increase the satisfaction and improvepgbgormance, controllability, quality, and
transparency of manufacturing processes. Therefore, studying the behaviour and measuring the
performance of the proposed model is necessary to compare with the other competing models, which
helps to understand h® these models can deal with early mentioned challenges such as the

autonomy, heterogeneity, as well as social behaviours and relations.

This chapteroutlined the environmentsettingsthat are required to revise therust and reputation
algorithm Then, irepresentedthe selection and performance measutesat are used tawompare the

competing models and the rankingingTOPSI&chniquein the section 5.1.

In this chapter section5.2 illustrate and discusseshe results of thedata analysis, and comape the
performance of four competinghodels I0TCADM , ReGreT, SloT, ar®-R. The quantitative data
analysis describes and evaluates data using statistical, mathematical, computational , and/or logical
techniques. In the following subsections, the penfiance is of the models is compared by evaluating
them using the case study described $rction4.1, using four different sutscenarios by injecting
different percentages of dishonest ageifi@able5.2), where 0% means that the environment contains
only trusted and honest agents, whife 11 T theans all the agent are not honest and there is an
extreme potential of attackBadmouthing and/or Oroff attacks)L y G KA & aSaddAy3as | ¢
are located randomly, and they start their activity in time predefined randomly based on the value of
the parameterd @ 0 ‘®N@LOWe explained beforeAlso,these agents arimplemented in a mui-

agent simulation using JADE based on the simulation configuration detalledligb.1, and tested on

a virtual machinavhich described ifsection5.1.1 The performance of the four competing models is
tested in three different environmenisand the results are ranked usitite TOPSIS technique based

on the peformance parameterstrustworthiness, caslutility, averagetimes of choosing trustworthy
providers, satisfaction, detecting malicious nodes, in addition to the network Lshgeesult shows

that the IoFCADM as topmost model, followed by ReGreT andl,$lhen RD-C in the lasposition in

the order (Table 5.6). This result is not surprising and expected, as a result of using the social
information by IoFTCADM and ReGreT, which reflect the true nature of the agent behaviour in the

environment, rathe than using the physical behaviour.
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This result also shows that the K€CIRDM has the following features:

1.

5.

6.

¢KSNBE Aa y2 |OGdzat SFFSOG 2y GKS [F3aASydaQ
agents, and ihas the highest number of active agents gzaring to the competing models.

. It has the ability to make more positive transaction by the increasing of the time, and it can

reach to the maximum (where all the transactions will be positive) faster than all other models.

. The averagef service provide&Ps) per transactions during the selection was not affected by

the increase of the number misbehaving agents.

. It lets the service provideandservice consumeto increasethe money gained more than the

other models.
Provided higher and accurate valueté trustworthiness compared with the other models.

Reduced the usage of network resources more than the other models.

5.1 Experiment Setup

5.1.1 Simulation environment settings

The proposed modes$ developed and deployed using JADE (JAVA Agent DEvelopment Frartffework)
JADE has been chosen among other tools including MATLAB, SocNetV, and The NISIE Gaie
characteristics of JADE are described$yA, 2020are the following :

a k~ 0N

It is considered one ofhe mostefficient frameworks for the agent environments which
simplifies the implementation of mulhgent systems.

Provides a set of graphical tools that support the debugging and deployment phases.
Supporslargescale and flexible distributed agehased systens.

Support the ability of controlling the configuration remotely through GUI.

Support the ability to change the configuration even duringtiome and allow agents to move
from one machine to another.

Provides a simple powerful task execution arwmposition model, peer to peer agent
communication based on the asynchronous message passing paradigm.

Technically, JADE is free softwdrendis implemented inthe Java languagwith minimal

system requiremerg

10 Appendix B foadditionalinformation aboutJADE

1 JADE is free software and is distributed by Telecom lItalia, the copyright holdgem source under the
terms and conditions of the LGPL ( Lesser General Public License Version 2) license.
https://jade.tilab.com/#:~:text=JADE%20is%20free%20software%20and,Public%20License%20Version%202)
%20license.
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JADE is also used to test therformance of the other models, and we run it wintual machine with

the following specification:

1- Operating System Windows Server 2019 Datacenter-bit

2- System Manufacturer ~ Microsoft Corporation

3- System Model Virtual Machine

4- Processor AMD EPYC 7452-8dre Processor (8 CPUs), ~2.3GHz
5- Available OS Memory  32768MB RAM

6- DirectX Version DirectX 12

7- Display Memory 16383 MB

In this environment, the cycle of detecting the new service, gathering the required information,
evaluating the trust and reputation value, selecting the service provider, and signing the final
agreement with the selected provider for a specific service is defisaalYi & | () whickrartbe
completed during at least on&r"Qa 6 & CXY&EIEMEch the timeclock pulseor the heart beats of the
simulation.ldentifyingthed A YS G2 O02ftf SOG RFGF FyR GNI Olir K2g
time and what tasks they work on is essential. Doethe rapid development of technology
communicationsand thebusiness ativity, we decided to divide a day into fotime ticksof 0 QO Q

i "Qéd0alto 6 hours and the"Y'Qd 6 a Y EOHE QIQH e ¢ N EAXevenyearsapproximately?,

which is suitablén evaluaingthe real improvement and the performance in the rdiéé behaviour of

the agentbased smart factories that have the ability tosk all the timewithout shutting down Once

the simulation starts running, the agent records the transaction in its database until the transaction is
completed; thed & Qi "BRab@e is used to add an extra time to the simulation to firetinly

the transactions that are started already before completing the running time.

When agentdiscovers thait is in need of certain services,begins to collect informatiofirom its
sources in this case, there are three scenarimefore deciding whether tostart the evaluation and

selection process or not:

1- Start the evaluation and selection process if there is a potential provider (or more) and receive
responses from at least the value of the parameie® 6 Q Y60 @ ¢ ¥ QGDIQ "RoONXkE

total of the sent requests

2- Start the evaluation and selection process if there is a potential provider (or more) and the
agent wait the maximum waiting time (& &0 & 'Q0 Q8 QAL & 6 Joaefore @ceiing the
b OOHQARYNR D ¢ ¥ IQDIQ S i Ease 1.

12Based on the main environment settis in Tablé.1
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3- Otherwise, if there are no potential providers, tagent starts theY Q¢ i ‘Q'Q)ii "@EG@isi
process may be repeated many timég 'Q)ifor a particular servicéY'Y adi@@ to the lack of
service providers in general or their unreliability; for thiais important to wait for some time
to find the appropriate provides, this wait time is defined as the

w00 QOH®QE 108 | Q'QWhieh @an be set as fixed time or by multiplying theQ O

value by & Where the® G a constantwaiting time, which is defined by the service

consumer. For example, if th ceégual to 50 ticksthe first reorder will be at 50(50*1) and,

the second reorder will be at 100(50*2), and so on.

All the parameters that are used to setup the environmané summarized ifable5.1, and their
values, which is set carefully to run and evaluate geformanceof all @mpetingmodelsfairly based

on different levels ofO'Q¢ i ‘&ndl cthe O "Qi "@Q "Qfor'Gair comparison In this simulation
environment there are a five sets of agent distributions, which are 70, 110, 150, 190, and 230 agents
asshown inFigure5.1. Allthese agents are located randomly, and thetgrt their activity in time
predefined randomlypased on the value of the parametérc 0 Q0 Also, these agents may run

all the timeduring the simulation time a¥6 & a "Q& M'Q eoodnly run for a specific period as a
0O ® QOMQE la fegard of the "Qi "@Q "Q&h@®previous agents distribution sets are used
to measure theperformanceby deploying differenpercentagest Ht, v v T v B0 E @it b

of the dishonestagent in each distribution, where 0% means that the environment is run by the only
trusted and honest agents, whife 1t Ttireans all the agents are dishonest and there is an extreme

potential of attack.

Table5.1: Main environment settings

p Parameter Name Value Format and uni Notes

1 | Simulation run time 10000 ticks

2 | QearanceTime 2000 ticks Extra clearanceunning time
3 | Simulation ticksize 500 ms

4 | Cycle delay period 1000 ms

5 | Reallife running time 6.85 Years

6 | Reallife tick-size 6 Hours

7 | Max. Waiting before evaluating 700 ticks

8 | Waiting time before reordering 0 OBY'Q O Ticks GWou T

9 | Accepted responses 920 % Accepted number of response
10 | AgentLocation (all) Random x,y)

11 | Number of Agents 70-230 agent

12 | dishonestAgents (%) 0-75 %

13 | Agent misbehaving level 100 %
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14 | Fultime Agents 100 %

15 | Fultime agents- Age 10 to Max ticks

16 | Fullime agents- Active time 10- 1500 ticks Active time (Start finish)

17 | Parttime agents- Percentage 0 %

18 | Parttime agents Age 2000- 9000 ticks

19 | Parttime agents Active time 2000-4000 ticks Active time (Start finish)

20 | Number of provided services 2-8 service /agent

21 | Number of consumed services 2-6 service / agent

22 | Service shellife or expirationdate 400- 800 ticks (Min - Max)

Enyllgnmenl Setup) SImuIa!lpn Parameters 1/2 | Simulat}@j‘ s 2/2 ["m ‘777‘ Agents "1 Agents I Agent SIPOC |

| Listof Agents | EnvironmentMap  Ag. Time Distribution |
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Figure5.1: Agentdistributionin five scenarios
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All thesedistributions follow the principle of the supply chain as discussed, where the first igyes(
implemented as the last service consumer, and ledve) ére the raw material providers. Betweép
and0t, the agents ii¢ andbo consume the services from the lower level and provide services to the

higher level.

As discussed before, in this simulatiemvironment there are five sets of distributions of agents, 70,
110, 150, 190, and 230 agents. In addition, a diffepmrcentag (0%, 25%,50%, 75%, and 10@%6)
the dishonestagent are used in scenarios. Based on that, there are twivdysub-scenarios Y)Y

used to study and evaluate theerformanceof all @mpetingmodelscomprehensivelyT(able5.2).

Table5.2: The main test scenario plan for the model$-CADM, ReGreT, SloT, abR

SIS Misbehaving Agents (%) NO- AGEIS
Name L1 L2 L3 L4 Total
SSR

1 10 | 15 | 20 | 25 70
SSR 1.2 20 | 25 | 30 | 35 110
SSR13 0% 30 | 35 | 40 | 45 150
SSR 1.4 40 | 45 | 50 | 55 190
SSR15 50 | 55 | 60 | 65 230
SSR 2.1 10 | 15 | 20 | 25 70
SSR2.2 20 | 25 | 30 | 35 110
SSR2.3 25% 30 | 35 | 40 | 45 150
SSR 2.4 40 | 45 | 50 | 55 190
SSR25 50 | 55 | 60 | 65 230
SSR 3.1 10 | 15 | 20 | 25 70
SSR 3.2 20 | 25 | 30 | 35 110
SSR33 50% 30 | 35 | 40 | 45 150
SSR 3.4 40 | 45 | 50 | 55 190
SSR35 50 | 55 | 60 | 65 230
SSR 4.1 10 | 15 | 20 | 25 70
SSR 4.2 20 | 25 | 30 | 35 110
SSR 43 75% 30 | 35 | 40 | 45 150
SSR 4.4 40 | 45 | 50 | 55 190
SSR45 50 | 55 | 60 | 65 230
SSR 5.1 10 | 15 | 20 | 25 70
SSR 5.2 20 | 25 | 30 | 35 110
SSR53 100% 30 | 35 | 40 | 45 150
SSR5.4 40 | 45 | 50 | 55 190
SSR55 50 | 55 | 60 | 65 230
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5.1.2 Case Selection anderformance measures

Performance metrics are used to collect information about the operational activities and the
achievement of goal® better understand a situation and make informed decisidnshe literature,

most of the relevanmodels are focused on certain types of performance measures and metrics that
are used to evaluatand compare their resultwith the other. Therefore we categorized the measures

and metrics as

1. Physical measurementamost of the model that focused othe loT part usually used the
physical behaviours of the nodes (such as the bandwidth, energy, packet forwarding capacity,
repetition rate, consistency of the packet content, delay, response time and the integrity as the

node behaviour characteristics) &waluate and compere their models with the other models.

2. Social measurementscentrality, cooperativeness, community Interest, density, and the
percentage of good and bad transactions are mainly used to evaluate and compare models;
where the centrality repesents how much objedtis important for objecti and not for the
whole network.Cooperativeness is another measurement which represents whether or not the
trustee object is socially cooperative with the trustor. Community interest is another factor that
enables communication between objects of communal interest where the objects with the

same community are supposed to interact with each other to increased overall performance.

3. Node behaviour and detecting the attacldetecting a malicious node (includingk S & . I R
Y2dziKAY3I FGdOFO1és 4D2RRE YR@AIKAYS I il ©f L5 a2

as a one of the most common methods that is used to compare and distinguish the models.

4. The Accuracy and the Utilitythis kind of measurements are useby some of models to
evaluate the performance of the@mmerce applications. In this scenario, the performance of
an agent is measured by the amount of cash won (or lost) after a fixed number of rounds or/and

using the average times of choosing trustényr providers.

Basedon our scenario, IcCADM is an agefitased multicontext QoS Model, which aims to improve

the decisiommaking of selecting the best service provider in lIoT environments by evaluating the
trustworthiness based on their behaviours; thiat, loFCADM used a set of metrics to measures the
performance and to compare with the other models results; taking into consideration the main loT
and MASs characteristics and requirements. In this research, we evaluate the performance of

proposed modeusing the following metrics

1- Trustworthiness ThisYSGNA O A& OFf Odzf I SR dzaAy3d G(GKS Y2R
YSGK2R G2 SadAYlFaS It {or theNdzr (jpéeBh ti2hadod] in2thieK S NJ
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environments. A higher trustscofey RA Ol 1S& GKI G GKS LISNF2NXYIFyOS

the selection criteria, credibility, and integrity are better, and vice versa.

2- Cash utility this metric is used to measure the individual performance of an agent, and the
overall performance fothe model based on the amount of cash (won or lost) after a fixed
number of roundsThe formula that is used to calculate the cash utility is:

01 £ MQd 6 Q h Q&R €1 Qb TQD NI &b oo Q¢ _
cu= Yiohd i GB®IE-E— RO Q00w | oo s aEeTt
Where thenis the total number of transaction3,cis completion time (or interruption time);s

is the service starting time, arnieis the expected agreed time to complete the service.

3- The average times of choosing trustworthy providetis metric gives us a good indication of
how fast the modelsselect trustworthy provider, especially @ setting where time is of an

essencesuch as healtleonsiderations

4- Satisfaction:The QoS is considmt asthe backboneof the proposed model, so the sdtistion

metric can be used to indicate the overall QoS.

5- Detecting malicious nodesdetecting and preventing misbehaviour or dishonest agents is one
of the most essential priorities that we need to achieve to increase the performance and the
trustworthinessbetween the agents; so, it i® see how the different modslincluding the

proposed one can deal and reduce the effect of the dishonest agents.

5.1.3 Competing models and the ranking method TOPSIS

In reality,there is no guarantee that the contracting parti@s a’Y dor "Y{§ in the businessactivities
will fulfil and implement the agreement to the fulleStherefore predicting the future behavig of
the other peersbased on the trust and reputation can help to select the masstworthy parties

which reduces therisks mentioned earlier

Despitethe lackacomprehensive studihat is able to solve the open issue of devising an effective and
efficient trust computation method for dynamic assessment in, Ithie proposed models ithe
literature used different ways and mechanisms to help theties (or individuals) to decide if it is
worth to cooperate with the other contragiartiesor not. Taking in the consideration thésttibution
type, datasource addressedittacks mntextawareness, anthe updateinformation afterevaluation

the chosen models have the following characteristics:
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1- Agentbased decisioimakingmodels.

2- Decentralized trust and reputation models.

3- Used at least two of information sources tbie direct Interaction, witness Information and
social relationgo evaluate thetrustworthiness of a target agent

4- Candeal with more than one context for the single trust evaluatf@ntext aware.

5- Used nonrphysical parameters to measutiee performancesuch agrustworthiness, cash and
time utility, average times of choosing trustworthy providers, the percentage of good
transactions, density, and detecting dishonest entities.

By studyingthe literature (Table3.3), we decide tocompare theproposed model with the following
agentbased models that were designed to select the most trustworthy provider basdbedr trust
YR NBLMWzilGA2y Q& &02NB

A. ReGreTwhich is one of the earliest models thettends the capabilities of the agent to deal
GAGK NBLIWziFGdA2y yR (NHZAG G2 AYLNE@WSce(dKS |
environment, calculates the subjectiveeputation score using the weighted mean of the
impressions' rating factors, taking into account the direct experiences, information from third
party agents, and social structures. After each interaction between two agents, each agent
must update their ratig and respective reputations publicly. Trust value in this model is
evaluated using the equation shown in Equatio? wherethe dSociaDimensiorE represent

the socialrelation of the agentwith the surrounding societ{Section3.1.2).
"YROQQ QOH Q1 "QQEOD @UONDH | ¢ ¢ OVOLERDEa QL i Q¢ ¢
Equation5.2

B. SloTis a trust management scheme for social internet of thingeTSs based on an Edge
Computing environment where every active node (person) must use a handheld device (mini
edge servers) that is used to forward thraffic and perform computations-®T evaluate the
trustworthiness for any object willing to collaborate with its peers based on dinect
observations Bij), Indirect Recommendation€lf), Centrality Gij), Energy ) and Service
Score §. All devics in SloT are low power devices and less eneffigient devices, so energy
consumption is considered as a factor for determining if a node performs attack or not based
on its energy level. For nodes performing an attack, the service score in this racelel,

penalized, otherwise, rewarded; the more number of times a node is penalized, the higher the
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chance the node is maliciousl®& calculate the trust of a nhodevith respect to node using
Equation5.3, wherert | f htih hdoe @ pht "YQ'(p8

Tij =1Dij+(1-4 Zr ) Gij+1Clij +rCO+ 5 E+sSj Equations.3

C. RD-Cis a computational model that selects the most trustworthy provider agent based on
computing theReputation(ratings of previous satisfying interactionB)isrepute(ratings of
previous dissatisfying interactions), and t@enflict(conflict in previous interactions) of each
provider agent. In this model, the requester agent starts the evaluation by sendingrg @
advisor agents and asking them to suggest a trustworthy provider. After collecting the
information from the responder advisors, including their suggested provider, the requester
calculates the reputation, disrepute, and the conflict of each sugglstovider to select most

trustworthy provider according to the computed components using Equdidn

Tij = Reputation+ Disrepute + Conflict Equation5.4
At the endthe performanceof the relativemodels and the proposed model are evaluated and ranked
using theTOPSI$echniquebased on thetrustworthiness cash and time tility, average times of
choosing trustworthy providershe percentage of gootransactions, density, andetectingdishonest
entities(Section2.5.2).

5.2 ResultsDiscussion

This sectioris discusse@erformance of the foutoT agertbasedcompeting models in three different
environmentsusing the case study described $action 5.1 By injecting different percentages of
dishonestagents the following three suksectionsdiscusghe environment that contains only trusted
and honest agentghe environments where the diginest agents are partially deployed in different

levelsin the environmentand finally, theenvironmens that arefully populated with dishonest agents.

The performance of the four competing models is tested in three different environmants the
results are ranked usirthe TOPSIS technique based on the performance paramétessiorthiness,
cashutility, averagetimes of choosing trustworthy providers, satisfaction, detecting malicious nodes,

in addition to the network usage

The resilt shows that theloT-CADM as topmost model, followed by ReGreT and SloT, Hx€ i

the lastposition in the orde(Table5.6). This result is not surprising ar@pected, as a result of using
the social information by IGCADM and ReGreT, which reflect the true nature of the agent behaviour
in the environment, rather than using the physical behaviour. This result also shows that{GAa D

has the following featres:
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Thissectionis organized as follows: the firsubsection discusses the results and analysis of the
collected data fronthe environmentthat contains only trusted and honest ager{® misbehaving
agents) The secondubsection outlines the performance ienvironmens that partially contaired
different levels (675%)of dishonest agentf the environment Finally, the thirdsubsection discuss
the results of the competing model in the environment that is fully populatéti wishonest agents

(100% misbehaving agents)

Before starting the result discussion, it is venportant to identify the startup issue, which is one of

most common issue facing any business or system in any environment. During the initial stades, a hig
NAal Fa FrFrAfdNBE Aa GSNE LIaaArofS:I gKAOK NBTFESO
most of the agents start their activities having ratough information in their database or from the
witnesses about the environment members, whieads to make théY 6 ¢ollaboratewith unknown

witnesses selecting unknown service providers. We decide to take the-ugiaitsue in our
consideration to see how theompetingmodelscan deal with it. Based on thenvironmentsettings

discussed irsection 5.1.1, the startup period of the testing environment is the period of the time
between 0 to 3000.

5.2.1 HonestEnvironment (0% misbehaving agents)

Ly aYl NI L 2 caQents Sefe@dpldya in YeBefalitd do something on behalf of their owners
asdiscussed before. By increasing the density (or number of agents), Wil be deployed in the
environment, which positively increase the chan¢&Y 6 to choose the most beneficiaY 0 t&provide

the service"Y'Y ¢vildich also drives to increase the resources consumption positively on the other
hand.

tKS STFFTAOASYOe 2F (KS Y2RStaQ GSOKyAIldzSién, | yR
O2yGNREftAY3d GKS gladSR GAYSE Sg@Ifdad GAy3as aSt SOl
makes the agent in most of its times idle and inactiigure5.2 shows the number of active agents

for all the models in all the sukcenarios. In the first quarter of the simulation, the number of active
agents for all models increase rapidly, then becoming more stable (for all the models) towards the end

of the simuldion.

¢KS FAIdzNBE Ifaz2z akKz2ga (KS {{wmom KIFa GBR1F526Sa
when thedensity of the environment increases for all models. It also shows clearly that in all five sub
scenarios, our proposed model has the lghnumber of active agents. This is because of the
techniques and methods that is used by-IBADM to: 1) reduce wasted time during the whole process,

2) reduce the number of incomplete transactions, 3) take the decisions faster and more accurate, 4)

reduce the effective of the dishonest agents, 5) and use different information resourd2€: Ras the
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least number of active agents in all scenarios because of the wasted time during collection of
information to evaluate theéReputation, Distribute, and Coicfl It alsoused the TOPSIS to select the
most trustworthy provider using the decision matrix, which is not enough to reduce the effectiveness

of the dishonest agents and the number of incomplete transactions.
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Figureb.3: Number of completed transactigmer time period
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Having a higher number of active agents in the environment leads to an increase in the number of
completed transactions)( 6 )Yegardless whethethese transactions are completed positively or not
(5.2.2). IoFCADM allows to th&y 6 and"Y 0 tb have more transactiorss showrn Figure5.3 followed

by ReGreT and SloT,whil®R A & G(GKS t26Sa0G 6KAOK NBTFEtSOG GKS
This result is provealso by thePercent of the Difference and SuperiofityO)¥etween the proposed

model and the other modelssgction2.5.3), which shows that the proposed model allows to te& i

and"YD fo make transactions more than ReGreT, SloT, abDedCRy 32%, 33%, and 38% respectively.

f

NNBFfAGES o0daAySa8aQa TFAYIYOALE &dGHaSYSyd YSIad

money flow to see how profitable the business is. Therefore,lthginesseither online or offline)

profit can be defined as the money that is earned aftaying the costs of producing and selling goods
and services. One of the main objectives afoenmerce systems is to have more transactions. The
proposed model provides for these systems a solution to make more profit (or money) as shown in
Figureb.4, which shows the total cash utility (gained money) by each mioola all successful positive
transactions during simulation the time. This is affectedifively as the number of agents is increased

in the environment.Figure5.4 (a-e) shows the proposed model is more profitable than the other
models all the time, while the-R-C in the first sukscenario (SSR1.1) is the lowest. It can also be seen
in Figure5.4 (ce) that the RD-C achievedhe best performance in period of (100@000) but

eventually converged to similar values with ReGreT and SloT models.
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Figure5.4 : Cash Utility
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¢tKS AYONBI &S Ay (KS inSehsddthRegodrSey comsamptibigufed.5, which | & 2
represents theotal communication messages through the network, shows thatRii2C model has

the lowestnetwork consumption due to its low agent activity.
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Figure5.5 Total CommunicatiotMSGs through the network

During the period (61000) for SSR1.1 and SSR1.2, and the peri38(0) for SSR1.3, SSR1.4 and
SSR1.5we can clearly notice that the I&@TADM consumed the network more than the other models
because services are registered in the SRL. Then, towardadhaf the experimentthe consumption

of ReGreT and SloT exceeded other models.0TEWAlues indicates that ISCADM used network
less than ReGreT by 10%, SloT by 8%, and more H#in@ Ry 56%; however, taking into the
consideration thenumber of ompleted transactionwe can clearly see that th&D-C and the
proposed model had the lowestetwork consumption per transactioas shown inFigure5.6. The
LINELIZASR Y2RSf LISNF2NX¥SR Y2NB (NI yalOlGAzya oAlE

evaluation and selection methods.
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Figure5.7: Avg. Evaluation and selection time.

In regard to the evaluation methodrigure5.7 shows the evaluation time of the competing models.
Evaluation time is very important parameter, especially, for these kinds of SCs which considers the

time is critical and they need to get the services quickly. Evaluation time can be identified asghe tim
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between the starting time until the transaction is completed. Evaluation time is affected by the time
of detecting the service failure or expiry, request and respond waiting times, selection time, the time

required to sign the agreements, the number geats, and the amount of the exchanged data.

Figureb.7 (a-e) demonstrate that the proposed model has the lowest evaluation time before the time
1000 for all sulscenarios. For the sulscenarios SSR1.1, SSR1.2, and S®RIBFCADM and ®-C

values converged , while in SSR1.4 and SSRL1. 5, the RiDdelperformed faster than all the other
models. ReGreT and SloT become slower with increasing number of agents emvinonments
comparing to the other models for all sizenariosBy evaluating thé ‘O e result shows that 10T

CADM is more stable and performs faster than ReGreT and SloT by 63% in average, and slower than R

D-C by around 10%. The reason behind this can be explainEdyume5.8, which represents the

average number 6y 0 per transactions selection By® &>——— , which is denoted asY0 i 0 1.°YQa
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Figureb.8 : SPs per transactions selection ¥ .

The averagéYd i 0 ifoMEeORD/ A & 2ay sh@w ifGigure5.8, most of the time, which means
the "Y® aits for a short time to get theesponses from théY 0 &and indirect witnesses. In the same
time, the"Y 6 that use the model ®-C, wait longer to find the candidate SPs, which make the agents
in inactive shtus most of the time YD i 0 lis"¥'@dxy important indicator, and it tell us the number
of participantsY0 are involved in the completed selection process by ié for a specific service
Y'Y wHigher value of th&/0 { 0 im&é&asithat the'Y o selected the most accurate useful and trustful

agent. On the other hand, moreY 0 in selection pool means also that th¥ 6 @onsumes more
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resources during the selection; this issue is taken in the consideration, and most of thet tmyotd
filter and choose the top best candidates before starting the selection process to keep the selection
time and the resources consumption within the limit.0 have different prioritiesand ways to pick
up the best option from the availabl@)i to be servedwhether if the selection is randorbased

selectionor usingtheir own selection criterisor methods

Figureb.9 displays the trust scores of the four models. At the beginning of the simulation, none of
agents have enough information in their database or from the witnesses about the environment. This
means that'Y d lhave no choice but to collaborate with unknown witnesses to select unknown service

providers.
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Figure5.9 Trust scores of nodes in different distributions .

In this setting, ReGreT h#®e lowest trust scores in the first quarter, while the SloT afd® used
physical information to avoid the random selection during this period and resulted in a higher trust
score than ReGreT. Towards the end of the experiment at time tick 5000, Re€feiimed higher

than the two models, which signals the importance of using the social information in the environment
after a certain period of time. Using the social information and the dynamic ASW method, the
experiments shows that the proposedodel hasthe highest trust score at all times. Evaluating the

0 $ 8hows that the loICADMperformed better than ReGreT by 38%, SloT by 40%, &»@ Ry 41%

in average to select the most trustworttdy 0. A
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The TOPSIS method is used to compare and rank the perfoardrall the models mathematically.

As shown inrable5.3, the TOPSIS ranking result showed that the proposed modeélAdM has the

highest performance in the hone&nvironment, followed by the models SIoT then ReGreT dxCR
loT-CADM has also the highest performance even by changing thé & & Qo I@dipw) which

makes it more stable and impervious to be employed in different environments and scenarios, which

OF LI GKS YI Ay O2y i NROdzi A 2 yAgest Basdiirknbriess NB A B2 NIW Ry A i ¢

Table5.3 T.OPSIS performance ranking in horgesvironment

Models
Type | Seg. Parameter unit SQR(SUM(XA2))
loT-CADM ‘ ReGreT ‘ SloT ‘ R-D-C
1 Context Aware % 100 100 100 100 200
2 |Quality of Service {QoS) % 100 100 100 0 173.205
3 |Quality of Provider (QoP) % 100 0 0 0 100
4 Number of Active Agents # 115.82 91.8 91.42 76.51 189.876
§ 5 |Number of completed transaction # 342.09 234.35 232.05 222.38 524.639
g 6 Total Cash Utility S 26418.71 | 18070.49 | 17904.22 | 17127.69 40477.274
.% 7  |Avg.Evaluation and selection Time Tick 249.25 694.28 691.26 215.35 1033.618
o 8  |Avg. Number of SPs per Selection # 411 4.48 4.44 2.22 7.849
9 Total Comm_MSGs through the network # 30841.55 | 35050.44 | 34623.71 | 14695.73 59954.152
10 |Avg. Comm_MSGs per Transaction # 85.52 138.44 137.97 60.9 221.864
11  |Avg. Eval. Trustworthiness DV1 (0 - 3000) % 79.65 14.52 36.27 36.73 96.019
12 |Avg. Eval. Trustworthiness DV2 (3000 - ~) % 84.85 66.08 535.65 54.13 132.639
Weight (i / SOR(SUM(X"2)) * 100
Type | Seq. Parameter Ideal Best | Ideal Worst
(ow) | 10T-CADM | ReGreT | SloT R-D-C
1 Context Aware 0.1 50 50 50 50 max| 50 |min| 50
2 |Quality of Service {QoS) 0.1 57.7 57.7 57.7 0 max | 57.7 |min 0
3 |Quality of Provider (QoP) 0.1 100 0 0 0 max| 100 |min 0
» 4 Number of Active Agents 0.1 61 48.3 48.1 40.3 max| 61 |min| 403
% 5  |Number of completed transaction 01 65.2 44.7 44.2 424  |max| 652 |min| 42.4
% 6 Total Cash Utility 0.1 65.3 44.6 44.2 42.3 max| 653 |min| 423
',—L‘: 7  |Avg.Evaluation and selection Time 0.1 241 67.2 66.9 20.8 min | 20.8 |max| 67.2
E 8  |Avg. Number of SPs per Selection 0.1 52.4 57.1 56.6 283 max | 57.1 |min| 283
= 9  |Total Comm_MSGs through the network 0.05 51.4 58.5 57.8 245 min | 245 |max| 585
10 |Avg. Comm_MSGs per Transaction 0.05 385 62.4 62.2 27.4 min | 27.4 |max| 62.4
11  |Avg. Eval. Trustworthiness DV1 (0 - 3000) 0.05 83 15.1 37.8 383 max| 83 |min| 15.1
12 |Avg. Eval. Trustworthiness DV2 (3000 - ~) 0.05 64 49.8 42 40.8 max| 64 |min| 40.8
Type | Seq. Function Models
loT-CADM ReGreT SloT R-D-C
1 Ideal Best (IB) 0.0156 0.1223 0.12 0.1276
:E: 2 Ideal Worst (1W) 0.1367 0.0652 0.0658 0.0537
&c" 3 Performance = IW / (1B + IW) 0.8976 0.3477 0.3541 0.2962
4 Final Rank ==> 1 3 2 4
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5.2.2 Dishonest Environment (25%, 50%, and 75% misbehaving agents)

In the reallife systems, dishonest agents (or attacker) may exist; detecting or predicting these agents

is very hard asve explained before. However, to increase the level of trustworthiness between the

agents, models use different strategies and approaches to reduce the impact of the dishonest in their

environments. This section mainly aims to compare and to show how thedels [0TCADM, Re@iT,

SloT, and FD-Ccan deal with this issue.

For fair comparison, we injected a different level of dishonest Agents, which are set to start randomly

during the simulation running time. As discussed befor&duation5.1.1, there are twentyfive sub

scenarios, each sufcenario was compared using eight evaluation parameters for each mitatalke(
5.2). Altogether, eighthundred (800) comparisons have been done to study the overall performance

of the competing models; 640 comparisons are used to measurgénmrmance of the infected

models by the misbehaving agents. To reduce this huge number of the comparisons arkketthma

results easier to understand, we compared the performance of the competing models fissng
different subscenarios (SSR%.6%, SSR 2:25%, SSR 3:50%, and SSR 4.85%); where 0% means

that the environment is run only by the trusted andrtest agents, while the 75% means thabst of

the agents are not honest and there is a high likelihood of potential of attack. Theseandrios are

chosen because: 1) these sabenarios deal with the largeset of the agent density (230 agents), 2)

tk §
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parameter. 3) these subcenarios are suitable to evaluate the performance of competing models in

dishonest agent environment.
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misbehaving agents in all five sabenarios. In the first quarter of the simulation, the number ofect
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agents for all models increases rapidly, then become more stable for all the models towards the end

of the simulation. The figure also shows that the proposed model still has the highest number of active
agents, and the ®-C has the least, while theeBreT and SloT models performed in a similar manner

most of the time. Mathematically, by calculating the values ofih® Bétween our proposed model

YR GKS 20KSNJ Y2RSt ax (KS NBLAdMis hgHehamthelR&EGrel, (1 K S
SloT, and ®-C by around 32%, 33%, and 38% respectively for the same reasons that are mentioned

in the previous section.

Agent activity is used to measure if the agents are active or not regardless of the agents behave
positively or negatively. The nurabof positive completed transactiof(0 )" also required to
measure the overall performancé. 0 6 6f each model is shown iffigure5.11 this is affected
negatively as theumber of dishonest agents is increased in the environment. It is clear also that loT
CADM allows to th&v 6 and"Y D to make more positive transactisrcompared with the other models,
which is reflected the high agent activijigures.12 showsthe Number of positive transactionghere

it can be observed thabwards the end of the experiment at time tick 3000, the models ReGreT, SloT,

and RD-Ceventually converged to similaalues.
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Figureb.11: Number of positive transactions for the SSRs 1.5, 2.5 ,3.5, and 4.5
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Figure5.12: Avg. Trend for the Posititeansactions after 3000

Mathematically, by evaluating th&r0 O J(t® determine the direction and the steepnessection
2.5.4) of the datasets from time tick 30@0 the end of the experiment at time tick 3000 as shown in
Figure5.12 the results are 0.00800.0021, 0.0009;0.0024 for the 10ITADM, ReGreT, SloT, anB-R

C respectively. The positive value of the result means that the direction of the data line is going up and
the values of) 0 6 $Nould be increasegredictablyduring the running time. At the same time, the
"YO O Wvalue determine the steepness of the data line, and how fast the following predicted values
reach to the maximum or to the minimum; based on that, the-@ADM and SloT have the same
direction, but based on the slope value, the prediction ofthd 6 tévbe equal to theotal number of
transaction(which is the maximum and all the transactions are positive) during the simulation for the
modelloT-CADM ispproximatelyeight timesfaster than the SloT On the other hand, ReGreT and R
D-Creach to minimum where the number of the positive transactions is very low or equal to zero (even

if that will happen after long time).
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Figure5.13: AW. SPs/Selection for the SSRs 1.5, 2.5 ,3.5, and 4.5.
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Figureb.14: Avg. Evaluation and selection time for positive transactions.
Evaluating the average dY0 i 0 i13¥Qery important to understand and to verify the results from
the other performance evaluation parametefsigure5.13shows that the average 6¥0 i 0 iwa6Q &
not affected by the increase in the number misbehaving agents for the mode{SABDM ad RD-C,
while the models ReGreT and SIoT are reduced a slightly after the time tick 1000. Because of the low
average value of th&¥D i 0 ifoivtiiexmodel RD-C most of the time, as thEigure5.14 clarify, the
evaluation process time for the modelORC is also very low compared with the other models. Taking
in our consideration the number of positive, }€RDM perform faster than Re€3r by 57% and SloT
by 59% in average of O.Y
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Figure5.15: Cash Utility for the SSRs 1.5, 2.5 ,3.5, and 4.5.
Y8 &nd"YD fry to increase their benefit and profit to the maximum by increasingiihe 6 Yo &. & Q
the transactions betweefiY® &and"Y0 &re completed successfully in tRgo 1) Fp&@IIQEY D iisually

gain money from théY 6, iin turn, wherthe "Y 0 provide a service to the next level in the supphain
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SCs will make profit as welfigure5.15.a). On the other hand, if the transactions betwe&fd and

"YU &re notcompleted as a result of any kind of misbehaving, the extra time and cost reduce the total
gained money. The total cash utility of each model is shoviigare5.15,, this is affected negatively

as the number of dishonest agents is increased in the environment. In the firsicemario (SSR1.5)
ReGreT and SloT models during the periodl(@0) performedhigher than RD-C. Then, the ®-C
achieved the best performance in period of (1063000) but eventually converged to similar values
with the ReGreT and SloT models. It can also be sdeigune5.15. (a-c) that SIoT lost money faster
than the other models, while the I6CADM performed best and gained the most cash in an
environment where everyone is mostly dishonest as showignre5.16(a), followed by RD-C then
ReGreT and SloT respectivElgure5.16(b). This result is proven by evaluating th&) O Fobtime

after the time tick 3000 to the end of the experiments for all the models. The slope values for 0T
CADM, ReGreT, SloT, and-R is 0.6720.099, 0.163;0.245 respectively. The results show that the
models ReGreT andRClost money, SloGaired money slightly, while most of money is gained by

the loFCADM as showm Figure5.17.
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Figureb.16: Cash utilitytotal gain
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The( 0 6 &¥id CastUtility parameters show that the performance of K€RDM is higher than the

other models, since it uses a novel evaluation and selection method to select therBeftigure5.18
demonstrates the trust scores of the of the three models-@ADM, ReGreT, SloT, an-R. 10T

CADM has the highest trust score value of the trustworthiness, which suggest that it has she mo
trustworthy "Y0 for the Y6 dompared with the other models. This is because of the use of ASW, in
addition, it gathers the information from different resources. At the beginning of the simulation, none

of agents have enough information in theirtdbase or from the witnesses about the environment.

This means that SCs have no choice but to collaborate with unknown witnesses to select unknown
service providers. In this setting, ReGreT has the lowest trust scores in the first quarter, while the SloT
and RD-C used physical information to avoid the random selection during this period and resulted in

I KAIKSNI 0NHzad a202NB GKIFIYy wSDNB¢d hyOS GKS | 3Sy
and RD-C) performances converge. Towards the end @f éxperiment at time tick 5000, ReGreT
performed higher than the SloT andlRC, which signals the importance of using the social information

in the environment after a certain period of time. The results also shows that the performance of the
SloT was adfcted more than the other models when the number of misbehaving agents increases in
the environment, due to the use of physical information, which does not contribute to the
identification of misbehaving agents, while the other models use other more @féesburces of

information to evaluate performance.
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Figureb.18: EvaluatedTrust score for positive transactions (for SSRs 1.5, 2.5, 3.5, and 4.5).
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Figureb.19: the network usage for SSRs 1.5, 2.5, 3.5, and 4.5.
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network consumption for the competing models. In the first quarter, the proposed model used the
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At the tick time 3000, both models ReGreT and SloT exceed tHeADM consumption. This makes
IoT-CADM the second lowest model after théDRC, which has the lowest network consumption as a

result of the low value oiY0 i 01 "YQuo
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Figureb.20: The average network usage per transaction for SSRs 1.5, 2.5, 3.5, and 4.5.

Taking the number of completed transactions in consideratogure5.20 shows that the FD-C is the

lowest model of using the network resources as result of low valiébfi 0 i I6VQADM consumed
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the network more than the other until the tick time 50hen, the models ReGreT and SIoT converged
and consumed the network more than the KKRDM and f-C towards the end of the experiment
time. Thed 'O Walues show that the average network consumption (usage) for the mod€A®DM is
less than the modelsd&reT and SIoT by 27%, and for more thdh@by 32% (as a reason of the low
value of YO { 0 ifoiMfeoRD-C) using the.

Table5.4 summarizes the result of comparing these models using TOPSIS, which shows that the
proposed model I0CTCADM still has the highest performance in the dishonest environment in different
numberof misbehawg Agents, even by changing theddi & & ‘o C@{pw); this means that the
loT-CADMis able to deal witht L-Agent base in dishoneslynamicS y @A N2 ym6r6 thanihe

other competing modelsThe result also shows that ReGreTfpamed higher than SloT in dishonest
environments and #-is ranked last.

Table5.4: TOPSIS perfoiance ranking in dishonest environment {25%).

Models
Type | Seq. Parameter unit SQR(SUM(X~2))
10T-CADM ‘ ReGreT | SloT ‘ R-D-C
1 Context Aware % 100 100 100 100 200
2 Quality of Service (QoS) % 100 100 100 0 173.205
3 Quality of Provider (QoP) % 100 0 0] 0 100
4 Number of Active Agents # 177.3636 | 141.4318 141.5 119.4773 292.844
5 Number of Positive Tran. DV1 (0 - 3000) # 248.1667 | 148.6667 135.25 146.9167 351.519
§ 6 Number of Positive Tran. DV2 (3000 - ~) # 459.3125 | 258.0625 | 252.9063 | 270.2188 643.851
g 7  |Total Cash Utility DV1 (0 - 3000) S 12613.67 | 7052.75 | 5883.833 | 8515.083 17775.601
.% 8 Total Cash Utility DV2 (3000 - ~) S 31079.25 | 14315.16 | 13508.38 | 14950.97 39709.585
5] 9 Avg.Evaluation and selection Time Tick | 371.3958 | 841.837 | 843.7606 | 252.8452 1273.769
10  |Avg. Number of SPs per Selection # 4.634773 4.445 4.342955 | 2.190682 8.056
11  (Total Comm_Network MSGs DV1 (0 - 3000) # 39261.33 | 29638.75 | 30159.92 | 14999.42 59619.719
12 |Total Comm_Network MSGs DV2 (3000 - ~) # 53972.41 | 60483.84 | 60816.84 | 28480.47 105267.001
13 [Avg. Comm_MSGs per Transaction % 94.87 135.57 | 134.9814 | 63.79795 222.867
14  |Avg. Eval. Trustworthiness for positive Tran. % 83.40909 | 49.15909 | 49.31818 | 54.84091 121711
Weight ( Xi / SOR(SUM(X2)) * pw
Type | Seq. Parameter Ideal Best Ideal Worst
(ow) | 1oT-CADM | ReGreT SloT R-D-C
1 Context Aware 0.1 0.05 0.05 0.05 0.05 max | 0.05 |min| 0.05
2 Quality of Service (QoS) 0.1 0.05774 | 0.05774 | 0.05774 0 max | 0.0577 | min 0
3 Quality of Provider (QoP) 0.1 0.1 0 0 0 max | 0.1 |min 0
4 Number of Active Agents 0.1 0.06057 0.0483 0.04832 0.0408 | max [ 0.0606 | min | 0.0408
o 5 Number of Positive Tran. DV1 (0 - 3000) 0.05 0.0353 0.02115 | 0.01924 0.0209 | max [0.0353 | min [ 0.0192
% 6 Number of Positive Tran. DV2 (3000 - ~) 0.05 | 0.03567 | 0.02004 | 0.01964 | 0.02098 |max |0.0357 | min [ 0.0196
% 7 Total Cash Utility DV1 (0 - 3000) 0.05 0.03548 | 0.01984 | 0.01655 | 0.02395 | max |0.0355 | min [ 0.0166
',—L‘: 8  |Total Cash Utility DV2 (3000 - ~) 0.05 | 0.03913 | 0.01802 | 0.01701 | 0.01883 [max|0.0391 | min| 0.017
E 9  |Avg.Evaluation and selection Time 0.1 | 0.02916 | 0.06609 | 0.06624 | 0.01985 | min |0.0199 | max|0.0662
= 10  |Avg. Number of SPs per Selection 0.1 0.05753 | 0.05518 | 0.05391 | 0.02719 |max |0.0575 | min | 0.0272
11 |Total Comm_Network MSGs DV1 (0 - 3000) 0.05 | 0.03293 | 0.02486 | 0.02529 | 0.01258 | min |0.0126 | max|0.0329
12 Total Comm_Network MSGs DV2 (3000 - ~) 0.05 0.02564 | 0.02873 | 0.02889 | 0.01353 | min [0.0135 | max|0.0289
13 [Avg. Comm_MSGs per Transaction 0.05 | 0.02128 | 0.03042 | 0.03028 | 0.01431 | min |0.0143 | max|0.0304
14  |Avg. Eval. Trustworthiness for positive Tran. 0.05 | 0.03427 0.0202 0.02026 | 0.02253 | max |0.0343 | min | 0.0202
Type | Seq. Function Models
loT-CADM ReGreT SloT R-D-C
1 Ideal Best (IB) 0.0264 0.1195 0.1205 0.1255
:5: 2 1deal Worst (1W) 0.1329 0.0652 0.0645 0.0559
E 3 Performance = IW / (1B + IW) 0.8343 0.353 0.3486 0.3082
4 Final Rank ==> 1 2 3 4
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5.2.3 Dishonest Environment (100% misbehaving agents)

Due to the importance of evaluating the performance to compare the competing models in different
IoT agentbased environments, the previous subsections discussed the environments where the
dishonest agents are partially deployed in different levelsrgo)in the environment. In this

experiment, we are interested to see what happened when the environment is fully populated with

dishonestagents.

In reallife, it is very hard to find this kind of environments where everyone tries to attack, steal, or
misbeh®S (2 GKS 230KSNI Sy @A NBeftdrs iyitioduded theSpédoBniddced ¢ K
evaluation of the competing models in the environments that have 100% dishonest agents to identify
GKS SEGNBYS Y2RSt &8Q LISNF 2 NY IVYi®BovideThe eiizeZMal§ 3 (1 K ¢
compare the performance of the competing models, we tested them using five differerdcariarios

(SSR5.1, SSR 5.2, SSR 5.3, SSR 5.4, and SSR 5.5) by injecting 100% of dishonest agents in five differe
agent distributions(Table5.2). 100% means that all the agents are not honest and there is a high

likelihood of potential of attack.

100 100
£ 0 =
b 2
2 60 2 60
% %
> >
E 40 = = 40 ——
— e —
— ——
S 20 2 20
[VE) (NN )
0 0
0 1000 2000 3000 4000 5000 6000 7000 8000 9000 0 1000 2000 3000 4000 5000 6000 7000 8000 9000 10000
Time Time
e [0T-CADM ReGreT SloT R-D-C e [0T-CADM ReGreT SloT R-D-C
a)SSR 5.1 b) SSR 5.2
100 100
[} @
5 80 5 80
b a
— 60 o 60
& %
= =
5 a0 — = 40 = — -y
= ———— = =
S 20 £ 20
wJ (W]
0 0
0 1000 2000 3000 4000 5000 6000 7000 8000 9000 10000 0 1000 2000 3000 4000 5000 6000 7000 8000 9000 10000
Time Time
e [0 T-CADM ReGreT sloT R-D-C e [0 T-CADM ReGreT sloT R-D-C
c)SSR 5.3 d)SSR 5.4
100
(3]}
5 80
b
o 60
7
>
+ 40 ——
TU. Y
> 20
[¥E)
0
0 1000 2000 3000 4000 5000 6000 7000 8000 9000 10000
Time
e |0T-CADM ReGreT SlaT R-D-C
e)SSR 5.5

Figureb.21: EvaluatedTrust score for SSRs 5.1, 5.2, 5.3, 5.4 53hd

Preventing the dishonest agents requires the competing models to use different techniques to detect
these agents and reject them from the selection process. Qig the dishonest agents using the

trust and reputation needs to have old experiences and transactions history about the other peers.
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Figure5.21 shows the trust sore for the competing models where everyone is dishonest. It is
dzy & dzZNLINR Ay 3 GKFEG GKS LINRLR &SR YhiRSHe@udse theQI NS R
CADM evaluate the trust score using the ASW based on the direct, indirect, and the wreduketAt

the beginning of the simulation, the agents do not have enough information (direct and indirect),
hence, the lo¥ ! 5 aYbHaselect the"YD tising the available information form the markedlue in

addition to the physical parameters. Once the chehave negatively with theré gthe"Y punishes

the Y0 by sharing the experience with all requesters and reducesYie®a Y vaN@. $he 1oT

/' 5aQa ( NXeglire5210eflai tha slctual continuous bad behaviour and continuous
punishments in all five sucenarios. This also happened to the ReGreT model after the second half

of the experiment after buildig the negative experience database. Using the physical information
makes the models SloT aneDR Q& ( NHza G & 02 NB itYsamdtunatdithadtiie$rist K2 ¢ S

scores do not reflect the true nature of environment where everyone is dishonest.
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Figue 5.22: Number of completed transactions for the SSRs 5.1, 5.2, 5.3, 5.8,%nd

Figue 5.22 shows the number of transactions that are used to build the experience database. Itis clear
that all models show an increase in the number of transactions dramatically in the first qubager,
become stable as a reason of avoiding the old transactions (older than certain time, which is
determined by the model user}igue 5.22 shows also that IcCADM has the lowest number of
completed transactions, as it avoids most of the candidaté that have low trust score bad

behaviour. The experiment shows also thaD is the second lowest model in order and eventually
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converged to similar values withe l0FCADM towards the end of the experiment at time tick 3000.
Although ReGreT has the highest value in the first quarter of the experin®&ofE exceed all the other
models values to be as the highest model in terms oftlnaber of completed transaains as a reason

of the stability of the trust score, which reflect the selection process that resulted in the high number
of transactions. More transactions led to the increase the total time between the time of start looking
for the best"YD énd the time of signing the contract with th&¥0 .cThe average evaluation time as
shown inFigureb.23 demonstrate that the I0AICADM and ®-C are affected less than the ReGreT and
SloT models by increasing the number of agents in the environment. It is also shows that the ReGreT
model has higést evaluation time during the period (2000) than the SloT achieved the highest

evaluation time comparing to the other models.
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Figure5.23: Avg. evaluation and selection time.

As we discussed before, incomplete transactions between SCs and SPs (because of any kind of
misbehaving or fraudulentyansactions may result in the loss of time and money with no resources.
Figure5.24 shows the total cash utility of each model, and it is clear that all models are affected
negatively as the number of agents (which are all dishonest) is increased in the envitotincan

also be seen ifrigureb.24 that the RD-C, as a result of the low number of negative transactions and

the evaluation time, loses money less tharoditler models, and the IGCADM in the second position;

while the ReGreT and SloT have the same amount of the lost money during the whole simulation time.
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Figure5.25: Total CommunicaticiMSGs through the network

Figure5.25 demonstrate the network usage, which refers to the amount of data sent back and forth
across the network due to applications, servers, devices, and network users. It shows that the model
IoT-CADM consumes the network more than the other models in the first quarter in the first three sub
scenarios SSR5.1, SSR5.2, and SSR5.3; and less than the models ReGreT and Sle3centdreosub
SSR5.2 and SSR5.3 for the same period time. It can atgebenFigure5.25 that the RD-C has the
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lowest network usage, as a result of lawmber of completed transactionand the 10FCADM

achieved the secontlest perfamance towards the end of the experiment at time tick 3000, while the

values of the models ReGreT and SloT divelgéade models I0TCADM and ®/ Q a

In the same way of ranking the competing models mathematically using the TOPSIS Tregtleah),

the result shows in that the proposed model {6RDM has the highest performance in the fully

dishonestenvironment, where everyone is dishonest, and tries to attack, steal, or misbehdke to

I £ ¢
O2y G NROGdziA2Yy 27
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Table5.5: TOPSIS prmance ranking in dishonest environment (100%).

Models
Type | Seq. Parameter unit SQR(SUM(X~2))
loT-CADM ‘ ReGreT | SloT | R-D-C
1 Context Aware % 100 100 100 100 200
2 Quality of Service (QoS) % 100 100 100 0 173.205
3 |Quality of Provider (QoP) % 100 0 0 0 100
4 Number of Active Agents # 112.0418 | 90.58182 | 90.41818 | 65.72727 182.357
5 Number of completed Tran. DV1 (0 - 3000) # 12.86667 | 28.93333 | 27.73333 | 16.73333 45.297
§ 6 Number of completed Tran. DV2 (3000 -~) # 25.8 53.075 58.225 29.7 88.062
g 7 Total Cash Utility DV1 (0 - 3000) S -1834.333 | -2594.2 -2669.8 |-1344.733 4362.43
.E 8  |Total Cash Utility DV2 {3000 - ~) $ |-2764.025| -4434 |-4859.575| -2118.25 7443.295
5] 9 Avg.Evaluation and selection Time Tick | 535.1591 | 930.0716 | 934.434 | 468.1887 1497.931
10  |Avg. Number of SPs per Selection # 2.914695 | 4.882659 | 4.756477 | 1.836545 7.638
11  |Total Comm_Network MSGs DV1 (0 - 3000) # 39261.33 | 29638.75 | 30159.92 | 14999.42 59619.719
12 |Total Comm_Network MSGs DV2 (3000 -~) # 53972.41 | 60483.84 | 60816.84 | 28480.47 105267.001
13 |Avg. Comm_MSGs per Transaction % 80.99727 | 136.5524 | 135.1198 | 68.82691 219.549
14  |Avg. Eval. Trustworthiness for positive Tran. % 46.83636 31.6 41.2 39.6 80.36
Type | Seq. Parameter Weight B ey Ideal Best Ideal Worst
(bw) | 1oT-cADM | ReGreT SloT R-D-C
1 Context Aware 0.1 0.05 0.05 0.05 0.05 max | 0.05 |min| 0.05
2 Quality of Service (QoS) 0.1 0.05774 | 0.05774 | 0.05774 0 max | 0.0577 | min 0
3 Quality of Provider (QoP) 0.1 0.1 0 0 0 max | 0.1 |min 0
4 Number of Active Agents 0.1 0.06144 | 0.04967 | 0.04958 | 0.03604 |max|0.0614 | min| 0.036
@ 5 Number of completed Tran. DV1 (0 - 3000) 0.05 0.0142 0.03194 | 0.03061 | 0.01847 |max |0.0319 | min | 0.0142
% 6 Number of completed Tran. DV2 (3000 -~) 0.05 | 0.01465 | 0.03014 | 0.03306 | 0.01686 |max|0.0331 | min | 0.0147
% 7 Total Cash Utility DV1 (0 - 3000) 0.05 | -0.02102 | -0.02973 | -0.0306 | -0.01541 | max | -0.015 | min | -0.031
% 8 Total Cash Utility DV2 (3000 - ~) 0.05 | -0.01857 | -0.02979 | -0.03264 | -0.01423 | max | -0.014 | min | -0.033
E 9 Avg.Evaluation and selection Time 0.1 | 0.03573 | 0.06209 | 0.06238 | 0.03126 | min |0.0313 | max| 0.0624
= 10  |Avg. Number of SPs per Selection 0.1 0.03816 | 0.06393 | 0.06227 | 0.02404 | max|0.0639 | min| 0.024
11  |Total Comm_Network MSGs DV1 (0 - 3000) 0.05 | 0.03293 | 0.02486 | 0.02529 | 0.01258 | min |0.0126 |max|0.0329
12 |Total Comm_Network MSGs DV2 (3000 -~) 0.05 | 0.02564 | 0.02873 | 0.02889 | 0.01353 | min |0.0135 | max | 0.0289
13 |Avg. Comm_MSGs per Transaction 0.05 | 0.01845 0.0311 0.03077 | 0.01567 | min |0.0157 |max | 0.0311
14  |Avg. Eval. Trustworthiness for positive Tran. 0.05 | 0.02914 | 0.01966 | 0.02563 | 0.02464 | max [0.0291 | min | 0.0197
Type | Seq. Function Models
loT-CADM ReGreT SloT R-D-C
1 Ideal Best (IB) 0.0442 0.1107 0.111 0.1266
.:é: 2 Ideal Worst (IW) 0.1243 0.0758 0.0754 0.0497
E 3 Performance = IW / (IB + IW) 0.7377 0.4064 0.4045 0.2819
4 Final Rank ==> 1 2 3 4
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5.3 Summary

This chapter presents the overall study results of comparing the competing mod&IfW, ReGreT,

SloT, and ®-C. The performance of the four competing models is tested in three different
environments: fully honesEnvironment, partially dishonest eneimment, and fully dishonest
environment. the TOPSIS technique is used to rank the competing models based on the performance
parameters: trustworthiness, caslutility, average times of choosing trustworthy providers,

satisfaction, detecting malicious nodés addition to the network usage

In the fully honesEnvironment $.2.1), where everyone in the environment is honest, the competing
models are evaluated and texd using five different subcenarios SSR1.1, SSR1.2, SSR1.3, SSR1.4, and
SSR1.5, which represents five different agent distribution densities. The TOPSIS ranking result proved
that the proposed model IGCADM has the highest performance in the horestionment, followed

by the models SloT then ReGreT adAd-R. In the second testing environmeris{.2), we compared

the performance of theeompeting models usinfive different subscenarios (SSR1-9%, SSR 25

25%, SSR 3:50%, and SSR 4.55%); where 0% means that the environment is run only by the
trusted and honest agents, while the 75% meafmost ofthe agents are not honest drthere is a

high likelihood of potential of attack. the TOPSIS result shows that the proposed mo@=ALRN still

has the highest performance in the dishonest environment in different nurobeisbehavng agents.

In this time, the order of the other mads is ReGreT in the second position, and SloT 4k@ k third

and fourth positions.Section5.2.3 discussed the extreme performance of competing models and
tested them using the five different stdrenarios SSR5.1, SSR5.2, SSR5.3, SSR5.4, anthSEé¥e 5.

subAa OSY I NA2a&asx |ff GKS | 3Syida INBE RAAK2YySadz | yF
members. the TOPSIS methddfle5.5) shows that the proposed model IKJADM has the highest
performance in the fully dishonesnvironment, followed by the ReGreT, SloT afAd®in order.

Altogether, Table5.6 summarized the final performance and compare the overall performance for all
competing models in all testing environments. It ranks the@@IDM as topmost model, followed by
ReGreT and Slofhien RD-C in the last position in the order. This result is expected, as a result of using
the social information by IeGCADM and ReGreT, which reflect the true nature of the agent behaviour

in the environment, rather than using the physical behaviour.



Table5.6: Final TOPSIS performance ranking for all testing environments.

Models
Type | Seq. |Section Parameter unit SQR(SUM(XA2))
loT-CADM | ReGreT | SloT ‘ R-D-C
Fully H t-Envi t
n 1 4.3.1 o .Ones .nwronmen % 0.8976 0.3477 0.3541 0.2962 1.068
o (0% misbehaving agents).
=
> Partially Dish t Envi t
= 2 4.3.2 artially Dis .Dnes .nVIronmen % 0.8343 0.353 0.3486 0.3082 1.018
= (25-75% misbehaving agents)
=
5 Fully Dishonest Environment
© 3 433 Y . . % 0.814 0.3753 0.3726 0.3124 1.02
(100% misbehaving agents)
Wight ( Xi / SQR(SUM(XA2)) * pw
Type | Seq. Parameter Ideal Best Ideal Worst
(pw) | 1oT-CADM | ReGreT sloT R-D-C
Fully Honest-Environment
§ 1 431 D . ) 0.34 0.28575 | 0.11069 | 0.11273 0.0943 max [0.2858 | min |[0.0943
= (0% misbehaving agents).
>
= Partially Dishonest Environment
& 2 4.3.2 ¥ . . 0.33 0.27045 | 0.11443 0.113 0.09991 max [0.2705| min |0.0999
= (25-75% misbehaving agents)
£
s Fully Dishonest Environment
2 3 4.3.3 v ) . 0.33 0.26335 | 0.12142 | 0.12055 | 0.10107 max (0.2634| min |0.1011
(100% misbehaving agents)
o s S Models
e eq. unction
o Y loT-CADM ReGreT SloT R-D-C
1 Ideal Best (IB) 0 0.2741 0.2741 0.3034
a0
.E 2 Ideal Worst (IW) 0.3034 0.0299 0.0298 0
=
2 3 Performance = IW / (IB + IW) 1 0.0984 0.0981 0
4 Final Rank ==> 1 2 3 4

Thenext chapter discusses themnclusion, the main findingsf this research and future work.
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Chapter 6

Conclusion

6.1 Conclusion

The Internet of Things (1oT) provides advanced services by interconnecting heterogeneous smart things
(virtual or physical devices) through existing interoperable information and communication
technologies. Due to its tenuous nature, 10T is vulnerableifferént types of attack, which usually

lead to exposure of secrets of the node to the attacker, and removes the authenticity, and integrity of
the obtained data. As such, it is important to have a trust and reputation model to evaluate the
trustworthinessof the different players in 10T settings. To date, there are limited of comprehensive
decisionmaking trustbased reputation models which have been developed for this purpose. This

research aims tanswers the research questions that we presergedierwhich are:

How to select the best service provider in an 0T environment based on the trustworthiness and the

reputation of the service provider?

In addition toaddress other related questions which aré/hat are the criteria and procedures that

can beused for gathering Information about entity, entity scoring and ranking, and entity selection?
Also, how these systems (that allow devices to contact and cooperate with other entities) can deal
with other loT challenges such as integritgterogeneity scalability, network and Infrastructure, and

data storage and Finally, how these systems can deal with the entities that are misbehaving or

providing bad servicesio achieve this:

1- This study introduced a background review for all fundamental requiremeeffitions, and
knowledge related to the objectives of this research including: the Smart Fact®eesdn2.1),

Internet of ThingsSection2.2), and Multi Agent Systenfséction2.3) in the second chapter.

2- A general review of the trust management systems in literature is presefiiédpter 3),
providing an analysis approaches to trustworthiness in 10T, MAS, and agent baSeable3.3).
Models are compared based on six fundamental factors: Model, Network Type, Data Source,
addressed Attacks, Mul€ontext and updatgTable 3.1). Limited works on coprehensive
decisionmaking with trustbased reputation exist; New models need to be more dynamic,
smarter, and must be able to deal with the scalability, high heterogeneity, the fragility of

traditional security approaches.

3- Develop a newirust and reputaion technique named as IelESM as a part of the proposed

model [IoFCADM (Comprehensive Agdmised Decisiomaking Model for I0T), which facilitate
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decisionmaking amongst agents in 10T setting.-TTHSM evaluate the overall performance of a
service prowder by combining mukeontext quality of the provided Servicé € )"#nd quality of
the provider of the Servica)(¢ Y0 which can lead to increase the evaluation accuratyapter
4). In addition to develop aew technique for balancing and adjusting the evaluation weights

dynamically using the Auto Scale Weight technique.

Developa multragent framework implementatiobased orsmart factory case stugyvhich is
used the supply chain as the evaluation contetxt evaluate the new trust and reputation
algorithm(Sectiord.1), then, the TOPSHpproachis usedo compare and rank the performance

of IoT-CADM against implementations of existing trust and reputation models based on the
trustworthiness cash and time tility, average times of choosing trustworthy providetse
percentage of goodransactions, density, radl detectingdishonest entitiesand the result

confirmed that the proposed IGCADM has the highest performang&:ction5.1).

Overall study results presented i@hapter 5compared the competing models KJADM,
ReGreT, 8T, and FD-C. The performance of the four competing models was evaluated in three
different environments: Fully honesinvironment, partially dishonest environment, and fully
dishonest environment. The TOPSIS technique was used to rank the competing besaal on

the performance parametersitrustworthiness, cashitility, average times of choosing
trustworthy providers, satisfaction, detecting malicious nodes, in addition to the network usage.
The overall performance for all competing models based onréiselt discussed in théables
Table5.3,Table5.4 , andTable5.5 show that in the term of theontext awareness, quality of
service quality of provider, agents activity, number of completed transactions, gained cash, and
the evaluated trust score, the proposed model perfouhit@gher than the other models. At the
same time, the proposed model performed slightly less than #i@and higher than ReGreT,
SloT in term of the average evaluation and selection time, and the total communication MSGs
through the network asaresl# ¥ G KS € 2¢ @t dz2S 2F daydzyoSNI 27
RD-C. Taken together, the overall performance for all competing models, which is summarized
in Table 5.6 based on the result that discussed in theblesTable5.3, Table5.4, and Table5.5

show that theloT-CADM performed the higher than the ReGreT by around 5964, By around

60%, and 70% for the modeldRC. Both 10ICADM and ReGreT use social information which
reflects the true nature of the gent behaviour in the environment, rather than just using the

physical behaviour, which is the approach used by the modrl$ &nd FD-C.



6.2 Contributions

The main contribution of this research is to provide a trust and reputation methatcan facilitate
decisionmaking amongst agents in 10T setting. The proposed method, which named-8E3d7, is

used to measure trustworthy and the satisfaction of thervice provider based on the collected
information from different resources including the direct and indirect social informati@udition to

the market informationusing seven different properties which are: Service Lead Time, Service
Similarity valueService Description Accuracy, Service Guarantee, Service Satisfaction, Service Cost,
and Over Requegflable4.2), IocT-TESM evaluate the overall penfoance of a service provider by
combining multicontext quality of the provided Service € )3nd quality of the provider of the Service

(0 ¢ Ywhich can lead to increase the evaluation accuracy, as well giving more chance to the provider
how provide a new service. This combination also can decrease the impact of the attackers like the
BadMouthers (giving a fake negative ratings) and Befiaiffers (giving a fake positive ratings). To
build acomprehensivemodel, which can alect andgather the information in efficient wayfrom
different source, evaluat&ust valueand rank of the competitors, deal with the high dynamicity of the
loT, andpreventing the misbehaving parties; theT-CADM (Comprehensive Agdmised Decision

making Model for I10T) has been proposed.

I0T-CADM isnloT agentbased decentralized trust and reputation mogebposed to select the best
service providers for garticular service based on muttontext quality of services. I6CADM is a
decentralized agenbased decisiomaking model, which aims to aid the objects in the loT
environment to decide how, when, and who to collaborate, negotiate, and operate wittebalbof

its owner. Based on the trust and reputation, {6ADM assesses the behaviour of the objects (agents)
in multi-context and takes into account the QoS to protect good agents from fraudulent entities and
increase the overall performance of the emriment. IoFCADMalso providesa dynamic technique
ASW(The AuteScale Weigh)swhichaims to give a balanced and fair values of the weigidsvell as
prevening themisbehaving entities using the pubkey security mechanism and machine learrtmg

improve the prediction accuracy using the P€éhnique

In locT-CADM environmentwhichconsists othe agentbased Service Consumed (V)¢ agentbased
Service ProviderA(3)0Service Registry Listr(Y)) Market Value Registry Lisb @ §i and Simple
Service Consumet ("Ypthe components are connected to each other uslio@ network andcan be
monitored and controlled by its owner using Idhis environmenis implemented in a smart factory
setup baed on a supply chain by developing different IoT smart agents that implement the intelligent
machines to work together as sellers and buyers to manufacture GOO/IPersonal Protective

Equipment (PPE thiscase studyoT-CADM is implementedn a muli-agent simulation using JADE
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where the location of the agents and the chronology of their initiation of activity were randomly

selected.

In this research, guantitative data was conductedranscribed andanaly®d usinga statistical and
computationaltechniquesto conduct the final results for the models K€CADM ReGreTSloT and R
D-C The performanceof thesemodelsis evaluated by implemented them in a develoagkntbased
framework that is able to simulate the behaviours of large amounintdracting agents while

evaluating their trustworthiness and reputatipwhich isalso a neat contributioin this research

The TOPSIS techniguehichis used to compare and rank the performance of these mods#iews

that IoT-CADM outperformed otherxasting models in terms context aware, quality of Service (QoS)
YR ljdzZr fAGe 2F t NPGARSNI 6v2t o0z |3SydaqQ FOGAGAD
average evaluation and selection time, average number of SPs per Selection, network gimsym

and finally the evaluated trust score.

6.3 Recommendations and future work

This study presented a general review of the trust management systems in literature, which showed
lack of a comprehensive studies that are able to solve the open issue ofndeaisieffective and
efficient trust computation method for dynamic assessment in 10T. This study introduced the loT
/'5a (2 lFaasSaa GKS o0SKI@A2dNI 2F GKS 20§KSNJ LISSN.
reputation based on the assumptions that ntiemed in Gection4.6), however, the future workould
examine

1) The effect of the unsecure connection media and network Infrastructure ontrilet and

reputation.

2) The impact of the performance of the proposed model in the case of removing any of its

components.
3) Exploiting the hidden meta data (information) in the trust evaluation as extra data source.
4) Implementing the proposed models on diféart scenarios and smart environments.

5) Trying different method to increase the efficacy of detecting the dishonest agents in the

environments.

6) Using different method to rank the experiments results, which helps to compare the models

from different views.

114



The study also concluded with the following recommendations:

1) It is essential to embed the smatrt efficient 0T devices in all applications in odifedal aid us

as humans to make better decisiomicking save time and money.

2) It is important toincrease the capabilities 10T devices to keep pace with the increasing needs to

move to the smart life.

3) The future studies need to be more dynamic, smarter, and must be able to deal with the
scalability, high heterogeneity, the fragility of traditional 8gty approaches, in addition to the

huge amount of the sensitive data exchanged.

4) The new models also need to be accurate in selecting the most trustworthy peers (service
providers) using all the available trusted resources to gather the informationegmdations,

taking in the consideration the conteatwvareness, and the quality of services.

5) Finally, this study proves the importance of studding the social behaviour (information), which

make new models also need to use this source of the information.
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6.4 ummary

In this chapter, we discussathew algorithm IoITESM and its implementation in th&l-CADMmodel
to solve the open issue of establishing trust mechanisms that facilitate deersating amongst
agents in loT setting, where assessing the trustworthiness plays an important role to increase the

satisfaction by maintaining a successful collaboration betwied¢hS  dntidsQ &

The proposed methodoT-CADM isa decentralizechgentbased decisioimaking model, which aims

to aid the objects in the 10T environment to decide how, when, and who to collaborate, negotiate, and
operate with on behalf of its owner. Bed on the trust and reputation, IecCADM assesses the
behaviour of the objects (agents) in muitintext and takes into account the QoS to protect good
agents from fraudulent entities and increase the overall performance of the environidiamly, 10F

CAIM exploits the agent capabilities to cope with the mentioned isstaking the advantages of the
multi-Agent system (MASSs) of its ability to deal with autonomy, heterogeneity, as well as the social

relations.

loT-CADM can be applicable for a wide rangel@l environments such as largeale online
environments, smarhouses, smartity, and so onlin this research, the Smart Factory based on the
supply chain is the main scenario platform that is used to test and evaluate the proposed model for
two reasors which are: 1) the smart factory is considered the heart of the new industry revolution. 2)
the smart factories are considered dynamic structures that lead the intelligent machines and factory
automations with data communications in the manufacturing tealogies, where machines and
products interact with each other without human control to improve the performance, controllability,

quality, and transparency of manufacturing processes.

In the supply chain, the connected network of individuals, organizatiaatvities, resources, and
technologies involved in the manufacturing dod selling of a product or service, used their
equipment (such as sensors, robots, machin&s, ender the 1oT network cloud and exchange a huge
amount of sensitive data. At any 24 & a 0¥ the outcome (individuals or organizations) is
considered as the input to the next stagéo "Q phY, which in his turn needs to select the best
provider from different options to provide the servicéSo, m IoFCADM environmenthe individuals

or organizationglay threemain roles, which areconsuming services provided by others, producing
services, and providing services to others. As an abas¢d the maincomponentsof loT-CADMare
agentbased Service Consum@SC)agentbased Service Provider (aSP), Service Registry List (SRL)
Market Value Registry List (MYB)mple Service Consumer (3&@dloT Monitoring Servicéection
4.7). All these components work togethpreciselyand strictly to reach the highest performance and
satisfactionas we described irsection4.6. In l0FCADM the IoT-TESM is used to evaluate the

trustworthiness by combining the gathered information from different sources including Direct
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experiences® 0 "Yplri@irect experienced®& XY 0), @nd Market evaluatiord(i Q) (Gquationd.1).

Once the service consumér"Yileeds to select) "Y.(aSC has to evaluate FFESM for every service
provider aSP who provides a particular servic&’ d@d then,aSP with the highest evaluation value

will be selected to perform the service (or highest evaluation value will have the highest charee to b
OK2aSy (2 LINPOARS GKS &SNIAOS pariissiorkoShe ag@rd 160 Q &

select).

In Equatiord.1, the values of the weights,! andl values can be set in two ways; first, by giving the
owner the right to set adjust thermanually or using the proposed technique ASW, where the ASW is

a dynamic technigue aims to give a balanced and fair values of the weights to increase the overall
performance. Unlike most of the current trust and reputation models that do not give any elanc

the new providers by using thEhresholdevel, which usually gave the chance only to the highly trusted

to perform the service; the proposed model builds a-faimprehensiveimage about every service

and service provider to give more chance for naaviders as we discussedkiguation4.5.

In regard to preventing the dishonest agents, detecting and preventing misbemasiadishonest
agents is one of the most essential priorities that we tried achigeadcrease the performance and

the trustworthiness between the agents; in this resear&e¢tiond.5) we encrypted the data and the
communication messages, in addition to use principal component analysis (@ @dentify the
patternsof the data and the relation between the evaluation parameters which can help to exceed the

suspected bed behaviour agents.

Thenext chapter of this research presents the data analyses and results, and shows the performance
and how the proposed model can deal with the autonomy, heterogeneity, as well as social lbehavio

and relations.
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Appendix A
JADE (JAVA Agent DEvelopment Framework)

1. JADE in general

JADE (Java AgeldEvelopment Framework) is a software Framework fully implemented in the Java
language. It simplifies the implementation of mudgyent systems through a mideleare that
complies with the FIPA specifications and through a set of graphical tools that stippalebugging

and deployment phases. A JAD&Sed system can be distributed across machines (which not even
need to share the same OS) and the configuration can be controlled via a remote GUI. The
configuration can be even changed at #ime by moving gents from one machine to another, as and
when required. JADE is completely implemented in Java language and the minimal system requirement

is the version 5 of JAVA (the run time environment or the JDK).

Besides the agent abstraction, JADE provides a siggil powerful task execution and composition
model, peer to peer agent communication based on the asynchronous message passing paradigm, a
yellow pages service supporting publish subscribe discovery mechanism and many other advanced

features that facilitées the development of a distributed system.

Thanks to the contribution of the LEAP project, ad hoc versions of JADE exist designed to deploy JADE
agents transparently on different Jawaiented environments such as Android devices and JZUBC
MIDP 1.0 dvices.

2. JADE Tutorials & Guides

1- Basic Documentation
Introduction to JADE
JADE Administration Tutoriay Ryerson University
JADE Programming Tutorial
W59 FRYAYAAUNI 62NDRa DdzA RS
W59 tNRINFYYSNRA DdzA RS
API Documentation
dditional Tutorials
a. Standards
1 FIPAspecifications
b. Methodology
1 A Methodology for the Analysis and Design of Multi Agent Systems using JADE
By Magid Nikraz Murdoch University
c. Configuration
1 Using arguments and properties to configure your agents
ByDick Cowarg Menehune Software Inc
d. Content Languages & Ontologies
1 Creating and using applicatiospecific ontologies
71 Creating ontologies by means of the BeanOntology class
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https://jade.tilab.com/documentation/tutorials-guides/introduction-to-jade/
https://jade.tilab.com/documentation/tutorials-guides/jade-administration-tutorial/
http://www.ryerson.ca/
https://jade.tilab.com/doc/tutorials/JADEProgramming-Tutorial-for-beginners.pdf
https://jade.tilab.com/doc/administratorsguide.pdf
https://jade.tilab.com/doc/programmersguide.pdf
https://jade.tilab.com/doc/api/index.html
https://jade.tilab.com/papers/JADETutorialIEEE/JADETutorial_FIPA.pdf
https://jade.tilab.com/doc/tutorials/JADE_methodology_website_version.pdf
http://www.murdoch.edu.au/
https://jade.tilab.com/documentation/tutorials-guides/how-to-configure-your-agent
mailto:rm.cowan@verizon.net
https://jade.tilab.com/doc/tutorials/CLOntoSupport.pdf
https://jade.tilab.com/doc/tutorials/BeanOntologyTutorial.pdf

1 How to use the XML Codec to import/export ontological entities from/to
XML(requires the XMLCodeAddOn)
1 How to use the RDF Codec for encoding the content of ACLMessages in
RDFKrequires the RDFCodec A€xh)
e. Mobile devices
1 Running JADE agents on Android devices
1 Running JADE agents on java enabled -ptedhes and Android
devicegrequires the LEAP Addn)
1 Device independent logging mechanism
f. OSGi
1 How to use JADE agents in an OSGi environ(nequires the JadeOSGi Add
On)
g. Fault Tolerance
1 Using Virtual Replicated Agents
h. Internet technologies
1 Accessing a JADE MAS from a Servlet using the JadeG&tgwWéitor
Kelemen (MTA SZTAKI)
1 Exposing agent services as Web Sen(iezgiires the WSIG AddN)
1 Dynamically invoking Web Servigesquires the WSDC Adain)
1 How to use JADE within Appld&yg Claudiu Anghel
i. Intelligent agents
71 Integrating JADE and JESSienrique Lopes CardogdJniversity of Porto
1 Exploiting the formal semantics of FIPA f€fuires the Semantics Adan)
j. Security
T ' RYAYAAUGNY G2NDa I-daxréGire2tie Secutiy Ado® O dzNA (& |
1 Mutual-authenticated SSL IMTP connectionssetting up secure
communication amongt JADE containers.
1 PKI Guideprovides security for agent messaging and agent mobility. (requires
the PKI AdeDn)
k. Microsoft .NET
1 Running JADE over Microsoft .NEEuires the LEAP Addn)
1 Connecting a Windows Mobile .NET client to a JADE Multi Agent
Systentrequires the JADE Sharp AQd)
I.  MessageTransport Protocol
1 Configuring the HTTP MTP
1 How to use the ORBACUS&sed IIOP MTfequires the ObacusMTP Adéd
On)
1 How to use the JMBased MTRlogon into the JADE Web site first)
By Edward Curry
1 How to use the Jabber XMPP MTP with JADmversitat Politécnica of
Valencia
m. Messageencodings
1 How to use XML encoding of ACLMessages with (rA&Bres the FIPA XML
ACLCodec Adan)
1 How to use BiEfficient encoding of ACLMessages with J&&dtires the
FIPA BiEfficient ACLCodec Adh)

n. Testing
1 Creating automatic tests for JADE based applica(i@tgiires the TestSuite
Add-On)

o. Performances
1 Benchmark on the Message Round Trip Time in JAEQ&res the Benchmark
Add-On)
3- Links to additional material
1 JADE PrimeBy J. Vaucher and A. Nchtniversité de Montréall
4- Tools
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https://jade.tilab.com/documentation/tutorials-guides/using-the-xmlcodec-add-on
https://jade.tilab.com/documentation/tutorials-guides/using-the-xmlcodec-add-on
https://jade.tilab.com/documentation/tutorials-guides/how-to-use-the-rdf-support-with-jade
https://jade.tilab.com/documentation/tutorials-guides/how-to-use-the-rdf-support-with-jade
https://jade.tilab.com/doc/tutorials/JadeAndroid-Programming-Tutorial.pdf
https://jade.tilab.com/doc/tutorials/LEAPUserGuide.pdf
https://jade.tilab.com/doc/tutorials/LEAPUserGuide.pdf
https://jade.tilab.com/documentation/tutorials-guides/logging-service-jade
https://jade.tilab.com/doc/tutorials/JadeOsgiGuide.pdf
https://jade.tilab.com/documentation/tutorials-guides/virtual-replicated-agents-tutorial
https://jade.tilab.com/doc/tutorials/JadeGateway.pdf
https://jade.tilab.com/doc/tutorials/WSIG_Guide.pdf
https://jade.tilab.com/doc/tutorials/DynamicClientGuide.pdf
https://jade.tilab.com/documentation/tutorials-guides/how-to-use-jade-within-applets
https://jade.tilab.com/documentation/tutorials-guides/integrating-jade-and-jess
http://www.fe.up.pt/~hlc
http://www.up.pt/
https://jade.tilab.com/doc/tutorials/SemanticsProgrammerGuide.pdf
https://jade.tilab.com/doc/tutorials/JADE_Security.pdf
https://jade.tilab.com/doc/tutorials/SSL-IMTP/SSL-IMTP.doc
https://jade.tilab.com/doc/tutorials/PKI_Guide.pdf
https://jade.tilab.com/support/faq/running-jade-over-net-where-to-start-from
https://jade.tilab.com/doc/tutorials/JADE_SHARP_Guide.pdf
https://jade.tilab.com/doc/tutorials/JADE_SHARP_Guide.pdf
https://jade.tilab.com/documentation/tutorials-guides/configuring-the-jade-http-mtp
https://jade.tilab.com/documentation/tutorials-guides/how-to-use-orbacus-orb-in-jade
https://jade.tilab.com/download/third-party-contributions
https://jade.tilab.com/documentation/tutorials-guides/how-to-use-the-xmpp-mtp-with-jade
https://jade.tilab.com/documentation/tutorials-guides/how-to-use-the-xml-acl-codec-with-jade
https://jade.tilab.com/documentation/tutorials-guides/how-to-use-the-bit-efficient-acl-encoding-with-jade
https://jade.tilab.com/doc/tutorials/JADE_TestSuite.pdf
https://jade.tilab.com/documentation/tutorials-guides/how-to-use-the-benchmark-packege-with-jade-message-transport-protocol
http://www.iro.umontreal.ca/~vaucher/Agents/Jade/JadePrimer.html

JADE RMA

JADE Dummy Agent
JADE Sniffer

JADE Socket Proxy Agent
JADE DFGUI

JADE Log Manager Agent
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Appendix B

Simulation and Environment setting

1. Thescenarioggenerator
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https://jade.tilab.com/documentation/tutorials-guides/jade-rma
https://jade.tilab.com/documentation/tutorials-guides/dummy-agent/
https://jade.tilab.com/documentation/tutorials-guides/sniffer
https://jade.tilab.com/documentation/tutorials-guides/socket-proxy-agent
https://jade.tilab.com/documentation/tutorials-guides/dfgui
https://jade.tilab.com/documentation/tutorials-guides/logging-service-jade





























































































































































